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Abstract

We propose and analyze minimum selection-generalized selection combining (MS-GSC) at secondary receiver (SR)
with maximal ratio combining at eavesdropper (ER) to enhance data security at physical layer. We consider an underlay
cognitive radio network (CRN) where SR and ER are equipped with multiple antennas, and secondary transmitter (ST)
has single antenna with a primary user. Passive eavesdropping is also taken into account.This work is aimed to find
the effect of MS-GSC diversity technique on secrecy outage probability (SOP). We derive a closed-form expressions for
the exact and asymptotic SOP. Our results show a positive impact on SOP with an increase in diversity branches and
also reveal the effect of a primary user on secondary network.

Keywords: Cognitive radio network, Minimum selection-generalized selection combining (MS-GSC),
Outage probability, Physical layer security

1 Introduction
In wireless communication systems, an eavesdropper
intercepts transmission due to the broadcast nature of
wireless links. So, the security of data transmission in
these networks is becoming more critical than ever [1, 2].
Traditionally, cryptographic techniques are used to secure
data at the upper layer of protocol stack using public
and private key variations. In underlay cognitive radio
networks (CRN), the primary users (PU) and the sec-
ondary users (SU) transmit concurrently in the same band
of frequency [3, 4]. The protection and security of the
broadcast channel in such complex environments against
eavesdropping is a very difficult task. The conventional
cryptographic authentication become very expensive and
less effective because of the open nature of these broad-
casting channels [5, 6]. Therefore, research efforts have
been devoted to physical layer security, which exploits the
characteristics of wireless channel (e.g., thermal noise and
fading) to secure the communication at physical layer [7].
The fundamental concept of physical layer security is to
enhance the gain of legitimate receiver’s main channel in
comparison to the eavesdropper’s channel to attain per-
fect secrecy. With the advancement in multiple antenna
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techniques, security improvement in wiretap CRN chan-
nels has addressed from information-theoretic perspec-
tive [8–11], where the secondary transmitter (ST), the
secondary user receiver (SR), and the eavesdropper (ER)
all are equipped with multiple antennas.
In the last few years, lots of work had been done to

enhance the security of physical layer in CRN. In [12, 13],
secrecy performance of single input multiple output
(SIMO) CRNwithmaximal ratio combining (MRC) diver-
sity technique was studied. Secrecy outage probability
(SOP) for transmit antenna selection (TAS)/MRC in mul-
tiple input multiple output (MIMO) CRN has been inves-
tigated in [14], and an underlay MIMOCRNwith a pair of
primary nodes and secondary nodes and an eavesdropper
was considered in [15] where the secondary transmitter
was powered by the renewable energy harvested from
the primary transmitter in order to improve both energy
efficiency and spectral efficiency. SOP of an underlay
cognitive decode-and-forward relay network over inde-
pendent but not necessarily identical distributed (i.n.i.d)
Nakagami-m fading channels was investigated, and opti-
mal relay selection (ORS) and suboptimal relay selection
(SRS) schemes, and multiple relay combining scheme
were considered in [16]. In [17], a hybrid visible light com-
munication radio frequency (RF) system with legitimate
receiver and an eavesdropper was considered where legit-
imate receiver can harvest energy from the light emitted
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by light-emitting diodes, and exact and asymptotic SOP
was derived by using stochastic geometry method. The
closed-form expressions for SOP and non-zero secrecy
capacity for underlay CR unit over Nakagami-m fading
were investigated in [18], and the secrecy outage perfor-
mance of PU system in the presence of the eavesdropping
and interfering of SU was analyzed in [19]. Generalized-
selection combining (GSC) is a hybrid technique that
overcomes the limitation of MRC and selection combin-
ing (SC). In [20–22], a detailed study has been done on
GSC. GSC uses a fixed number of the best branches (Mc)
of all available ones (M). In GSC, there is no need of pro-
cess all the paths that reduce the hardware complexity
of receiver, but all MRC branches remain active during
the reception of the data, which increases consumption
of computational power [20]. The secrecy analysis for
SIMO wiretap CRN with GSC over Nakagami-m fading
channels was done in [22]. TAS with GSC over Rayleigh
fading and Nakagami-m fading channels were applied
in [23–26]. In [26], TAS/GSC for cognitive decode-and-
forward relaying in Nakagami- m fading channels was
considered and closed-form expression for ergodic capac-
ity was derived. The power saving implementation of GSC
called minimum selection GSC (MS-GSC) had proposed
in [27].
In this paper, we consider a communication scenario

where MS-GSC diversity combining technique is adopted
by the SR considering the complexity and energy dissi-
pation, and in order to maximize, its instantaneous SNR
at ER MRC technique is applied. In fact, MS-GSC is a
more general diversity combing than GSC. The basic idea
of MS-GSC is that the minimum number of diversity
branches are selected such that their combined signal-to-
noise ratio (SNR), and not the individual branch SNR, is
above a given threshold [28].
Our contributions are as follows:

1. We examine the secrecy performance of an underlay
CRN with MS-GSC applied at legitimate receiver and
MRC at eavesdropper over Rayleigh fading
environment and derived closed-form expression for
SOP.

2. In [2], interference power constraint was considered
at primary user (PU). Both SR and ER were equipped
with multiple antennas, and selection combining
(SC) was applied. SC select only one antenna with
the highest SNR among available ones which neglect
diversity phenomena. In comparison to [2],
interference power constraint, more generalized, and
computational power saving system is considered in
this paper.

3. In [12], MRC scheme was used over Rayleigh fading
channels at both secondary receiver SR and
eavesdropper. We apply MS-GSC at SR and MRC at

eavesdropper and SC (MC = 1), MRC (MC = M),
and GSC (MC ≤ M) are the special cases of MS-GSC.

The organization of the remaining paper is as fol-
lows: Section 2 explains the proposed system model.
Furthermore, the working of MS-GSC is also explained
in Section 2. Secrecy outage probability is calculated in
Section 3. Section 4 gives the interpretation of numerical
result.

2 Systemmodel
Here, we consider an underlay wiretap CRN composed of
a primary user (PU), secondary user transmitter as Alice,
legitimate receiver as B, and an eavesdropper as ER. The
primary user and Alice are consist of a single antenna
whereas B and the ER are assumed to have multiple anten-
nasM. Here, we assume that the confidential messages are
being transmitted from Alice to B in the presence of ER,
and the ER want to listen their communication. In order
to have reliable communication, the interference power at
PU from Alice should be less than the peak interference
power threshold.
The primary and secondary channels are experiencing

i.i.d Rayleigh fading where channel gains of themain chan-
nel {hBt}Mt=1, eavesdropper’s channel {hEs}Ms=1, and primary
channel hp are complex Gaussian random variables with
zero mean and variances �1,�2, and �0, respectively.
We are considering passive eavesdropping, i.e., the chan-
nel state information (CSI) of the eavesdropper is also
available at Alice. The channel gain and variance of the
primary users are hp and �0, respectively. The main chan-
nels (Alice to B) and eavesdropper channels (Alice to ER)
are independent of each other. Here, the MS-GSC diver-
sity scheme is applied at B, and MRC diversity technique
is applied at ER. In this paper, we assume that the global
CSI of the main links, the eavesdropper’s links, and pri-
mary link is available for evaluating the secrecy rate in the
information receiver, which is a common assumption in
the literature on physical layer security. Information on
the PU’s channels can be obtained for the cases in which
the PUs are cooperative in the network and their trans-
missions can be monitored. This is applicable for those
networks that combining multicast and unicast transmis-
sions, in which terminals play dual roles as legitimate
receivers for some signals and eavesdroppers for others.
In practice, this information can be generated by using
reverse training, where the primary user transmits train-
ing signal to Alice such that by invoking the principle of
reciprocity, Alice can estimate the primary users CSI.
The interference received at secondary network from

primary network is considered to be a complex Gaussian
random variable under an assumption that the primary
signal may be generated by the random Gaussian code-
book. Moreover, the thermal noise at secondary nodes
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is also complex Gaussian distributed. Thus, the interfer-
ence plus noise at secondary nodes (B and eavesdroppers)
can be modeled as a complex Gaussian random variable
with zero mean and variance N0. It indicates that the
influence of primary interference at secondary nodes is
already assumed in the variance N0. Thus, the effect of
interference is adjusted in the noise statistics at B and ER
[29, 30]. The instantaneous SNR of the main channels and
eavesdropper’s channel is given by

�M = max
t=1....M

Pav
N0

|hBt |2,�E = max
s=1....M

Pav
N0

|hEs |2 (1)

where Pav is Alice’s transmitted power.

2.1 Working of MS-GSC diversity technique
The receiver with MS-GSC diversity schemes chooses the
minimum number of best available antennas in such a
way that the combined SNR �com is always more than
the threshold SNR �t [22]. Mathematically, the working
of MS-GSC can be summarized as

�com =

⎧
⎪⎪⎪⎪⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎪⎪⎪⎪⎩

�(1) iff �1 ≥ �t ;
�(1) + �(2) iff �(1) < �t &�(1) + �(2) ≥ �t ;

...
∑r

k=1 �(k) iff
∑r−1

k=1 �(k) < �t&
∑r

k=1 �(k) ≥ �t ;
...

∑Mc
k=1 �(k) iff

∑r−1
k=1 �(k) < �t .

(2)

where ψ1, ψ2, ......ψk are the SNR of path 1, path 2 ......
path k, respectively.
GSC uses Mc antennas among available M antennas

such that Mc < M. In comparison to GSC, MS-GSC
needs less computing power, and on average, less number
of MRC branches is active during the reception of data
which save processing power. Let Nb be the active num-
ber of MRC branches, which takes the value from 1 toMc.
Nb = 1 if �1 > �t , Nb = r, 2 ≤ r ≤ Mc − 1 if and only
if
∑r−1

k=1 �k < �t and
∑r

k=1 �k ≥ �t , and Nb = Mc if
∑Mc−1

k=1 �k < �t .

3 Secrecy outage probability
The secrecy capacity analysis can help us to determine
how secure a CRN is and whether we need more security
mechanisms to protect against the potential attacks in the
CRNs. The maximum achievable rate is named as secrecy
capacity and given by ([2], Eq.2). The secrecy capacity of
CRN consists an antenna at Alice and multiple antennas
at B and ER can be defined as,

Sc =
{
Mc − Ee = log2

(
1+�M
1+�E

)
if �M > �E ,

0 if �M ≤ �E ,
(3)

where Mc = log2(1 + �M) is the capacity of channels
between Alice and B and Ee = log2(1 + �E) is the capac-
ity of channels between Alice and ER. Sc in (4) can be
rewritten as

Sc = log2
(
1 + �M
1 + �E

)

< Rs (4)

which is analogous to

ε(�E) = 2Rs(1 + �E) − 1 > �M. (5)

In passive eavesdropping, excellent secrecy is possible
if and only if RS ≤ Sc; otherwise, information-theoretic
security is compromised. SOP is a probability that secrecy
capacitySc falls under the output threshold RS [2] and is
given as

Pout = Pr (SC < RS) = Pr (�M ≤ �E)

+Pr (�M > �E)Pr (Sc < RS | �M > �E) (6)

which can be simplified to (7)

Pout=
∫ ∞

0

∫ ∞

0
F�M|{Y=y}(∈ (�E))f�E |{Y=y}(�E)fY (y)d�Edy

(7)

where Y = |hP|2 is the channel gain from Alice to
PU, fY (y) is the probability density function (PDF) of
Y, f�E |(Y=y) is the PDF of �E conditioned on Y, and
F�M|Y=y(ε(�E)) is the cumulative distribution function
(CDF) of �M conditioned on Y .
In underlay cognitive radio transmission, for reliable

communication, Alice’s transmitted power Pav should be
less than the peak interference power threshold. So, Alice
is a power-limited transmitter with a maximum transmit
power which is PT . The transmitted power of Alice is con-
strained by PT at Alice and peak interference power PI at
the primary user and given by

Pav = min
(
PI
hp

,PT
)

(8)

Based on (8) instantaneous SNR at secondary receiver, B
and ER are expressed as

ψM = min
(

ψp
Y

,ψ0

)

XM ψE = min
(

ψp
Y

,ψ0

)

XE (9)

where ψp = PI
N0

, ψ0 = PT
N0

, XM = maxt=1....M|hBt |2 and

XE = maxs=1....M|hEs |2.
For ease of interpretation, we have�1 = �1�0 = ψP

�1
σ

be the average SNR of the main channel, �2 = �2�0 =
ψP

�2
σ

be the average SNR of the ED’s channel, and σ =
PI
PT

. The CDF for MS-GSC scheme for Rayleigh fading is
given by ([22], Eq. 24)
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P(x1) =

⎧
⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎩

PΥMc (x1), 0 ≤ x1 < �t ;
PΥ1 (x1) − PΥ1 (�t) + PΥMc (�t)

+∑Mc
w=2

(
∫ w−1

w x1
w−1
w �t

∫ y
w−1

�t−y p�(w),Υw−1(z, y)dzdy

+ ∫�t
w−1
w x1

∫ x1−y
�t−y p�(w),Υw−1(z, y)dzdy

)

, �t ≤ x1 <
Mc

Mc−1�t ;

...
PΥ1 (x1) − PΥ1 (�t) + PΥMc (�t)

+∑Mc
v=2

(
∫ w−1

w x1
w−1
w �t

∫ y
w−1

�t−y p�(w),Υw−1(z, y)dzdy

+ ∫�t
w−1
w x1

∫ x1−y
�t−y p�(w),Υw−1(z, y)dzdy

)

, v+1
v �t ≤ x1 < v

v−1�t ;

...
PΥ1 (x1), 2�t < x1

(10)

The CDF P�w(.) is given by ([22], Eq. 17)

PΥw (x1) = M!
(M − w)!w!

⎧
⎨

⎩
1 − e

−x1
�1

w−1∑

k=0

1
k!

(
x1
�1

)k

+
M−w∑

v=1
(−1)w+v−1 (M − w)!

(M − w − v)! v!

(w
v

)w−1

×
[(

1 + v
w

)−1 [
1 − e−

(
1+ v

w
) x1
�1
]

−
w−2∑

m=0

(−v
w

)m
⎛

⎝1 − e
−x1
�1

m∑

k=0

1
k!

(
x1
�1

)k
⎞

⎠

⎤

⎦

⎫
⎬

⎭

(11)

where x1 = 2Rs(1 + x)- 1 and the PDF of MRC
[
pΥM (.)

]
is

given by

p�M (x) = e
−x
�2

xM−1

�M
2 (M − 1)!

(12)

where �2 is the average SNR of the ER’s channels. The
PDF of Y is given by ([2], Eq. 22)

fR(r) =
N−1∑

h=0

N
�0

(−1)he
−(h+1)r

�0 , y ≥ 0 (13)

for N = 1

fR(r) = 1
�0

e
−(r)
�0 , r ≥ 0 (14)

Using all the above mentioned equations in (7), SOP for
proposed system model is given by (15).

Pout =

⎧
⎪⎪⎪⎪⎪⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎪⎪⎪⎪⎪⎩

PoutA 0 ≤ x1 < �t ;
PoutB �t ≤ x1 < Mc

Mc−1�t
...
PoutC

v+1
v �t ≤ x1 < v

v−1�t
...
PoutD 2�t < x1

(15)

The detail expansion of the above equation is as follows:

poutA = M!
MC ! (M − MC)!

⎧
⎨

⎩

(
1 − e

−σ
�0
)
⎛

⎝1 −
Mc−1∑

k=0

k∑

n=0
μ1

e

( −(2Rs−1)
�1

)

+
M−Mc∑

v=1
C2C3 −

M−Mc∑

v=1

Mc−2∑

m=0
C2C4 −

M−Mc∑

v=1
C2C4β1

e
−
(

(2Rs−1)
(
1+ V

Mc

)

�1

)

+
M−Mc∑

v=1

Mc−2∑

m=0

m∑

k=0

k∑

n=0
C2C4μ1

e−
(
2RS−1

�1

))

+ e
−σ
�0 −

Mc−1∑

k=0

k∑

n=0

k−n∑

p=0
Q1Q2e

−σ
(
2Rs−1
σ�1

+ 1
�0

)

+
M−Mc∑

v=1
C2C3e

−
(

σ
�0

)

−
M−Mc∑

v=1
C2C3β2

e−σ
((

1+ M
Mc

)(
2Rs−1
σγ1

)
+ 1

�0

)

−
M−Mc∑

v=1

Mc−2∑

m=0
C2C4e

−
(

σ
�0

)

+
M−Mc∑

v=1

Mc−2∑

m=0

m∑

k=0

k∑

n=0

k−n∑

p=0
C2C4Q1Q2e

−σ
(
2Rs−1
σ�1

+ 1
�0

)
⎫
⎬

⎭

(16)

where
μ1 = 1

(M − 1)! k!�1k

(
k
n

)
(
2Rs − 1

)k−n
(
2Rs
)n

(�2)M
(n + M − 1)!
(
2Rs
�1

+ 1
�2

)n+M

C2 =
M−Mc∑

v=1
(−1)Mc+v−1 (M − Mc)!

(M − Mc − v)! v!

(
Mc
v

)Mc−1

C3 =
(

1 + v
Mc

)−1
,C4 =

(−v
Mc

)m

β1 = 1

�2M

((
1+ v

Mc

)
2Rs

�1
+ 1

�2

)M

Q1 = 1
k! (σ�1)k

(
2Rs − 1

)k−n(2Rs
)n
(
k
n

)
(n + M − 1)!

(
2Rs
σ�1

+ 1
�2

)n+M

Q2 = (σ )p(k − n)!

(σ�2)
M (M − 1)! p!

(
2Rs−1
σ�1

+ 1
�0

)k−n−p+1

β2 = 1

(σ�2)M

((
1+ l

Mc

)
2Rs

σ�1
+ 1

σ�2

)M

× 1
((

1 + M
Mc

) (
2Rs−1
σ�1

)
+
(

1
�0

))
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PoutB = PoutD − Pout1 (�t) + PoutMc (�t) +
Mc∑

w=2
PoutM (17)

Pout1 (�t) =
M∑

v=0

(
M
v

)

(−1)v

⎡

⎢
⎢
⎢
⎣
e

−vψt
ψ1

(

1 − e
−σ
�0

)

+ e
−σ

(
vψt
ψ1

+ σ
�0

)

( vψt
σψ1

+ 1
�0

)

⎤

⎥
⎥
⎥
⎦

(18)

PoutM = I1 + 12 (19)

I1 =
∫ σ

0

∫ ∞
0

⎡

⎣

∫ w−1
w x1

w−1
w �t

∫ y
w−1

�t−y
p�(w) ,Υw−1(z, y)dzdy +

∫ �t
w−1
w x1

∫ x1−y

�t−y
p�(w) ,Υw−1(z, y)dzdy

⎤

⎦ e
−x
�2 xM−1

�M
2 (M − 1)!

1
�0

e
− r

�0 dxdr (20)

I2 =
∫ ∞
σ

∫ ∞
0

⎡

⎣

∫ w−1
w x1

w−1
w �t

∫ y
w−1

�t−y
p�(w) ,Υw−1(z, y)dzdy +

∫ �t
w−1
w x1

∫ x1−y

�t−y
p�(w) ,Υw−1(z, y)dzdy

⎤

⎦ e
−x
�2 xM−1

�M
2 (M − 1)!

1
�0

e
− r

�0 dxdr (21)

PoutMc (�t) =
(

1−e
−σ
�0

)
M!

(M − Mc)!Mc !

⎧
⎨

⎩
1−e

−�t
�1

Mc−1∑

k=0

1
k!

(
�t
�1

)k
+

M−Mc∑

v=1
C2

⎡

⎣C3

(

1−e
−
(
1+ v

Mc

)
�t
�1

)

−
Mc−2∑

m=0
C4

⎛

⎝1 − e
−�t
�1

m∑

k=0

1
k!

(
�t
�1

)k
⎞

⎠

⎤

⎦

⎫
⎬

⎭

+ M!
(M − Mc)!Mc !

⎡

⎢
⎢
⎢
⎣
e

−σ
�0

⎛

⎝1 +
M−Mc∑

v=1
C2C3 −

M−Mc∑

v=1

Mc−2∑

m=0
C2C4

⎞

⎠

− 1
�0

Mc−1∑

k=0

k∑

l=0

1
k!

(
ψt

σψ1

)k
e
−
(

ψt
ψ1

+ σ
�0

)

k!
l!

(σ )l
(

ψt
σψ1

+ 1
�0

)k−l+1

⎛

⎝1 −
M−Mc∑

v=1

Mc−2∑

m=0
C2C4

⎞

⎠− 1
�0

M−Mc∑

v=1
C2C3

e
−
(

ψt
C3σψ1

+ σ
�0

)

ψt
C3σψ1

+ σ
�0

⎤

⎥
⎥
⎥
⎦

(22)

PoutD =
(

1 − e
−σ
�0

) M∑

v=0

(
M
v

)

(−1)v
e
−
⎛

⎝
−v
(
2Rs−1

)

�1

⎞

⎠

(�2)M
(
v2Rs
�1

+ 1
�2

)M +
M∑

v=0

(
M
v

)

(−1)v

⎛

⎜
⎜
⎜
⎜
⎜
⎜
⎝

1

(σ�2)M
(
v2Rs
σ�1

+ 1
σ�2

)M
e
−
⎛

⎝
v
(
2Rs−1

)

�1
+ σ

�0

⎞

⎠

(
v
(
2Rs−1

)

σ�1
+ 1

�0

)

⎞

⎟
⎟
⎟
⎟
⎟
⎟
⎠

(23)

PoutC = PoutD − Pout1 (�t) + Poutv (�t) +
v∑

w=2
PoutM

Poutv (�t) =
(

1 − e
−σ
�0

)
M!

(M − v)! v!

⎧
⎨

⎩
1 − e

−�t
�1

v−1∑

k=0

1
k!

(
�t
�1

)k
+

M−v∑

v=1
(−1)2v−1 (M − v)!

(M − v − v)! v!
×
[
1
2

[

1 − e
− 2�t

�1

]

−
v−2∑

m=0
(−1)m

⎛

⎝1 − e
−�t
�1

m∑

k=0

1
k!

(
�t
�1

)k
⎞

⎠

⎤

⎦

⎫
⎬

⎭
+ M!

(M − v)! v

⎡

⎣e
−σ
�0

⎛

⎝1 +
M−v∑

v=1

1
2
K1 −

M−v∑

v=1

v−2∑

m=0
K1(−1)m

⎞

⎠

− 1
�0

v−1∑

k=0

k∑

l=0

1
k!

(
ψt

σψ1

)k
e
−
(

ψt
ψ1

+ σ
�0

)

k!
l!

(σ )l
[

ψt
ψ1σ

+ 1
�0

]k−l+1

⎛

⎝1 −
M−v∑

v=1

v−2∑

m=0
K1(−1)m

⎞

⎠− 1
�0

M−v∑

v=1

1
2
K1

e
−
(
2ψt
ψ1

+ σ
�0

)

( 2ψt
σψ1

+ 1
�0

)

⎤

⎥
⎥
⎥
⎦

where K1 = (−1)2v−1
(
M − v

v

)

(24)

Remark 1 1. poutA is the secrecy outage probability cor-
responding to GSC scheme at legitimate receiver B and
MRC technique at eavesdropper ER with a primary user
and single antenna Alice in Rayleigh fading environment.

2. PoutD is the SOP corresponding to SC technique at B and
MRC scheme at ER.

3. ForMc = M, then poutA is SOP corresponding to MRC sc
heme at both B and ER with single antenna Alice and a PU.

4. Poutv(�t) is the SOP as a function of threshold SNR cor-
responding to GSC scheme at legitimate receiver B and
MRC technique at ER with a primary user. Similarly,
Pout1(�t) is the SOP as a function of threshold SNR
corresponding to SC technique at B andMRC scheme at ER.

The average number of active branches Nb with MS-
GSC is expressed as

Nb =
Mc∑

n=1
nPr [Nb = n]

Mc−1∑

n=1
pΥn(�t) (25)

where nPr [Nb = n] is the PMF (probability mass func-
tion) ofNb and given by

Pr[Nb = n] =
⎧
⎨

⎩

1 − PΥ1(�t) n = 1
PΥn−1(�t) − PΥn(�t) 2 ≤ n≤ Mc − 1
PΥMc−1(�t) n = Mc

(26)

3.1 Asymptotic secrecy outage probability
Here, asymptotic nature of SOP in high SNR regimeψ1 →
∞ is considered. By applying ([31], Eq. 1.211.1), the first-
order expansion of F∞

ψ1
is written as (27). Using (27) in

(7), asymptotic SOP is calculated in (28). Here, we assume
there are NE antennas at eavesdropper, i.e.,M = NE .
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F∞
ψ1|(X)(x1) =

⎧
⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎩

1
MC

M−MCMC !

(
x1
ψ1

)M
, 0 ≤ x1 ≤ ψt

...
(
x1
ψ1

)M − Pψ1 (ψt) + 1
MC

M−MCMC !(
x1
ψ1

)M +∑MC
i=2

∑M−i
j=0

(−1)jM!
(M−i−j)!(i−1)!(i−2)!(j!)ψ i

1
∫ (i−1)x1

i
(i−1)ψt

i

∫ y
i−1

ψt−y
[
y + (1 − i)x1

](i−2) dzdy+
∫ ψt

(i−1)ψt
i

∫ x1−y
ψt−y

[
y + (1 − i)x1

](i−2)

dzdy, �t ≤ x1 <
Mc

Mc−1�t
...
(
x1
ψ1

)M − Pψ1 (ψt) + 1
MC

M−MCMC !(
x1
ψ1

)M +∑l
i=2

∑M−i
j=0

(−1)jM!
(M−i−j)!(i−1)!(i−2)!(j!)ψ i

1
∫ (i−1)x1

i
(i−1)ψt

i

∫ y
i−1

ψt−y
[
y + (1 − i)x1

](i−2) dzdy+
∫ ψt

(i−1)ψt
i

∫ x1−y
ψt−y

[
y + (1 − i)x1

](i−2)

dzdy, v+1
v �t ≤ x1 < v

v−1�t
...
(
x1
ψ1

)M
, 2�t < x1

(27)

Pψ1(ψt) = ∑M
i=0
(M
i
)
e

−ψt
ψ1

PAsmptotic
out =

⎧
⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎩

PA, 0 ≤ x1 < �t ;
...
PB − Pout1 (�t) + PA + ∫∞

0
∫∞
0

1
�0

e
−y
�0 xNE−1e

−x
ψ2

ψ2
NE (NE−1)!

{∑MC
i=2

∑M−i
j=0

(−1)jM!
(M−i−j)!(i−1)!(i−2)!(j!)ψ i

1
∫ (i−1)x1

i
(i−1)ψt

i

∫ y
i−1

ψt−y
[
y + (1 − i)x1

](i−2) dzdy+
∫ ψt

(i−1)ψt
i

∫ x1−y
ψt−y

[
y + (1 − i)x1

](i−2) dzdy
}

dxdy, �t ≤ x1 <
Mc

Mc−1�t
...
PB − Pout1 (�t) + PA + ∫∞

0
∫∞
0

1
�0

e
−y
�0

xNE−1e
−x
ψ2

ψ2NE (NE − 1)!

{∑l
i=2

∑M−i
j=0

(−1)jM!
(M−i−j)!(i−1)!(i−2)!(j!)ψ i

1
∫ (i−1)x1

i
(i−1)ψt

i

∫ y
i−1

ψt−y
[
y + (1 − i)x1

](i−2) dzdy+
∫ ψt

(i−1)ψt
i

∫ x1−y
ψt−y

[
y + (1 − i)x1

](i−2)

dzdy
}
dxdy v+1

v �t ≤ x1 < v
v−1�t

...
PB, 2�t < x1

(28)

PA = 1
MCM−MCMC !

PB (29)

where

PB =

(

1 − e
−σ
�0

)

(ψ2)NE (NE − 1)

M∑

k=0

(
M
k

)(
2Rs − 1

ψ1

)k (
2Rs

ψ1

)M−k

∫ ∞
0

xNE−1+M−ke
−x
ψ2 dx +

M∑

k=0

(
M
k

)(
2Rs − 1
σψ1

)k (
2Rs

σψ1

)M−k

∫ ∞
0

xNE−1+M−ke
−xy
σψ2 dx

1
�0

∫ ∞
σ

e
−y
�0 dy

(30)

(28) can also be written as

PAsmptotic
out = (GAψ1)

−GD + O
(
ψ

−GD
1

)
(31)

For 0 ≤ x1 ≤ ψt , the secrecy diversity order is

GD = M, (32)

and the secrecy array gain is

GA =
[

1
(Mc)!MM−Mcc

(q+NE−1)!
(NE−1)!

M∑

q=0

(M
q
) (
2Rs − 1

)M−q

(
2Rs
)q

γ2q
(
1 − e−

σ
�0
)

+ 1
(Mc)!MM−Mcc

(q+NE−1)!
(NE−1)!

M∑

q=0

(M
q
) (
2Rs − 1

)M−q (2Rs
)q

(σγ2)
q e

−σ
�0

M−1∑

t=0

(M−q)
t!

(σ )t
(

1
�0

)M−q−t+1

]−1
M

(33)

For 2�t < x1, the secrecy diversity order is GD = M and
secrecy array gain is

GA1 =
⎡

⎣
(q + NE − 1)!

(NE − 1)!

M∑

q=0

(
M
q

)
(
2Rs − 1

)M−q (2Rs
)q

ψ2
q

(
1 − e−

σ
�0
)

+ (q + NE − 1)!
(NE − 1)!

M∑

q=0

(
M
q

)
(
2Rs − 1

)M−q (2Rs
)q

(σψ2)
q e

−σ
�0

M−1∑

t=0

(M − q)
t!

(ψ)t
(

1
�0

)M−q−t+1

⎤

⎥
⎦

−1
M

(34)

According to (31), (32), (33), and (34), we have the follow-
ing remarks to provide insight into the use of MS-GSC at
secondary receiver.

Remark 2 As indicated in (28), asymptotic SOP
approaches to zero as ψ1 → ∞. Furthermore, one also can
observe that all asymptotic curves tightly approximate the
exact curves in high ψ1 regime.
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Remark 3 The asymptotic result confirm that the
secrecy diversity order is independent of NE and ψ2, as
indicated in (32). Note the secrecy outage probability
increases with increasing NE and ψ2. This confirms that
the secrecy array gain in (33) and (34) is a decreasing
function of NE and ψ2.

Remark 4 The secrecy diversity order is independent of
choice of Mc i.e. the number of combined antennas in B. It
is dependent on the number of available receiver antennas
at the B.

4 Numerical result
Numerical results highlight the effect of number of diver-
sity branches, average SNR of ER, and σ on SOP. We
assume �0 = 1 throughout this analysis. Exact and
asymptotic curves are obtained from (15) and (28), respec-
tively. These curves are also verified using Monte-Carlo
simulations.
Figure 1 plots SOP of MS-GSC as given in (15) as a

function of output threshold Rs for different numbers of
diversity branches Mc. Here, we assume �1 = 30 dB,
�2 = 10 dB, �t = 7 dB, σ = 1, and M = 7. We also plot
SOP of 7/3-GSC for comparison. It is clear from the figure
that SOP decreases as the number of diversity branches
Mc increases, especially when the output threshold Rs is
less than �t . When Rs > �t , the MS-GSC combiner try to
increase the �com above �t and the SOP degrades. So, it
is confirmed that the output threshold Rs should be less
than or equal to the threshold SNR �t . For Mc = 3, SOP
of MS-GSC is same as conventional GSC if Rs > �t .
Figure 2 plots SOP versus average SNR of the main

channel �1 for different numbers of MS-GSC branches.
As we see, SOP decreases as the number of MS-GSC
branchesMc increases.
Figure 3 plots the exact and asymptotic SOP obtained

from (15) and (28) versus the average SNR of main chan-
nel �1 for different numbers of MS-GSC branches with
variation in average SNR of ER’s channel. From the figure,
it is clear that asymptotic curves correlate with the exact
result at high SNR regime. According to (32), the secrecy
diversity order is independent ofNE and only dependent
onM. As �2 increases, secrecy performance degrades.
Figure 4 plots SOP for different values of σ . We see that

SOP decreases with increasing σ . This is because of peak

interference power constraint σ = �p
�0

= PI
Pav

, which leads
to increase in average transmit power ofAlice given by (8).
Figure 5 plots active MRC branches versus threshold

SNR �t . We can see that active MRC branches increases
as threshold SNR ψt increases because it is very hard to
increase the SNR of the combined�com above �t . MS-
GSC requires less active MRC branches as compared to
GSC that result in less processing power. The percentage

Fig. 1 Secrecy outage probability versus output threshold Rs . Secrecy
outage probability versus Rs for different numbers of selected
antennasMc withψ1 = 30 dB,�2 = 10 dB,�t = 7 dB, σ = 0.5, andM = 7.
Solid line represents the exact result and block dots represent the
simulation result

of power saving for different number of antenna is shown
in Table 1.

5 Conclusions
We proposedMS-GSC/MRC protocol for underlay cogni-
tive radio network. We consider SOP as a main parameter
to analyze secrecy of proposed system.We derived closed-
form expression for exact and asymptotic SOP. From

Fig. 2 Secrecy outage probability versus ψ1. Secrecy outage
probability versus SNR of the main channel ψ1 for different numbers
of selected antennasMc with Rs = 1,�2 =10 dB, �t =10 dB, σ = 1, and
M = 7
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Fig. 3 Exact and asymptotic secrecy outage probability versus ψ1 for
different value of ψ2. Exact and asymptotic secrecy outage probability
versus ψ1 for different value of ψ2 with Rs = 1,�2 =10 dB, �t =10 dB,
σ = 1, andM = 7. Dotted lines represent the asymptotic results

numerical results, it has been concluded that MS-GSC
saves more processing power in comparison to conven-
tional GSC, and the number of selected antennas Mc and
σ has positive impact on SOP.

Appendix
Based on (9), Y ≤ �p

�0
,�M = �0XM,�E = �0XE and

when Y >
�p
�0

,�M = �p
Y XM,�E = �p

Y XE . Hence, SOP for
proposed system can be calculated as

Fig. 4 Variation in secrecy outage probability with σ . Secrecy outage
probability versus ψ1 for different values of σ with�t = 5 dB, �2 =
10 dB, Rs =1,Mc = 6, and M = 7

Fig. 5 Average number of active MRC branches. Active MRC branches
versus output SNR for different numbers of antennasM withMc = 2
and �1 = 10 dB

Pout =
∫ σ

0

∫ ∞

0
Fψ1(X1=x1)(x1)fψ2(X=x)(x)fY (y)dxdy

︸ ︷︷ ︸
J1

∫ ∞

σ

∫ ∞

0
Fψ1(X1=x1)(x1)fψ2(X=x)(x)fY (y)dxdy

︸ ︷︷ ︸
J2

(35)

J1 =
∫ σ

0

∫ ∞

0
Fψ1(X1=x1)(x1)fψ2(X=x)(x)fY (y)dxdy (36)

for X1 ≤ ψp
ψ0

, substituting Eqs. (10), (12), and (14) in

Eq. (36), J1 can be calculated as

J1 =

⎧
⎪⎪⎪⎪⎪⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎪⎪⎪⎪⎪⎩

PoutA1 0 ≤ x1 < �t ;
PoutB1 �t ≤ x1 < Mc

Mc−1�t
...
PoutC1

v+1
v �t ≤ x1 < v

v−1�t
...
PoutD1 2�t < x1

(37)

Table 1 Power saving by MS-GSC

Case Number of antenna Mc Active MRC branches Power saving (%)

1 3 2 1.750 12.5

2 4 2 1.800 10

3 5 2 1.833 8.35

4 6 2 1.857 7.15

5 7 2 1.875 6.25
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PoutA1 = M!
MC ! (M − MC)!

⎧
⎨

⎩

(
1 − e

σ
�0
)
⎛

⎝1 −
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k∑
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μ1e

( −(2Rs−1)
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+
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(
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⎠

⎫
⎬

⎭

(38)

PoutB1 = PoutD1 − Pout1A(�t) + PoutMc1
(�t) +

Mc∑

w=2
PoutM1

(39)

PoutM = I1 (40)

PoutD1 =
(
1 − e
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�0
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(
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)

(−1)v
e
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(
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Pout1A(�t) =
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(−1)ve
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(
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⎫
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PoutC1 = PoutD − Pout1A(�t) + Poutv1(�t) +
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PoutM1
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⎠
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w�1

)n
− e

−�t
�1

w−2−k+l∑

n=0

1
n!

(−j�t
�1

)n
⎞

⎠

r4 =
M−w∑

j=0

(−1)jM!
(M − w − j)! (w − 1)! j!�1w

w−2∑

k=0

(1 − w)k

(w − 2 − k)!

k∑

m=0

(w − 2 − k + m)!
m! (w − 1)m

(
j + 1
�1

)m−k−1 (
(w − 1)�1

w + j

)w−1−k+m

r10 = e
−(w+j)�t

w�1

w−2−k+m∑

n=0

1
n!

(
(w + j)�t

w�1

)n
, r25 = 1

n!

(−j�t
�1

)n

(46)
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I1 given in (20) can be calculated using ([22], Eq. (30)).

J2 =
∫ ∞

ψp
γ0

∫ ∞

0
Fγ1(X1=x1)(x1)fγ2(X=x)(x)fY (y)dxdy (47)

for X1 >
γp
γ0

By Eqs. (10), (12), and (14) in Eq. (36) and using
∫∞
ρ

xme−μxdx = e−ρμ
∑m

p=0
m!
p!

ρk

μm−p+1 , J2 can be
given as

J2 =

⎧
⎪⎪⎪⎪⎪⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎪⎪⎪⎪⎪⎩

PoutA2 0 ≤ x1 < �t ;
PoutB2 �t ≤ x1 < Mc

Mc−1�t
...
PoutC2

v+1
v �t ≤ x1 < v

v−1�t
...
PoutD2 2�t < x1

(48)

poutA2 = M!
MC ! (M − MC)!

⎧
⎨

⎩
e

−σ
�0 −

Mc−1∑

k=0

k∑

n=0

k−n∑

p=0
Q1Q2

e−σ
(
2Rs−1
σ�1

+ 1
�0

)

+
M−Mc∑

v=1
C2C3e

−
(

σ
�0

)

−
M−Mc∑

v=1
C2C3β2

e−σ
((

1+ M
Mc

)(
2Rs−1
σψ1

)
+ 1

�0

)

−
M−Mc∑

v=1

Mc−2∑

m=0
C2C4e

−
(

σ
�0

)

+
M−Mc∑

v=1

Mc−2∑

m=0

m∑

k=0

k∑

n=0

k−n∑

p=0
C2C4Q1Q2e

−σ
(
2Rs−1
σ�1

+ 1
�0

)
⎫
⎬

⎭

PoutB2 = PoutD2 − Pout2A(�t) + PoutMc2
(�t) +

Mc∑

w=2
PoutM

(49)

PoutD2 =
M∑

v=0

(
M
v

)

(−1)v

×

⎛

⎜
⎜
⎜
⎝

1

(σ�2)M
(

v2Rs
σ�1

+ 1
σ�2

)M
e
−
(

v(2Rs−1)
�1

+ σ
�0

)

(
v(2Rs−1)

σ�1
+ 1

�0

)

⎞

⎟
⎟
⎟
⎠

(50)

Pout2A(�t) =
M∑

v=0

(
M
v

)

(−1)v
e−σ

(
vψt
ψ1

+ σ
�0

)

(
vψt
σψ1

+ 1
�0

) (51)

PoutMc2
(�t) = M!

(M − Mc)!Mc!

[

e
−σ
�0

(

1 +
M−Mc∑

v=1
C2C3

−
M−Mc∑

v=1

Mc−2∑

m=0
C2C4

)

− 1
�0

Mc−1∑

k=0

k∑

l=0

1
k!

(
ψt

σψ1

)k

e−
(

ψt
ψ1

+ σ
�0

)
k!
l!

(σ )l
(

ψt
σψ1

+ 1
�0

)

k−l+1(

1−
M−Mc∑

v=1

Mc−2∑

m=0
C2C4

)

− 1
�0

M−Mc∑

v=1
C2C3

e−
(

ψt
C3σψ1

+ σ
�0

)

ψt
C3σψ1

+ σ
�0

⎤

⎦

(52)

PoutC2 = PoutD2 − Pout1(�t) + Poutv2(�t) +
v∑

w=2
PoutM1

(53)

Poutv2(�t) = M!
(M − v)! v

[

e
−σ
�0

(

1 +
M−v∑

v=1

1
2
K1 −

M−v∑

v=1

v−2∑

m=0
K1(−1)m

)

− 1
�0

v−1∑

k=0

k∑

l=0

1
k!

(
ψt

σψ1

)k
e−
(

ψt
ψ1

+ σ
�0

)
k!
l!

(σ )l
[

ψt
ψ1σ

+ 1
�0

]k−l+1

(

1 −
M−v∑

v=1

v−2∑

m=0
K1(−1)m

)

− 1
�0

M−v∑

v=1

1
2
K1

e−
(
2ψt
ψ1

+ σ
�0

)

(
2ψt
σψ1

+ 1
�0

)

⎤

⎦

(54)

PoutM2 = I2 (55)
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I2 =
⎛

⎜
⎝

⎡

⎢
⎣r′1r′5

w−1−k+m∑

c=0

(w − 1 − k + m)!
c!

(σ )ce
(
−σ

�t
σ�1

+ 1
�0

)

(
�t

σ�1
+ 1

�0

)w−k+m−c − r′1
(M − 1)! (σ�1)M

m−v∑

a=0

(
2Rs − 1

)m−v−a(2Rs
)a (a + M − 1)!
(

2Rs
σ�1

+ 1
σγ2

)a+M

(
m − v
a

)

e
−σ

(
(2Rs−1)

σ�1
+ 1

�0

)
w−1−k+m+a∑

d=0

(w − 1 − k + m + a)!
d!

(σ )d
(
2Rs−1
σ�1

+ 1
�0

)w−k+m+a + r′1
(M − 1)! (σ�1)M

m−v∑

a=0

(
m − v
a

)

(
2Rs − 1

)m−v−a(2Rs
)a

w−1−k+l∑

b=0

(
w − 1 − k + l

a

)(
(w − 1)

(
2Rs − 1

)

s�t

)(w−1−k+v−b) (
(v − 1)

(
2Rs
)

wγt

)b
(a + b + M − 1)!
(

2Rs
σ�1

+ 1
σ�2

)a+b+M

e
−σ

(
(2Rs−1)

σ�1
+ 1

�0

)
w−1−k+m−a−b∑

e=0

(w − 1 − k + m − a − b)!
e!

(σ )e
(
2Rs−1
σ�1

+ 1
�0

)w−k+m−a−b−e

⎤

⎥
⎦

+
⎡

⎣r′2�t
m−v

w−2−k+v∑

n=0

1
n!

(−(w − 1)j�t
σ�1�t

)n
e−σ

(
(w+j)�t
wσ�t + 1

�0

) n+m−v∑

f=0

(n + m − v)!
f !

(σ )f
(

(w+j)�t
wσ�t

+ 1
�0

) − r′2�t
m−v

w−2−k+l∑

n=0

1
n!

(−j�t
σ�1

)n n+m−v∑

g=0

(n + m − v)!
g!

(σ )g
(

�t
σ�1

+
(

1
�0

))n+m−v−g+1

−r′2
m−v∑

a=0

w−2−k+v∑

n=0

n∑

b=0

(
m − v
a

)
(
2Rs − 1

)m−v−a (2Rs
)a
(
n
b

)
1
n!

(
−j(w − 1)

(
2Rs − 1

)

wσ�1

)n−b (−j(w − 1)
(
2Rs
)

wσ�1

)b

(a + b + M − 1)!
(M − 1)! (σ�2)M

1
(

(w+j)2Rs
σ�1

+ 1
σ�2

)a+b+M e
−σ

(
(w+j)(2Rs−1)

w�t + 1
�0

)
n−a−b∑

h=0

(n − a − b)!
h!

(σ )h

(
(w+j)(2Rs−1)

w�t
+ 1

�0

)n−a−b+h+1 +
m−v∑

a=0

w−2−k+v∑

n=0
r′2
(
m − v
a

)
(
2Rs − 1

)m−v−a (2Rs
)ar′25

(a + M − 1)!
(M − 1)! (�2σ)M

1
(

(j+1)(2Rs)
σ�1

+ 1
σ�2

)a+M e
−σ

(
(j+1)(2Rs−1)

σ�1
+ j�t

σ�1
+ 1

�0

)
m−v+n−a∑

q=0

(m − v + n − a)!
q!

(σ )p
(

(j+1)(2Rs−1)
σ�1

+ j�t
σ�1

+ 1
�0

)m−v+n−a−q+1

⎤

⎥
⎦+

⎡

⎣
r′4

(M − 1)! (σ�2)M

w−2−k+m∑

n=0

1
n!

(
(w + j)�t
wσ�1

)n
e−σ

(
(w+j)�t
wσ�1

+ 1
�0

)

n∑

r=0

n!
r!

(σ )r
(

(w+j)�t
wσ�1

+ 1
�0

)n−r+1 − r′4
(M − 1)! (σ�2)M

w−2−k+m∑

n=0

n∑

b=0

1
n!

(
(w + j)
wσ�1

)n (n
b

)

(
2Rs − 1

)n−b(2Rs
)b (b + M − 1)!
(

(w+j)2Rs
wσ�1

+ 1
σ�2

)b+M e
−σ

(
(w+j)(2Rs−1)

wσ�1
+ (w+j)2Rs

wσ�1
+ 1

�0

)
n−b−M∑

s=0

(n − b − M)!
s!

(σ )s

(
(w+j)(2Rs−1)

iσ�1
+ (w+j)2Rs

wσ�1
+ 1

�0

)n−b−v−s+1

⎤

⎥
⎦

⎞

⎟
⎠

r′1 = M!
(M − w)! (w − 1)!

w−2∑

k=0

(1 − w)k

(w − 2 − k)!

k∑

m=0

1
(�1σ)w−1−k+m

m∑

v=0

(−1)v

(m − v)! v!
�w−1−k+v

t
(w − 1 − k + l)

, r′5 = �m−v
t

(

1 −
(
v − 1
w

)w−1−k+v
)

r′2 =
M−w∑

j=1

(−1)jM!
(M − w − j)! (w − 1)! j! (σ�w

1 )

w−2∑

k=0

(1 − w)k

(w − 2 − k)!

k∑

m=0

(
j + 1
σ�1

)m−k−1 m∑

v=0

(−1)l(w − 2 − k + v)!
(m − v)! v!

(−�t
j

)w−1−k+v

r′4 =
M−w∑

j=0

(−1)jM!
(M − w − j)! (w − 1)! j! (σ�1)w

w−2∑

k=0

(1 − w)k

(w − 2 − k)!

k∑

m=0

(w − 2 − k + m)!
m! (w − 1)m

(
j + 1
σ�1

)m−k−1 (
(w − 1)σ�1

w + j

)w−1−k+m
, r′25 = 1

n!

(−j�t
σ�1

)n

(56)
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