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Abstract

The development of information technology and the abundance of problems related to vehicular traffic have led
to extensive studies on vehicular ad hoc networks (VANETs) to meet various aspects of vehicles, including safety,
efficiency, management, and entertainment. In addition to the security applications provided by VANETs, vehicles
can take advantage of other services and users who have subscribed to multiple services can migrate between
different wireless network areas. Traditionally, roadside units (RSUs) have been used by vehicles to enjoy cross-
domain services. This results in significant delays and large loads on the RSUs. To solve these problems, this paper
introduces a scheme to share data among different domains. First, a few vehicles called edge computing vehicles
(ECVs) are selected to act as edge computing nodes in accordance with the concept of edge computing. Next,
the data to be shared are forwarded by the ECVs to the vehicle that has requested the service. This method results

in low latency and load on the RSUs. Meanwhile, ciphertext-policy attribute-based encryption and elliptic curve
cryptography are used to ensure the confidentiality of the information.
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1 Introduction
Vehicular ad hoc networks (VANETSs) is an application of
the mobile ad hoc network in the transportation field and
is a multi-hop mobile wireless communication network
that was first mentioned in 2001 [1]. The core idea of
VANETs is that vehicles are automatically connected to
the mobile network within a specific communication
range and these connected vehicles are able to exchange
information, such as speed, location, and data sensed by
on-board sensors. VANETs communication modes in-
clude inter-vehicle communication (V2V, vehicle-to-
vehicle) and communication with public infrastructure
(V2I, vehicle-to-infrastructure) that realize real-time infor-
mation exchange and serve people’s transportation [2].
VANETs typically consist of three parts, namely, a
trusted authority (TA), a roadside unit (RSU), and an
on-board unit (OBU). The TA, which is a trusted man-
agement center with high computing capacity and stor-
age, is responsible for registering and issuing secret key
materials. The RSU, located on both sides of the roads,
interacts with vehicles through wireless channels and
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serves as a bridge between the vehicles and the TA.
OBU, which is a computing device equipped in a vehicle,
is in charge of V2V and V2I communications, dealing
with the release and reception of traffic messages and
improving the user’s driving experience [3].

Through RSUs, VANETSs can provide convenient ser-
vices such as notifying the nearest restaurant and gasoline
stations and acting as a gateway by connecting with the
Internet and mobile communication network to provide
electronic toll collection service and in-vehicle entertain-
ment services, such as downloading movies. Users can ef-
fectively monitor the driving condition of vehicles with
respect to different functional requirements and provide
comprehensive services that can greatly facilitate passen-
gers’ travels and enrich their travel journeys.

Development of information technology has given rise
to the demand for information gathering and informa-
tion sharing among different networks. Data collected
within one domain may not satisfy users because the re-
quired data may be present in another management do-
main. For example, a Twitter user may want to share
data with another user who has an account on Instagram
but not on Twitter. Therefore, a secure way to share
data between different domains is needed. The main

© The Author(s). 2019 Open Access This article is distributed under the terms of the Creative Commons Attribution 4.0
International License (http://creativecommons.org/licenses/by/4.0/), which permits unrestricted use, distribution, and
reproduction in any medium, provided you give appropriate credit to the original author(s) and the source, provide a link to

the Creative Commons license, and indicate if changes were made.


http://crossmark.crossref.org/dialog/?doi=10.1186/s13638-019-1494-1&domain=pdf
http://orcid.org/0000-0001-7258-3418
http://creativecommons.org/licenses/by/4.0/
mailto:cuijie@mail.ustc.edu.cn

Pan et al. EURASIP Journal on Wireless Communications and Networking

problems encountered during cross-domain sharing are
data security and authentication among different domains
[4]. The dynamic movement of vehicle nodes in VANETSs
has given rise to the authentication problem during cross-
domain access. The traditional method for vehicles to
enjoy cross-domain services relies on RSUs and causes
significant delays and large loads on the RSUs.

We have introduced the concept of edge computing to
overcome the cross-domain sharing problem. Edge com-
puting is a technology that allows computing to be per-
formed at the edge of a network so that computing
occurs near data sources [5]. Traditionally, transmission,
storage, and computing have been designed separately
for the convenience of management; however, these sep-
arate resources cannot satisfy the latency and quality re-
quirements of the service. By contrast, edge computing
allows deep integration of transmission, storage, and
computing. For example, because edge computing allo-
cates a large amount of computing power near a mobile
device, such as a vehicle, the majority of the data are
processed and stored at the edge, thereby decreasing the
delay in providing information and computing resources
to the user. In addition, at present, the shared pools for
configuring various resources (e.g., computing networks,
servers, storage, applications and services) are centrally
located to facilitate management, coherence, and econ-
omy. However, a fully centralized approach impedes
large-scale connections, large-scale transmissions, and
latency. Therefore, edge computing is used to realize the
decentralization of shared resources that are distributed
along the continuum from the cloud to things.
Centralization improves efficiency and flexibility, while
decentralization decreases latency and improves capacity
and scalability [6, 7].

The resources of computing, communication, storage,
and control are distributed among all the nodes. The
structure of nodes along with their capabilities of stor-
age, computing, and networking are different. It is im-
perative that the various communication modes as well
as the nodes cooperate with each other to optimize the
use of resources and improve the performance of data
sharing. Furthermore, a few edge computing nodes are
needed to function as data sources. An edge computing
node can be perceived as the administrator of one do-
main and is responsible for sending and processing data
[5]. Edge computing nodes can reduce delays by pro-
cessing and analyzing simple data generated by edge de-
vices, passing on only the necessary results and complex
data to the remote cloud. By aggregating information
from edge computing nodes, a cloud service provider
(CSP) can obtain real-time traffic and data requests and,
subsequently, schedule data caching and coordinate re-
sources among different domains. In our research, we
select several vehicles to act as edge computing nodes.
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The points to be considered when selecting an edge
computing node are as follows: (1) availability of ad-
equate computing resources, (2) high social centrality
implying a greater possibility to contact other nodes and
a high data sharing efficiency, and (3) availability and se-
lection of vehicles that offer a wider coverage of routes
to share data among a large number of nodes. All OBUs
communicate with edge computing nodes and provide
information that includes the list of their current neigh-
bors, the channel capacity of each neighbor’s link, and
the identifiers of the cached and un-cached data items.
Subsequently, edge computing nodes inform the pub-
lished scheduling decisions to all the relevant OBUs.
Next, each node obtains the shared data that they re-
quested from their neighbors based on the scheduling
decisions [3, 6].

In this paper, we propose a secure scheme based on
edge computing for data sharing among different do-
mains. As shown in Fig. 1, in accordance with the con-
cept of edge computing, we select some vehicles, called
edge computing vehicles (ECVs), to act as edge comput-
ing nodes. ECVs integrate the information obtained from
the OBUs and the RSUs and schedule the data conform-
ing to the requests made by vehicles. Each ECV manages
the domain it resides in. Requests and responses for data
sharing between two domains are transmitted through
the CSP and their respective ECVs. This shared data is
encrypted by elliptic curve cryptography (ECC). The
message that needs to be shared among users in two do-
mains uses the resource pool as its carrier for access and
storage and is encrypted by ciphertext-policy attribute-
based encryption (CP-ABE) to ensure confidentiality.
Different from the traditional public key encryption, the
attribute-based encryption (ABE) algorithm embeds the
attribute set and policy into the ciphertext and user’s
private key so that the decryption process is actually
matching the set of attributes with the strategy. If the
matching is successful, the algorithm will complete the
decryption operation and the user will recover the plain-
text data. CP-ABE, with policy being embedded in ci-
phertext, which means that the data owner can
determine those who have access to the ciphertext by
setting policies, makes an encryption access control for
the data that can refine the granularity to the attribute
level. Therefore, from the perspective of encryption cal-
culation overhead and storage overhead, CP-ABE has an
advantage in performance compared to the traditional
public key encryption algorithm in the data encryption
sharing scenario. Throughout this process, we use sys-
tem parameters that are set by TA and stored in a
tamper-proof device (TPD) to perform pseudo-identity-
based message signing and authentication that guaran-
tees the anonymity of the message owner and security of
the message transmission.
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Fig. 1 System model
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Our solution enables efficient and dynamic data sharing
between vehicles in different domains, which will greatly
facilitate vehicle users in practical applications. For ex-
ample, there is a moving vehicle with a lower oil level that
needs to know the location of nearby gas stations, then by
using our scheme, it can quickly obtain real-time informa-
tion through the interaction of ECVs. As far as we know,
there is no research on combining ECC with edge com-
puting for cross-domain data sharing, so we explored and
proved its feasibility and significance.

The main contributions of this paper can be summa-
rized as follows:

(1) We propose a scheme that uses edge computing to
achieve cross-domain sharing, which can improve
the efficiency of vehicles to obtain the data they need
for service and greatly reduce the load on RSUs.

(2) We apply a method that combines ECC, CP-ABE,
and a message signature authentication mechanism
and provide a security analysis that proves the secur-
ity of our scheme.

The rest of this paper is organized as follows: Section
2 briefly mentions the related work. In Section 3, we
introduce the fundamental background of ECC and CP-
ABE. Thereafter, our proposed scheme is described in
Section 4. Proof and analysis are provided in Section 5.
Finally, we conclude our work and discuss future re-
search directions in Section 6.

As for the experiment in our paper, we conduct an ex-
periment to evaluate the performance of the proposed
solution. Our experiments are tested on Ubuntu 14.04
platform with two cryptography libraries including MIR-
ACL [8] and Crypto++ [9]. By measuring the computa-
tion time of some basic cryptography operations, we
learn about the computation performance of our pro-
posed scheme and compare it with other related
schemes. The experimental results show that compared
with the other two existing data sharing schemes, our
scheme can reduce the computation overhead in the
process of transmitting messages which means that our
proposed scheme can suit the real VANETs scenario bet-
ter. Besides, the cryptography and correctness analysis
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are used to guarantee that our proposed can resist com-
mon attacks of VANETS.

2 Related work

2.1 Privacy protection of VANETs

In 2006, Zeng [10] proposed a pseudonym public key in-
frastructure (PKI) solution based on public key infra-
structure, in which vehicles can generate pseudonyms
themselves so as to reduce the overhead of communica-
tion with the certification authority (CA). In 2007, Lin et
al. [11] presented a privacy protection protocol based on
the combination of a group signature and an identity-
based signature (IBS). Anonymity and traceability can be
guaranteed by using a short group signature to sign mes-
sages, while bandwidth can be saved by using the
identity-based signature scheme. However, the group
signature schemes have such problems as maintenance
of the revocation list. In 2008, Zhang et al. [12] intro-
duced an efficient batch signature verification scheme,
intending to solve the problem that it is difficult for
RSUs to simultaneously verify multiple received signa-
tures in V2I communication mode. The scheme can
greatly reduce the overall time and transmission over-
head, but it is vulnerable to replays and non-repudiation
attacks. In 2015, Horng et al. [13] proposed a scheme
based on the certificateless signature, which solved the
complex certificate management problem of the trad-
itional PKI-based schemes and the key escrow problem
in IBS. Conditional privacy protection will be achieved
by mapping the message broadcast by vehicles to differ-
ent pseudo-identities. And authorities can retrieve real
identity from any controversial pseudo-identity. How-
ever, this scheme only considers V2I communication
and lacks support for malicious vehicles revocation. In
2016, Vijayakumar et al. [14] proposed a dual authenti-
cation scheme and a dual group key management
scheme, which have high computational efficiency and
can safely distribute group keys to vehicle groups. How-
ever, it is vulnerable to replay attacks when reusing pre-
viously acquired messages. In 2017, Azees et al. [15]
presented an efficient anonymous authentication scheme
which has an efficient tracking method to avoid mali-
cious vehicles entering VENETs. But the scheme leaves
out of considering non-framework, which can guarantee
that members’ signatures are not forged by others. A
new efficient certificateless short signature (CLSS)
scheme is designed by Tsai [16] using bilinear pairing,
which takes a group element as the signature length and
takes on the lower computational cost of signature gen-
eration and signature verification. After a formal security
analysis, the solution proposed proved to be safe for
both super I and super II opponents. In 2018, Pournaghi
et al. [17] proposed a scheme based on a combination of
RSUs and TPD. Storing the system key and main
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parameters in the TPD of RSUs ensures that the entire
network will not be affected too much when a single
OBU hazard or attack occurs. Asaar et al. [18] found
that the authentication scheme proposed by Liu et al.
[19] using proxy vehicles to reduce the computational
overhead of RSUs does not guarantee the authenticity of
the message, nor can it resist the modification of the at-
tack and the invalid signature of the batch. So, they de-
signed a new identity-based message authentication
scheme using proxy vehicles and demonstrated the se-
curity of the scheme on the elliptic curve discrete loga-
rithm problem. Islam et al. [20] introduced a password-
based conditional privacy protection authentication and
group key generation (PW-CPPA-GKA) protocol for
VANETSs, which can provide some functions like group-
key generation, user departing, user joining, and pass-
word modification. Because PW-CPPA-GKA is bilinear-
pairing-free, it is lightweight in terms of computation
and communication. Cui et al. [21] proposed an authen-
tication scheme using the Cuckoo filter. In their scheme,
the ideal TPD is no more necessary and the computa-
tion overhead is very low.

In recent years, researchers have made great progress
in the privacy protection of vehicle network [22-24].

2.2 Data downloading or sharing

In 2007, Sago et al. [25] grouped vehicles according to
locations and estimated future routes. Then, they made
predictions about the data items that might be transmit-
ted between different groups in the near future in order
to improve the availability of data shared between vehi-
cles. In 2010, Zhang et al. [26] intended to improve the
performance of content sharing in VANETs and pro-
posed Roadcast, a popularity-based P2P sharing scheme.
On the one hand, Roadcast relaxes the query require-
ments of users and makes it faster for users to query the
content they want. On the other hand, Roadcast returns
the most popular content related to queries under the
influence of two components (popularity aware content
retrieval and popularity aware data replacement) and in-
creases opportunities for spread and share of popular
data. Therefore, the overall query delay is reduced. How-
ever, data transmitted between any two parties may get
compromised, and several attack method has been pro-
posed such as [27]. Hence, data privacy and security
issue should be paid attention to. Some efficient schemes
that focus on solving these issues have been proposed
such as [28-30]. In 2013, Hao et al. [31] proposed a se-
cure co-downloading framework for paid services of
VANETs. Data downloading takes place when the vehi-
cles enter the range of RSUs and data sharing takes
place after the vehicles leaving it. The application layer
data sharing protocol they proposed coordinates the ve-
hicles based on location to transfer the data to be
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shared. This cooperative sharing can effectively avoid
conflicts in the media access control (MAC) layer and
hidden terminal problems in multi-hop transmission
and can ensure that each vehicle near the RSUs can re-
ceive the requested data. In 2014, Wu et al. [32] used
evolutionary games (EG) to implement multimedia ser-
vices and data sharing among VANETs vehicles. This
scheme presents a repeated game “More Pay for More
Work (RGMPMW)” incentive mechanism based on ser-
vice evaluation information. In 2017, Lai et al. [33] pro-
posed an effective cloud-assisted scheme for data
storage and query in VANETSs. The cloud calculates the
transfer strategy of the data query result by solving the
linear programming problem. This scheme integrates
the cloud, in-vehicle network, and 4G technology, and
processes and transfers queries to corresponding com-
munication channels based on the cost and time of the
query, which greatly improves efficiency.

2.3 Edge computing

Cloud computing service which mainly contains SaaS
(software as a service), LaaS (infrastructure as a service),
PaaS (platform as a service) [34] is very popular in re-
cent years because it can decrease the terminal running
costs. However, cloud computing cannot process data
timely. Given the recent proliferation in the number of
smart devices connected to the Internet, the era of Inter-
net of Things (IoT) is challenged with massive amounts
of data generation. Edge computing or fog computing is
gaining popularity and is being increasingly deployed in
various latency-sensitive application domains including
industrial IoT [35].

In 2016, Shi et al. [36, 37] described the application
prospects of edge computing, pointing out that edge
computing will play an important role in solving delays,
limited battery life, bandwidth cost, data security, and
privacy issues. In 2017, Mao et al. [38] conducted a com-
prehensive survey of MEC from the perspective of com-
munication, discussed some challenges and directions of
the research, including MEC system deployment, mobil-
ity management, and privacy awareness, and introduced
some typical application scenarios of edge computing.
Ren et al. [39] studied the application of edge computing
in the field of Internet of Things. They implemented an
extensible Internet of Things platform based on trans-
parent computing using edge computing, which proves
that edge computing can enhance the scalability of light-
weight Internet of Things devices. In 2018, Roman et al.
[40] introduced several of the most important edge ex-
amples, which indicated the challenges and potential
synergies of mobile edge computing (MEC). Yuan et al.
[41] studied how to meet the need of real-time access
services in the autonomous driving process using MEC
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technology and proposed a two-level edge computing
architecture to coordinate vehicular content sharing by
making full use of base stations on wireless edge. The
simulation results show that the proposed solution can
significantly reduce the backhaul and wireless bottleneck
of the cellular network.

Fan et al. [5] first linked edge computing to cross-
domain access. The proposed edge computing model ef-
fectively solves the authentication problem between dif-
ferent domains through edge computing nodes and
cloud links. Meanwhile, the RSA algorithm and CP-ABE
guarantee scheme security to achieve cross-domain shar-
ing. Luo et al. [6] studied the distribution problem of ve-
hicular content in 5G-VANETs. In order to allocate large
amounts of data, a two-layer hierarchical structure based
on edge computing was designed. The upper layer coor-
dinates base station resources and handles unbalanced
traffic, while the macro base station (MBS) of the lower
layer supports cooperation among different communica-
tions and coordinates content requests among vehicles.
After data prefetching into RSUs and vehicles, the RSUs
and the vehicles act as data sources to provide content
download services for the neighboring vehicles, and the
data is scheduled by the MBS and propagated between
RSUs and the vehicles.

3 Background
3.1 Elliptic curve cryptography
ECC is an algorithm based on elliptic curve mathematics
for public key cryptography, which is first proposed by
Miller [42] and Koblitz [43]. Under the same security con-
ditions, ECC has a key with a shorter length compared to
other public key cryptographic algorithms. An elliptic
curve is a collection of points that satisfy a particular
equation, while a definite elliptic curve cryptosystem can
be determined by a maximum prime number, an elliptic
curve equation, and a common point on the curve.

For an elliptic curve equation E, there are an infinity
point O and an operator + called addition in the math-
ematical principle. It has the following properties:

(1) Unit element: P+ O=0+P=P, forall P € E.

(2) Reversibility: P+ (-P) = O, for all P € E.

(3) Associative law: (P+ Q)+ R=P+ (Q + R), for all P,
QREELE

(4) Commutative law: P+ Q=Q+ P, forall P, Q € E.

(5) Specific calculation: Given two points P; and P, on
E, there must be a third point P; = P; + P, on E, and
it can be determined by the connection between
P; and P,.

(6) Multiplication: Ellipse scale multiplication is an
extension of elliptical addition. Given the point
PonE, then kP=P+ P+ ... + P(k times).
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In ECC, given the elliptic curve E, the base point G,
and the point xG, then we take xG as the public key and
take x as the private key. According to the natures of the
elliptic curve, we can know that it is very simple to ob-
tain the public key when the private key is known, but it
is quite hard to find the private key when the public key
is known. This is the elliptic curve discrete logarithm
problem (ECDLP), whose difficulty guarantees the secur-
ity of the elliptic curve cryptography.

3.2 Ciphertext-policy attribute-based encryption

In 2017, Bethencourt et al. [44] proposed the CP-ABE
scheme. In CP-ABE, the ciphertext corresponds to the
access structure while the key corresponds to the set of
attributes. The encryption part encrypts data using pub-
lic parameters and the user decrypts the ciphertext using
the attribute-based private key. Since the policy is em-
bedded in the ciphertext, the data owner can define ac-
cess control policy to determine users who can access
the ciphertext. The process of CP-ABE is as follows:

(1) Setup: The setup algorithm outputs the public
parameter PK and a master key MK.

(2) Encryption: The encryption algorithm inputs a
message m and an access structure A and PK, then
outputs the ciphertext C.

(3) Generate key: The algorithm inputs a set of attributes
S, MK, and PK, and outputs a decryption key D.

(4) Decryption: The decryption algorithm inputs the
key D, the public parameter PK, and the ciphertext
C encrypted based on the access structure A. If the
number of attributes that can satisfy A in all the
attributes corresponding to the user D reaches a
certain threshold, then the user can decrypt and
gain the message m.

4 Our scheme

4.1 System model

As shown in Fig. 1, our model consists of five types of
entities: a trusted authority (TA), a roadside unit (RSU),
a cloud service provider (CSP), edge computing vehicle
(ECV), and ordinary vehicle user (OVU).

(1) TA: As a trusted management center with high
computing capacity and storage, TA generates and
publishes common system parameters about the
secret key to all vehicles.

(2) RSU: Besides serving as a bridge between the
vehicles and the TA, RSUs also provide the
information obtained from vehicles to the ECV and
participate in the transferring of data under the
control of ECV.

(3) CSP: It links all ECVs so that those domains
managed by ECVs can have contact with each other
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and the sharing of data can be implemented
between those different domains.

(4) ECV: An ECV, which is responsible for
transmission and storage of data as well as users’
registration and revocation, manages a domain.
After receiving the request of data sharing from
another domain, the ECV encrypts the list of
attributes of its domain with ECC.

(5) OVU: OVUs can either encrypt data according to
the policy and send it to the resource pool as data
requesters or can access and decrypt the data of the
resource pool as other users.

4.2 System initialization phase

We need some necessary system parameters which are
generated by the TA and preloaded into the tamper-
proof device (TPD) of all vehicles.

TA randomly selects two large prime numbers p and g,
a non-singular elliptic curveE:y* = x> + ax + b mod g, and
a generator element G randomly selected in the group.

TA randomly selects k;€Z, as the system private key
and calculates K; = kG as the system public key.

TA randomly selects krZ as the private key of RSUs,
calculates K = kzG as the public key of RSUs, and sends
kp to RSUs.

TA chooses a secure hash function: #:{0,1}" — Z,.

TA assigns a real identity RID and password PWD to
each vehicle and preloads {RID, PWD, k,} into the TPD
of the vehicle.

TA randomly selects two numbers a, 5 € Z, as public
parameters for encryption and decryption.

TA publishes common system parameters {p,q,a, b,
G, Ky, K, h, a, 8} to all vehicles.

4.3 ECV election method

In this paper, we consider two criteria when selecting ECVs:
closer distance from RSUs and enough available computing
resources. In our proposed scheme, we adopt the same elec-
tion method as that of the scheme of Cui et al. [3].

4.4 Process of constructions

Assuming that the OVU in domain A denoted by OVU,
wants to share data with users in domains B, first, OVU,
sends data sharing request and public key K, to the edge
computing vehicle ECVy in domain B through ECV,
and CSP. Then, ECVy derives the symmetric encryption
key S from K, and returns the attributes set of domain
B which encrypted by S to OVU, through CSP and
ECVg. Finally, OVU, defines policy according to the set
of attributes and encrypts the message as well as sends it
to the resource pool where users in domain B can access
to. Here, we describe the specific process of the pro-
posed scheme in detail, as shown in Fig. 2.
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Decrypt: m=C ([1(e(Ci,L)e(Di,F )"/ e(C,F)

(1) Requests by OVU,: OVU, randomly generates
ka € [1,n - 1] as the private key and then calculates
K4 = k4G as the public key. And req denotes the
request of sharing data with users who are in domain
B. Before sending a message, OVU, must complete
the following work so that K4 and req can be sent
securely to ECV,.

First, OVU, needs to send its real identity RID and
password PWD to TPD for authentication. If these two
values are inconsistent with the pre-stored values in the
TPD, the authentication will fail and the next service will
be rejected. After the identity is successfully verified, TPD
will calculate the pseudo-identity PID; = {PID}, PID?},
where i denotes the number of the vehicle, r; is a random
number generated by TPD, PID} = r; - G, PID? = RID®k
(r; - Ks). Besides, in order to prevent messages from being
tampered with during transmission, OVU, must provide
signatures for all messages to be sent. To send the
message m, the signature function is defined as
sig(m) = kh(PID,) + r/h(mlT), where T is the current

timestamp. So, the content sent by the vehicle is such
a message signature pair {PID;, T, m, sig(m)}.

Therefore, OVUy sends {PIDovu,, Tovu,, K4, req, sig(
K4),sig(req)} to ECV, finally.

(2) ECV, and CSP process: After receiving the
message, ECV, verifies the integrity of the message
and the legality of the message signature. According
to some formulas above, we can know that:

sig(m) - G = G - ksh(PID;) + G - rih(mlT)
= K - h(PID;) + PID} - h(mllT)

Thus the equation sig(m) - G = K - h(PID;) + PID} -
(mllT) can be used to verify messages. If the calculation
results on the left are equal to the one on the right, the
verification is successful. Otherwise, the verification fails.

ECV, sends the message to CSP. After receiving the
message, CSP decrypts the request to determine that the
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domain OVU, wants to share with is domain B, and
then forwards the message to ECV3.

(3) ECVp return: After verifying the public key K4 and
the request for data sharing req from domain A,
ECV3 encrypts the attribute list of domain B with
symmetrical encryption to return to domain A.

ECVg generates a random number re[1,n-1] and
calculates the intermediate parameter R=rG and sym-
metric key S = rKj,.

After that, ECVy uses S and symmetric encryption
scheme to encrypt the attribute list of domain B denoted
byLp, and the encrypted ciphertext is ¢ = ENCg(Lp).

Finally, ECVp sends the message signature pair {PIDgcy;,
Trcv,, R, ¢, sig(R),sig(c)} signed for R and ¢ to OVU,
through CSP and ECV,.

(4) Decryption by OVUy: After OVU, successfully
verifies the message received, decryption is needed
to obtain L.

First, according to the known conditions, the following
equation exists: S =rK, =rk,G = k4R. Then, we can cal-
culate S=k4R to get the same key S as generated by
ECVg and take it as the session key. Finally, the attri-
butes list Lz can be gained by decryption with the sym-
metric encryption scheme: Lg = DECg(c).

(5) Encryption by OVU,: Based on the attribute list,
OVU, can use CP-ABE scheme to encrypt data and
define a policy to determine users who can access
the ciphertext.

We define system public key as SPK = g, e(g, 9% & fi,
...» fx» where g is a generator, random numbers a, f € Z,,
and random numbers fi, ..., fy correspond to the x attri-
butes of L.

OVU, defines access control policy (M,p). M is a
share-generating matrix with x rows and y columns. For
i=1,..., x, function p(i) associates the ith row of matrix
M to an attribute of list L. OVU, selects a random vec-

tor vV = (y, ta,...,ty)€Z}, where t,, ..., t, are randomly

chosen to share y, then calculates A; = V' - M;, where M;
is the vector corresponding to the ith row of M.

a set of constants {w;€ Z};cq, ..., such that the equa-
tion Z w;id; = y holds. In this case, the user can de-

crypt the ciphertext.

Assuming that OVU, wants to share the message m,
the system public key SPK is used to encrypt m. First,
calculate C=me(g,g)" and C' =g”. Meanwhile, for all

(2019) 2019:169 Page 8 of 11

rows of the matrix M, i.e., for i=1,..., x, calculate
C; :gﬁ"if;(';') and D; =g, where ry,..., r,€Z, are
chosen randomly by OVU,.

Therefore, the ciphertext that published by OVU, is
CT={C,C,(Cy D)icq, ..., »-

Finally, OVUj, sends CT to the public resource pool to
which the users in domain B can access.

(6) Users decryption: Users use attribute-based privacy
key to decrypt the ciphertext. The private key of a
user with attributes A in domain B is defined as:

F =g%Pe I = g° VieA : F; = f¢

Users whose attributes satisfy the access structure can
gain the message m by calculating the following formula:

m = C- (M, (e(Ci,L)e(Di, Fy»))") /e(C', F)

5 Analysis of our scheme
In this section, the correctness proof and security ana-
lysis and efficiency analysis of our scheme are given.

5.1 Correctness of the CP-ABE scheme

A user who is qualified to access and decrypt the
ciphertext has attributes that satisfy the access structure,
which means his {A; = (M¥),},., _,, are valid. Thus,

there exist constants {w;€Z;};cq, .., to make the
equation Z wid; = y set up. The correctness of the

decryption algorithm is proved as follows:

C - (Miequ,...x) (e(Cr, L)e(Dis Fpip))™) _
e(C',F)

C- (Hte{l....,x}e(g ’g)wiwj)

e(g.9)7e(g.2)""
gA;w;

5.2 Security analysis

(1) Anonymity: Vehicles use pseudo-identities instead
of their real identities during the communication
process, and the real identities of vehicles are stored
in the non-attackable TPD, which effectively
protects the privacy of their identities. Additionally,
for a malicious vehicle, TA can obtain its real
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identity according to its pseudo-identity so as to in-
vestigate the responsibility of this vehicle. The cal-
culation formula is:

PID; @k (k; - PID}) = RID®A(r; - K)@®h(ks - ;- g)
= RID

(2) Message authentication: In our scheme, signing
message ensures that the message will not be
tampered with during transmission, so the integrity
of the message and the legitimacy of the message
owner are guaranteed.

(3) Data confidentiality: We use ECC to transmit the
list of attributes Lg. The session key S for
decrypting Ly can be calculated only when the
private key ky is known. However, according to
ECDLP, we can know that it is difficult for other
vehicles to get the private key. Therefore, the
confidentiality of the data can be ensured.

(4) Unlinkability: Unlinkability is an effective
complement to anonymity, which makes it
impossible for a receiver to link one user who is
interacting with it currently with another who was
previously authenticated by it. Every time the
sender sends a message, it needs to select a random
number which will be used in the signature
function. And some system parameters are safely
stored in the TPD. Therefore, the malicious attacker
cannot judge whether he has authenticated the
same vehicle twice according to pseudo-identity.

5.3 Efficiency analysis

Our experiment was run on an Intel Core i3 2.4-GHz
processor with MIRACL library [8] and Crypto++ library
[9]. We compared our scheme with other two scheme
[5, 45]. Some operations about execution time are de-
fined as follows.

(1). T: The execution time of a multiplication
operation ab mod n, where a, beZ,.

(2). T,.,p: The execution time of a scale multiplication
operation x - P, where x€Z; and P € E.

(3). Tg+: The execution time of a modular
exponentiation g* mod n, where xeZ,.

(4). Tpair: The execution time of a bilinear pairing
operation e(aP, bP), where a, beZ;‘7 and P € E.

(5). Thash: The execution time of SHA256 hash function
operation.

(6). Tags: The execution time of the encryption or
decryption operation of AES-CCM algorithm.

(7). Trsa - ep: The execution time of the encryption or
decryption operation of RSA1024 algorithm.

(8). Trsa - sv: The execution time of the signature or
verification operation of RSA1024 algorithm.
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(9). Tecies: The execution time of the encryption
operation of elliptic curve integrate encrypt scheme.

(10)Tecpsa: The execution time of the signature or
verification operation of elliptic curve digital
signature algorithm.

As we all know, it was difficult to measure accurately
due to the short single-step execution time in the ex-
periment. So, we choose more steps in the program and
choose a longer input on the data to improve the accur-
acy of the measurement results. For the four operations
of hashing, signing, encryption, and decryption, we set
the number of for loops to 1000 and select the random
bit string with the maximum length as the input. Then,
the average value, dividing the time spent by 1000, is
taken as the execution time of the operation. For the
AES encryption/decryption algorithm, we use the coun-
ter with CBC-MAC mode. For the RSA encryption/de-
cryption and sign/verification algorithm, we use the
1024-bit key and RSA encryption with PKCS v1.5 pad-
ding. For the ECIES and ECDSA algorithm, we use the
secp256rl as the initial parameter of the elliptic curve
and SHA256 as the hash function.

All the parameters in the above operations including
a, b, x, P are selected randomly from their domains of
definition. Finally, we got the time cost of above opera-
tions from the experiment and listed them in Table 1.

Throughout the interaction process in our scheme, the
whole time cost includes the time to encrypt, sign, verify,
and decrypt. The time needed to perform the calculation
operation K, =k4G in step (1) of Section 4.4 is T,p=
1.258ms. Then, the time to sign a message by the function
sig(m) = kai(PID,) + rih(mlT) is Tygn = 2T, = 0.0692ms.
Similarly, the time to verify the message that the vehicle
receives by calculating the equation sig(m) - G = K - h(
PID;) + PID} - h(mlT) is Tyer=3T,p=3.774ms. In step
(3) and step (4), the respective execution time of R =rG,
S=rK,, and S=kuR is also equal to T,p=1.258ms, and

Table 1 Execution time cost of different cryptographic operations

Operations Times (ms)
Tab 0.0346
Tep 1.258

T 33421
Toair 23625
Thasn 0.005
Taes 0.022
Trsa-eD 0.13/1.51
Trsa-sv 1.49/0.13
Tecies 435
Tecpsa 3.01/8.89
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the encryption process ¢=ENCg(Lg) and decryption
process Lp = DECg(c) take approximately 27xgs = 0.044ms
in total. It should be noted that since the three compari-
son schemes all use the ABE algorithm identically, we
have not taken into account the time overhead of this part.
In a similar way, the total time overhead for the encryp-
tion and decryption operations of [45] is 2T),,;; and that of
(5] is 2T pair5Tap + 2T g + 2T 4p + Trsa-ep + Trsa-sv. As
for the signature and verification operations, [45] needs to
calculate the time overhead of signature generation, the
certificate verification, and the message signature verifica-
tion. And for [5], we use the same calculation method as
ours to maintain consistency since its author does not
specify the specific signature and verification method. The
result is showed in Fig. 3.

5.4 Result and discussion

From Fig. 3, we can see that our scheme, requiring less exe-
cution time when transmitting the same number of mes-
sages, has better performance than the other two schemes.

The reason for such a result is that the elliptic curve en-
cryption algorithm we use is more efficient than the other
two papers’ algorithms. As shown in Table 1, the time of
the bilinear pair encryption algorithm used in [45] Ty is
much larger than T,p and T4gs of our scheme. The execu-
tion time of a modular exponentiation T+ and that of the
encryption or decryption operation of RSA used in [5] are
also greater than our 7,p and Tags. Therefore, our method
has the best performance.

However, the main time overhead for our scheme is spent
on the message signing and authentication operations, so
its limitations will be clearly reflected when the number of
vehicles participated in data sharing is greatly large.

35+ —#— Mahmoud et al.[33]
—o— Kai et al [3]

——i— The proposed scheme

N
o
T

Executing Time(s)
o~

0 . . . .
0 10 20 30 40 50

Number of Messages

Fig. 3 Results of executing time for three different schemes
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6 Conclusions

We propose a secure scheme based on edge computing
to achieve data sharing among different domains. Next,
we use ECC, CP-ABE, and the message authentication
mechanism during the phase of data encryption and
transmission. Finally, an analysis of our scheme demon-
strates its security and efficiency.

In our scheme, the method used for selecting ECVs
takes into consideration the number of available com-
puting resources and their distances to the RSUs. In the
future, we plan to include the social centrality of vehicles
and select vehicles that can contact and interact with
more vehicle nodes as edge computing nodes.
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