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Abstract

Long-range sub-GHz technologies such as LoRaWAN, SigFox, I[EEE 802.15.4, and DASH7 are increasingly popular for
academic research and daily life applications. However, especially in the European Union (EU), the use of their
corresponding frequency bands are tightly regulated, since they must confirm to the short-range device (SRD)
regulations. Regulations and standards for SRDs exist on various levels, from global to national, but are often a source
of confusion. Not only are multiple institutes responsible for drafting legislation and regulations, depending on the
type of document can these rules be informational or mandatory. Regulations also vary from region to region; for
example, regulations in the United States of America (USA) rely on electrical field strength and harmonic strength,
while EU regulations are based on duty cycle and maximum transmission power. A common misconception is the
presence of a common 1% duty cycle, while in fact the duty cycle is frequency band-specific and can be loosened
under certain circumstances. This paper clarifies the various regulations for the European region, the parties involved
in drafting and enforcing regulation, and the impact on recent technologies such as SigFox, LoRaWAN, and DASH?7.
Furthermore, an overview is given of potential mitigation approaches to cope with the duty cycle constraints, as well

as future research directions.
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1 Introduction

The past decade has seen a large growth in the use of
Low-Power Wide-Area Network (LPWAN) short-range
devices (SRDs). To ensure compatibility over borders and
cultivate the economical market and collaboration, har-
monization of frequency bands for SRDs is needed. SRDs
use unlicensed bands and must thus share access to radio
spectrum with other devices. This requires regulariza-
tion to assure fair spectrum access for all SRDs and to
prevent harmful interference. Such regularization consists
of limits on transmission power and duty cycle. As the
amount of SRDs rises and regulatory bands become more
contested, the effects of regulatory limits will become
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more and more relevant. For example, LoRa duty cycle
limitations already impacts, among others, the through-
put of the downlink communication, the (un)availability of
acknowledgements, the feasibility of over the air firmware
upgrades, geolocation inaccuracies, and scalability [1-4].
Several models predict that the probability of duty cycle
violations during downlink communication will further
increase, up to 20% for SigFox and 15% for LoRaWAN
[5]. Similar impacts are expected for other technologies
operating in sub-GHz radio frequency bands.

However, despite the large impact of these regulations,
many researchers are unaware of the exact limits and
are not aware of mitigation techniques they can apply.
Various institutes have each implemented regulations on
the availability of radio spectrum for SRDs and their usage
restrictions. This fragmentation causes confusion and
misconceptions for researchers and manufacturers alike.
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Documentation is scattered among multiple sources and
their jurisdiction is often unclear. For example, a general-
ized duty cycle of 1 or 10% is often mentioned (e.g., [6, 7]),
while the actual regulations are more diverse and include
other parameters such as maximum transmission power
and the usage of polite spectrum access techniques. At the
time of writing, there is no survey known to the author
which gives an easily accessible overview of these regula-
tions, their legal value, and where additional information
about them can be found. This paper is a response to that
vacuum and aims to provide an overview on the currently
existing regulations for SRDs in the European region using
the unlicensed frequency bands in the 863 to 870 MHz
range. Although this paper focuses on LPWAN SRDs in
the 863 to 870 MHz range, the insights and resources pre-
sented in this paper can be generalized to other frequency
ranges as most of the documents described in this paper
also contain information about other frequency ranges.
Finally, the paper also discusses how these legislation
constraints can serve as inspiration for future research.
The paper is divided into 6 sections. First, Section 2
provides examples regarding the impact of duty cycle lim-
itations in recent scientific papers. Next, Section 3 gives a
basic overview of the currently available frequency bands
for SRDs in the 863 to 870 MHz range in the European
region. This section discusses the regulatory demands for
using these frequency bands, such as duty cycle limita-
tions, and gives an overview about recent changes in the
regulatory landscape, such as the newly opened frequency
bands in the 874 to 876 MHz and 915 to 921 MHz range.
The next section, Section 4, discusses how technologies
such as SigFox, LoRaWAN, and DASH?7 are impacted by
the regulations. Next, an overview is given in Section 5 on
future research challenges related to the regulations. The
last section then contains the conclusion of this paper.
Additionally, to guide researchers through the reg-
ulatory landscape, 2 appendices are provided to give
more insights in the drafting of regulation and the reg-
ulatory documents produced defining the regulations.
Appendix A describes the various institutes involved and
how they collaborate. Appendix B then delves deeper into
the regulations and documents drafted by those insti-
tutes. This includes the official legislation provided by
the EU and other often cited documents such as ERC
Recommendation 70-03 and EN 300 220.

2 Related work

Although regulatory limitations have a significant impact
on existing technologies, these are often overlooked and
left unexplored in current scientific literature. For exam-
ple, [8] proposes a sub-GHz network protocol based on
IEEE 802.15.4g [9] for reliable industrial networks with
delay guarantees, using source routing and path changes,
but does not mention the regulatory limits and how they
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impact their proposed solution. Similarly, [10] presents an
LPWAN multi-hop protocol using features such as multi-
hop data-aggregation and Adaptive Power Control (APC),
but does not discuss how the solutions would perform
within regulatory limits.

Even when limitations are mentioned, analyzing the
impact of regulations is often left for future research. For
example, [11] describes network architectures for wire-
less connected shuttles in warehouses using IEEE 802.15.4
in the 868 MHz band, but only mentions that latency
bounded operations are limited due to duty cycle oper-
ations. Another example, [12], describes a protocol to
analyze power consumption at mains sockets. There, it is
shown that radio duty cycle regulations are responsible for
the limitation of the amount of clients connected to a mas-
ter device, but the extend of this limitation is not verified
with experimental data.

Recently, a small number of scientific papers have been
published that aim to quantify the impact of regula-
tory limits. For example, [13] shows that the through-
put of 802.11ah networks using high data rate, polling
sequences, and packet sizes (e.g., healthcare use cases) is
severely impacted by duty cycle restrictions. In the same
way, duty cycle restrictions pose a difficult obstacle for
real-time communication and further research is needed
[6]. Pham [14], proposing a solution for quality of service
(QoS) under duty cycle restrictions, and [15], introduc-
ing duty cycle aware real-time scheduling, both include
mitigating actions and experimental data. Unfortunately,
such papers are still rather the exception. At the moment,
even commercial devices sometimes ignore the regula-
tory limits in real-world situations. For example, a mea-
surement in [16] of the 868 MHz frequency band in
Paris shows the presence of a violating interfering device.
Similarly, [17] also shows the presence of duty cycle limit
offenders during real-world measurements in the city of
Aalborg, showing that the regulations are not always clear
or overlooked.

3 Anoverview of the current sub-GHz duty cycle
and power restrictions

This section gives a high-level overview of the available

frequency bands for SRDs and their regulatory limits.

3.1 Available frequency bands

Sub-GHz technologies such as LoRaWAN and Sigfox can
use several radio frequencies. Multiple overlapping fre-
quency bands are available [18]. Some bands are applica-
tion specific, whereas others are meant for non-specific
devices. The bandwidth varies from 0.05 to 5 MHz. Each
of the frequency bands specifies 2 parameters: the max-
imum allowed transmission power and the maximum
allowed duty cycle ratio. An overview of the available fre-
quency bands is shown in Fig. 1 and described in Table 1.
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Fig. 1 A visual overview of the available frequency bands for SRDs in the 863 to 870 MHz range. The maximum transmission power (in mW) and
maximum duty cycle (in %) are mentioned for each band

Table 1 An overview of the available frequency bands for SRDs in the 863 to 870 MHz range [18]

Nr. Start freq. (MHz) End freq. (MHz) Bandwidth (MHz) Category Max TX Duty cycle
power (mW)
(erp.)
46a 863 865 2 Non-specific short-range 25 Polite access or 0.1%
devices
46b 863 865 2 High duty 10 None
cycle/continuous
transmission devices
84 863 868 5 Wideband data 25 Polite access, and 10%
(access point) or 2.8%
(other devices)
47 865 868 3 Non-specific short-range 25 Polite access or 1%
devices
47a 865 868 3 RFID 2000 Polite access only, no duty
cycle
47b 865 868 3 Non-specific short-range 500 Polite access, and 10%
devices (access point) or 2.5%
(other devices)
48 868 868.6 06 Non-specific short-range 25 Polite access or 1%
devices
49 868.6 868.7 0.1 Low duty cycle/high 10 1%
reliability devices
50 868.7 869.2 0.5 Non-specific short-range 25 Polite access or 0.1%
devices
51 869.2 869.25 0.05 Low duty cycle/high 10 0.1%
reliability devices
52 869.25 869.3 0.05 Low duty cycle/high 10 0.1%
reliability devices
53 869.3 869.4 0.1 Low duty cycle/high 10 1.0%
reliability devices
54 869.4 869.65 0.25 Non-specific short-range 500 Polite access or 10%
devices
55 869.65 869.7 0.05 Low duty cycle/high 25 Polite access or 10%
reliability devices
56a 869.7 870 0.3 Non-specific short-range 5 None
devices
56b 869.7 870 03 Non-specific short-range 25 Polite access or 1%

devices
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Currently, there are 5 types of frequency bands based on
their application:

e Radio Frequency Identification (RFID) applications
are based on tags and devices activating the tags for
retrieval of information (1 frequency band).

e Wideband data applications use wideband
modulation techniques (1 frequency band).

e High duty cycle/continuous transmission
applications rely on low latency. For example,
streaming and multimedia devices such as home
entertainment systems, wireless headphones, wireless
microphones, and assistive listening devices (1
frequency band).

e Low duty/high reliability applications are alarm and
social alarm systems with a need for reliable
communication (5 frequency bands).

o All other devices belong to the non-specific category
(8 frequency bands).

3.2 Duty cycle limitations

Each of the frequency bands imposes limits to the max-
imum amount of time devices are allowed to transmit.
These limits are defined in the form of (i) a duty cycle
or (ii) polite spectrum access restrictions. The duty cycle
is defined as the ratio of the cumulated sum of transmis-
sion time per observation period. This duty cycle limit
is given by (1) where Tops is the observation period and
> Ton the total allowed on air transmission time of the
device within that period [18, 19]. The default duration of
the observation period is 1 h, unless otherwise specified
for the specific frequency band. Currently, all frequency
bands use the default observation period of 1 h.

1
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Duty cycles range from 0.1% (3.6 s per hour) up to 10%
(360 s per hour). Only transmission times of transmis-
sions within that particular frequency band are included
for the calculation of the duty cycle. This means that
transmissions may occur in multiple bands simultane-
ously. By transmitting sequentially in multiple frequency
bands, a larger maximum transmission time per hour can
be achieved. The duty cycle does not have any restric-
tions how the transmissions should be spread out in time.
It makes no distinction if transmission times are evenly
spaced out or if the transmission time is used up at the
beginning of the observation period and the rest of the
interval waited out. The only thing that must be respected
is the maximum duty cycle ratio itself. As such, devices
are allowed to transmit using bursty traffic, e.g., transmit-
ting 36 s and then waiting for 3564 s for a duty cycle of
1%. However, as the start of the observation period is not
exactly defined, one must be cautious that such burst do
not occur in the same observation period Typs as shown
in example c in Fig. 2.

3.3 Transmission power limitations

In addition to the duty cycle restrictions, there is also
a limit on the transmission power. Transmission power
limits range from 5 to 2000 mW. They are expressed in
milliwatt (mW) or decibel-milliwatt (dBm). The conver-
sion table for the most occurring maximum transmission
power values is given in Table 2. The power values are
defined here as Effective Radiated Power (ERP) values;
the power that must be given to a reference half-wave
dipole antenna to get the same electrical field strength as
the actual device at the same distance in the direction of
the antenna gain [20]. Another often used definition is
Effective Isotropic Radiated Power (EIRP); the power that
must be given to a reference isotropic antenna to get the

LTI L.
b ) | 2=>Tm(h) v
) , 7 2

Tobs (h)

I'h

not conform to the duty cycle regulations

Fig. 2 Examples of how transmissions can be spread in time during the observation period Tops. @ Example of an evenly distributed spreading. b
Example on the other hand of using all available transmission time in a single burst. € Also an example of using all available transmission time in a
single burst, but due to the offset in the burst are there actually 2 burst in a single observation period Tops. Therefore, the device in example ¢ does
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Table 2 The most occurring maximum transmission power
values in mW and dBm

mw dBm
5 7

10 10
25 14
500 27
2000 33

The values have been rounded to often used integers

same electrical field strength as the actual device at the
same distance. The EIRP and ERP can be converted into
each other using (2) if the powers are expressed in dBm.

Peirp = Perp + 2.15 dB 2)

APC is required in frequency band 47bges MHZ)l (see
Section 3.5 and Table 3). This implies that an SRD adapts
its transmission power when communicating to another
SRD. The peak transmission power at the minimum set-
ting of APC should not exceed 7 dBm ERP [21]. Although
APC requires bi-directional communication to find out
the used transmission powers, it is not defined how this
should be implemented. Technologies for APC do exist,
such as Adaptive Transmission Power Control (ATPC)
[22], but are often solely focused on transmission quality
and energy consumption instead of regulations.

3.4 Polite spectrum access

When an application uses polite spectrum access, the duty
cycle restrictions are loosened. Polite spectrum access
encompasses 2 aspects: Listen Before Talk (LBT) and
Adaptive Frequency Agility (AFA) [21]. LBT defines that
the device must listen if the medium is already in use
by a Clear Channel Assessment (CCA) check. When the
medium is in use, the device must wait a random backoff
interval or change the frequency before checking again.
The latter is called AFA. When these 2 aspects are imple-
mented, the duty cycle is loosened to 100 s of cumulative
transmission time per hour for each possible interval of
200 kHz, which corresponds to a duty cycle ratio of 2.7%.
Since the regulations do not define the start and end
point of these 200 kHz boundaries, all possible 200 kHz
intervals should be considered?. Note that as a conse-
quence, using polite spectrum access techniques is not
beneficial for certain bands, for example 54g9.4 MHz) and
55(869.65 MHz), since these have duty cycle limitations of
10% which is higher than the 2.7% with polite spectrum
access. A notable downside of polite spectrum access
techniques is additional complexity, which often translates
into increased hardware costs. For this reason, technolo-
gies such as LoRaWAN and SigFox do not support CCA
and hence do not support polite spectrum access.
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To be allowed to use the loosened duty cycle limit,
devices implementing polite spectrum access techniques
must also comply to other restrictions (Fig. 3) [21]. The
CCA check must have a minimum duration of 160 ps.
After this check, the device must wait for a dead time of
maximum 5 ms before it may begin its transmission. The
transmission itself has a maximum duration of 1 s or 4 s
depending on the type of transmission. A transmission is
defined as a continuous transmission or a burst of trans-
missions separated by intervals smaller than 5 ms. After
the transmission, the application is banned from trans-
mitting on that frequency for a minimum of 100 ms. It is
however still allowed to use that interval for the next CCA
interval or transmitting on other frequencies.

3.5 Frequency bands in practice

One of the most commonly used frequency bands is band
48368 MHz) for non-specific SRDs. This is due to his-
torical reasons: initially only a selection from the bands
in Table 1 was available for non-specific SRDs, with
heavier restricted duty cycle and power limitations [23].
Band 48(ges MHz) Was the best candidate for LPWAN end
devices, because it was the only band for non-specific
SRDs with a 1% duty cycle ratio and at the same time a
larger than average bandwidth of 600 kHz. Therefore, it
became the band used by end devices of various popu-
lar technologies such as SigFox [24] and LoRaWAN [25].
Similarly, band 54(g69.4 MHz) Was selected by those tech-
nologies as the band for downlink communication by base
stations, as it had the highest power and duty cycle lim-
itations of all the then available frequency bands. Since
a single base station needs to communicate with a large
number of end devices, a large transmission power and
higher duty cycle is important.

In addition to the above restrictions, several bands
impose additional usage restrictions [18]. For example,
some bands do not allow for analog video or audio, often
with the exception of voice. Other examples are maximum
allowed bandwidth limits, determined channel spacing,
specific center frequencies or subchannels, or only allow-
ing specific applications. Other documents, such as ERC
Recommendation 70-03 [19], provide their own set of spe-
cific rules for certain frequency bands. The relevance and
jurisdiction of each document is further elaborated on in
Appendix B. An overview of these additional restrictions
is given in Table 3.

3.6 EU regulatory institutes and documents

Various institutes on global, regional, and national level
are responsible for SRD regulation. The International
Telecommunication Union (ITU), on a global level, has
not imposed any mandatory regulations, thus handing
down this responsibility to institutes on a regional level.
The ITU however defines some recommendations. For
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Table 3 An overview of the extra restrictions on the available frequency bands for SRDs in the 863 to 870 MHz range [18]

Fig. 3 A visual overview of the restrictions for polite spectrum access transmissions

Nr. Start freq. (MHz) End freq. (MHz) Category Other restrictions

46b 863 865 High duty cycle/continuous transmission devices Only available to wireless audio and
multimedia streaming devices

84 863 868 Wideband data Only available for wideband SRDs in data
networks

47 865 868 Non-specific short-range devices Analog audio applications other than voice
are excluded. Analog video applications are
excluded

47a 865 868 RFID Interrogator transmissions at 2 W e.r.p. are
only permitted within the 4 channels
centered at 865.7 MHz, 866.3 MHz, 866.9
MHz, and 867.5 MHz. Maximum bandwidth
of 200 kHz

47b 865 868 Non-specific short-range devices Only available for data networks.
Transmissions only permitted within the
bands 865.6-865.8 MHz, 866.2-866.4 MHz,
866.8-867.0 MHz, and 867.4-867.6 MHz. APC
required alternatively other mitigation
techniques with at least an equivalent level
of spectrum compatibility

48 868 868.6 Non-specific short-range devices Analog video applications are excluded

49 868.6 868.7 Low duty cycle/high reliability devices Only available to alarm systems

50 868.7 869.2 Non-specific short-range devices Analog video applications are excluded

51 869.2 869.25 Low duty cycle/high reliability devices Only available to social alarm devices

52 869.25 869.3 Low duty cycle/high reliability devices Only available to alarm systems

53 869.3 869.4 Low duty cycle/high reliability devices Only available to alarm systems

54 869.4 869.65 Non-specific short-range devices Analog video applications are excluded

55 869.65 869.7 Low duty cycle/high reliability devices Only available to alarm systems

56a 869.7 870 Non-specific short-range devices Audio and video applications are excluded

56b 869.7 870 Non-specific short-range devices Analog audio applications other than voice
are excluded. Analog video applications are
excluded

Continuous
Burst
<5ms
L ] | ] |
Dead time Transmission Off time
<5ms Max | or4s > 100 ms
Max 100 s per h per 200 kHz
CCA ( perhp )
> 160 ps
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example, Recommendation SM.1896 [26] recommends
frequency ranges for the harmonization of SRDs. The ITU
is also responsible for defining the license-free Industrial,
Scientific and Medical (ISM) bands. Although the 863 to
870 MHz frequency range is often mistaken as an ISM
band, it is actually not contained in any of the ISM bands
defined for the European region, as shown in Table 8 in
Appendix A.1.

At EU level, the SRD regulation is defined by the
cooperation of 3 institutes: the European Commission
(EC) for legislation, European Conference of Postal and
Telecommunications Administrations (CEPT) for studies
on technical measures, and European Telecommunica-
tions Standards Institute (ETSI) for standardization. The
laws created by the EC are the only truly legally binding
deliverables. Other documents often referred to in litera-
ture, such as ERC Recommendation 70-03 and the harmo-
nized standard EN 300 220, are voluntarily but could offer
advantages to manufacturers to create compliant radio
equipment.

A thorough overview of all institutes involved in draft-
ing LPWAN SRD regulation and their interactions with
each other is provided in Appendix A. Appendix B.1
gives a full description of the EU legislatory acts relevant
to LPWAN SRDs and their consequences. Deliverables
ERC Recommendation 70-03 and EN 300 220 are further
elaborated in Appendix B.2.

3.7 Recent evolutions

CEPT is mandated by the EC to yearly evaluate the fre-
quency allocation table in EU law [18] and to propose
modifications if necessary [27]. The latest CEPT Report
[28] contains among others multiple alterations and addi-
tions to the frequency allocation table regarding SRDs in
the 800+ MHz range:

e The extension of the frequency bands for SRDs with
extra bands in the 862 to 863 MHz, 870 to 876 MHz,
and 915 to 921 MHz ranges [29]. This introduces
additional spectrum for SRDs and reduces the risk of
interference and congestion in current bands. This
has already been implemented by introducing
additional frequency bands for SRDs in the 874 to
876 MHz and 915 to 921 MHz range.

e The definition of the duty cycle is broadened to allow
for an individual observation time® per frequency
band. The default is still 1 h, unless explicitly
specified. This has already been implemented.

e The renaming of SRD categories. The frequency
bands assigned to the low duty cycle/high reliability
category are re-assigned to the non-specific SRD
category, but keep the usage restrictions that these
bands may only be used for (social) alarms. This
usage restriction will be adapted later to more
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specific parameters (e.g., duty cycle, channeling, or
access parameters) after more research has been
conducted by CEPT and ETSI to allow for
broadening the future usage based on technical
parameters instead of application type. The
frequency band belonging to the category low
latency/continuous transmission will also be renamed
to wireless audio and multimedia streaming systems.
e The merge with RFID regulation, introducing a
frequency band for RFID. This has already been
implemented by the addition of 47a(ge5 MHz)-

The most notable suggestion of the CEPT report is
the addition of extra frequency bands. The rising usage
of SRDs and the increasing need for radio spectrum,
caused CEPT to investigate for countermeasures against
radio spectrum congestion and harmful interference. As
a result, ranges 862 to 863 MHz, 870 to 876 MHz, and
915 to 921 MHz were selected for further research as
these are mostly underused by CEPT member states
[30, 31]. Furthermore, the 915 to 921 MHz range falls
within the region 2 ISM band of the ITU, which has been
adopted in various other parts of the world (e.g., Australia,
New Zealand, Singapore, Vietnam, Malaysia, Japan, South
Africa, and the USA). The usage of the 915 to 921 MHz
frequency range thus improves global harmonization, and
compatibility between EU members and other states. As
a response, the EU has introduced 5 additional frequency
bands in the 874 to 876 MHz and 915 to 921 MHz range:
2 for non-specific SRDs, 1 for wideband data applications,
and 1 for RFID [32]. An overview of these bands can be
seen in Tables 4 and 5, and Fig. 4.

Most of these recently added frequency bands were
already in use by some member states for other appli-
cations, such as extension bands for Global System for
Mobile communications for Railways (GSM-R) or for mil-
itary use. Some member states are thus allowed to not
implement some of these frequency bands in order to keep
their usage of those frequency bands. This is possible as
the Radio Spectrum Decision [33] dictates that EU regula-
tion may not interfere with the usage of radio equipment
by member states for governmental, security, or defense
purposes. To reduce further fragmentation, EU Member
states are therefore not allowed to introduce new uses in
the 874.4 to 876 MHz and 919.4 to 921 MHz range.

4 Examples of LPWAN technologies and how they
cope with duty cycle restrictions

Current technology on the market in the EU region must
comply to the regulations described above. An overview
of the use of frequency bands in the 863 to 870 MHz range
by these technologies is given in Fig. 5. Additonally, an
overview of the characteristics of uplink communication
for these technologies is given in Table 6.
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Table 4 An overview of the recently added frequency bands for SRDs in the 874 to 876 MHz and 915 to 921 MHz range [32]

Nr. Start freq. (MHz) End freq. (MHz) Bandwidth (MHz) Category Max TX power (mW) (e.r.p.) Duty cycle
1 874 8744 04 Non-specific 500 Polite access, and 10%
short-range devices (access point) or 2.5%
(other devices)
2 9174 9194 2 Wideband data 25 Polite access, and 10%
(access point) or 2.8%
(other devices)
3 916.1 9189 28 RFID 4000 Polite access only, no
duty cycle
4 9173 9189 16 Non-specific 500 Polite access, and 10%
short-range devices (access point) or 2.5%
(other devices)
5 9174 9194 2 Non-specific 25 Polite access and 1%
short-range devices
4.1 SigFox Up- and downlink communication each use a different

SigFox is an Ultra Narrow Band (UNB) technology that
uses a low rate of small-sized messages to achieve great
distance [7, 24, 34, 35]. While it is mainly focused on
uplink communication, it also supports a limited form of
downlink communication. End devices communicate with
SigFox base stations and their messages are pushed on the
SigFox cloud. From here, they are delivered to the client
infrastructure. The SigFox protocol is closed as the base
stations and cloud are in the hands of SigFox operators and
SigFox itself. Clients can use the SigFox network by buying
a subscription. End devices of the client must be certified
by SigFox to be able to use the SigFox network.

modulation scheme and frequency range. Uplink com-
munication uses a 192 kHz wide frequency interval from
868.034 to 868.226 MHz. All uplink communication thus
falls into the range of the 48 g¢s MmHz) frequency band with
a limit of 25 mW transmission power and 0.1% duty cycle.
As SigFox does not use polite spectrum access techniques,
it is bound to the maximum transmission power and duty
cycle of the frequency band. End devices use a transmis-
sion power up to 25 mW. In order to comply with the
maximum allowed duty cycle, SigFox limits the maximum
allowed transmissions for up- and downlink messages
per day by its subscription model. The most extensive

Table 5 An overview of the extra restrictions on the recently added frequency bands for SRDs in the 874 to 876 MHz and 915 to

921 MHz range [32]

Nr. Start freq. (MHz) End freq. (MH2)

Category

Other restrictions

1 874 8744

2 9174 9194

3 916.1

9189

4 9173 9189

5 9174 9194

Non-specific
short-range devices

Wideband data

RFID

Non-specific
short-range devices

Non-specific
short-range devices

Only available for data networks. All devices
must be controlled by access points
Maximum bandwidth of 200 kHz. APC
required, alternatively other mitigation
techniques with at least an equivalent level
of spectrum compatibility

Only available for wideband SRDs in data
networks. All devices must be controlled by
access points. Maximum bandwidth of

1 MHz

Interrogator transmissions at4 W e.r.p. are
only permitted within the four channels
centered at 916.3 MHz, 917.5 MHz, and
918.7 MHz. Maximum bandwidth of 400 kHz

Only available for data networks. All devices
must be controlled by access points
Transmissions only permitted within the
bands 917.3-917.7 MHz and

918.5-918.9 MHz. Maximum bandwidth of
200 kHz. APC required, alternatively other
mitigation techniques with at least an
equivalent level of spectrum compatibility

Only available for wideband SRDs in data
networks. All devices must be controlled by
access points. Maximum bandwidth of

600 kHz
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Fig. 4 A visual overview of the recently added frequency bands for SRDs in the 874 to 876 MHz and 915 to 921 MHz range. The maximum
transmission power (in mW) and maximum duty cycle (in %) are mentioned for each band
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subscription, the platinum model, allows for 140 up- and 4
downlink messages a day. When an uplink message is sent,
it is transmitted 3 times on different frequencies one after
another, as can be seen in Fig. 6. The frequency of each
transmission is randomly selected within the 192 kHz
wide interval, and each transmission uses only around 100
Hz of bandwidth. This scatters the messages in both the
time and the frequency domain to avoid collisions with
other transmissions. SigFox relies on the UNB character
of its technology as a collision mitigation technique.

It takes about 6.24 s (T,) to send a SigFox uplink mes-
sage with a full payload PL of 12 bytes, totaling up to a
message size MS of 26 bytes, and a data rate DR of 100 bps
(3). By subscription limits, a device can send 140 uplink
messages per day and thus have a daily on air time of
873.6 s. The duty cycle of 1% allows for a transmission
time of 36 s per hour or 864 s per day. As can be seen
from the results, SigFox actually allows 9.6 s of transmis-
sion time more than allowed by the regulatory limits. The
subscription model does not explicitly mention a limit of
uplink messages per hour. The 36 s allowed by the duty
cycle allow for the transmission of 5.77 messages, which

boils down to a limit of 5 messages per hour. SigFox actu-
ally overshoots the regulations to 6 messages per hour
with 1.44 s per message, which can violate the regula-
tory limits if all messages are sent with a full payload.
Ultimately, SigFox can blacklist end devices who regularly
ignore the limits.

8MS
Tm=3 (—) 3)
DR

SigFox base stations use frequency band 54(g69.4 MHz)
for downlink communication. The base stations profit
from the high regulatory limits of this band. The high
maximum allowed transmission power allows to send
messages over larger distances, while the high duty cycle
offers room for communication with a high number of
devices. Although the small bandwidth is the biggest
drawback of this frequency band, this has little impact
on the operations of the base stations due to the UNB
character of the communications.

863

865 865

868 868 868.6 868.7 869.2 869.4 869.7 870

$4  Up-/Downlink
BN Frequency specified in specification

———-  Possible but not explicitly specified in specification

Y sigFox s 53
LDREWAN  ~mremcrmmmemm oo o PR A — A

] -7 R

802.11ah — B ) .

802154 = SeSSSssesassmmmssssmnaimasssiess — e S RS R

Fig. 5 An overview of the use of frequency bands in the 863 to 870 MHz range by various sub-GHz technologies
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Fig. 6 A single SigFox message. Every message is transmitted 3 times on randomly selected frequencies one after another
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4.2 LoRaWAN

LoRaWAN is a star-of-stars topology LPWAN technology
based on the LoRa physical layer developed by Semtech
[34, 36]. The LoRa layer uses Chirp Spread Spectrum
(CSS) as modulation. Similar to SigFox, it allows for both
up- and downlink communication, but with a strong opti-
mization towards for uplink communication. The data
rate of LoRaWAN transmissions can vary and can be
adapted on the fly by the network to avoid packet loss or
reduce power usage.

The LoRaWAN specification is split in a general [37]
and regional document [25]. The general specification
explains the inner workings of the protocol. As LoRaWAN
aims to be used internationally, it must take into account
the differences in regulations between various regions
in the world. Therefore, all parameter values related to
regional regulations have been moved to the regional
specification. This supplements the general specification
and prevents that a new version of the specification should
be released for every change in regional regulation. Both
the general and regional specification acknowledge the
presence of spectrum regulation and remind the user that
it is their responsibility to meet these regulations, aided
by the information and parameter limits in the regional
specification.

By the regional specifications, all LoRaWAN end devices
in the EU region are required to support at least 3
default channels in the 48gss mHz) frequency band for
uplink communication, with center frequencies of 868.1,
868.3, and 868.5 MHz. Similar to SigFox, LoRaWAN does

not use any polite spectrum access techniques. Although
each uplink message is sent through a pseudo-randomly
selected channel, this is not sufficient to be considered
as an LBT & AFA polite spectrum access technique.
End devices must therefore oblige to the 1% duty cycle
limit. However, the regional specifications mention that
all LoRaWAN devices in the EU region should be able to
support channels in the whole 863 to 870 MHz range.
This allows end devices to allocate channels in other fre-
quency bands than 48 ges MmHz) to reduce the constraints of
the regulatory duty cycle limits. All EU LoRaWAN devices
are required to be able to store 16 channels, with sup-
port for in total 8 different frequencies (including the
default frequencies). Furthermore, the regional specifica-
tions specify the default maximum output power as 25
mW for end devices, which corresponds to the maximum
output power of frequency band 48geg MHz)- Although the
regional specifications also allow for an output power of
100 mW, the user is reminded that it is his responsibil-
ity to not exceed the regional regulatory limits. This value
should hence only be used in frequency bands such as
54(869.4 MHz)- Other parameters specified by the regional
parameters for EU end devices are the preamble format,
data rate and output power configurations, maximum
payload sizes, and default settings.

The LoRa layer uses chirps to transmit symbols, as can
be seen in Fig. 7. A chirp is an interval in which the
transmission frequency is periodically increased. When
it reaches the upper limit of the frequency channel,
it overflows to the minimum limit and continues to
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Fig. 7 An extract of a LoRaWAN message using CSS modulation
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increase from there. The chirp is completed when the start
frequency has been reached. Because of the spreading
with spreading factor SF, every symbol will be a series of
25F chirps. Semtech sets the chirp speed equivalent to the
used bandwidth, so a bandwidth BW of 100 kHz results
in a chirp rate CR of 100 kcps. Using this information, the
time on air for a single chirp can be calculated as BW L.
The time T to transmit a single symbol is thus

SF SF

The maximum time on air for a single LoRaWAN mes-
sage can then be calculated using (5) (7) (8) [38, 39].
Equation (5) calculates the time on air of the preamble T,
(7) the amount of symbols of the message #,,, and (8) the
time on air 7}, of the complete transmission.

s =

T, = (np + 4.25) T (5)
8PL — 4SF + 28 + 16 — 20H
ny = (6)
4SF — 8DE
1, = 8 + max((n;(CR + 4)),0) (7)
Ty =Ty + nmTs (8)

The parameters are as follows:

® 1, is the amount of preamble symbols, which is 8 for
EU end devices according to the regional
specifications.

e DL indicates the number of payload bytes. The
maximum payload size is defined in the regional
specifications and ranges from 59 to 250 bytes for EU
end devices depending on the use of repeaters and
certain header fields.

e H isequal to 0 if the LoRa header is present, 1
otherwise. LoORaWAN always uses the header, so this
should be 0.

e DEis 1 iflow data rate optimization is enabled, O
otherwise. This is used when SF is equal to 11 or 12,
to account for oscillator drifts.

e CRis the coding rate and is often expressed as a ratio.
Here, CR is a value in the range of 1 to 4 to calculate
the coding rate as 4/(1 + CR).

The outcome of these equations can be used to get
an estimate about the time on air per message and the
amount of messages that can be sent within the duty cycle
regulations. One must keep in mind that LoRaWAN trans-
missions cannot follow one after another directly. Accord-
ing to [37], an end device must wait to transmit until
it has received a downlink transmission or the second
receive window for downlink transmissions has passed.
As shown in Fig. 8, each LoRaWAN uplink transmission
is followed by two windows for downlink communica-
tion. The recommended values for RECEIVE_DELAY1
and RECEIVE_DELAY2, 1 s and 2 s respectively, are
provided by the regional parameters [25]. A receive
window must be at least long enough to be able to



Saelens et al. EURASIP Journal on Wireless Communications and Networking

(2019) 2019:219 Page 12 of 32

[ Transmit }

RX1 RX 2

~

Transmit Time On Air ) RECEIVE_DELAY1

~

RECEIVE_DELAY2

Fig. 8 A LoRaWAN uplink message, followed by its 2 receive windows for downlink communication [37]

detect a downlink preamble. The waiting time is not
considered as transmission time T, for the duty cycle
regulations.

As downlink communication can only occur during the
two downlink windows after an uplink transmission for
class A devices, this could have a significant impact on the
network. As soon as an end device has saturated its duty
cycle, it cannot transmit uplink messages and thus not
receive downlink messages. The communication is thus
interrupted in both ways for the remainder of the duty
cycle interval. As base stations are also limited to duty
cycle regulations, it is unsure how many devices can be
supported by a single station. Base stations answer in the
same channel of the uplink message or a default channel
in frequency band 54s69.4 MHz), depending if respectively
the first or second downlink slot is used. The maximum
amount of downlink messages according to duty cycle
regulations thus depends on the end devices and their
uplink frequency. When using class B end devices, which
use extra slots for downlink communication, base stations
also broadcast beacons in the default channel which also
reduces the amount of possible downlink communication
on the default channel.

4.3 DASH7

DASH?7 is a full-stack solution based on RFID technol-
ogy. According to the specification [40], DASH7 complies
fully with regulations from all major regions. Con-
trary to SigFox and LoRaWAN, DASH7 uses LBT and
AFA as polite spectrum access techniques to access the
medium. This means that instead of having to adhere
to the set duty cycle limit, DASH7 can benefit from
the 100 s per 1 h per 200 kHz boundary described in
Section 3.2.

DASH7 defines 3 types of channels: lo-rate, normal,
and hi-rate. These types each have their own channel
spacing, modulation, and data rate. The 863 to 870 MHz
range is divided in 280 lo-rate channels with a width of
25 kHz and 207 normal/hi-rate channels with a width
of 0.2 MHz. All normal and hi-rate channels fall within
the frequency bands for non-specific SRDs, as shown
in Table 7. However, a number of lo-rate channels also
overlap with frequency bands reserved for low duty
cycle/high reliability devices, as they fill the whole contin-
uous 863 to 870 MHz range. Only DASH7 devices used
as (social) alarms are allowed to function in those fre-
quency bands. This applies to the ranges 868.6 to 868.7

Table 6 An overview of the characteristics of uplink communication by SigFox, LoRaWAN, and DASH7 [24, 25, 35, 37, 40]

SigFox LoRaWAN (according to EU DASH7
regional parameters)
Modulation Differential  Binary CSS / CSS / Gaussian Frequency 2-GFSK
Phase Shift Keying Shift Keying (GFSK)
(DBPSK)
Max. total message size (bytes) 26 256 256
Max. payload size (bytes) 12 59 to 250 251
Data rate (kbps) 0.1 031to 50 9.6 (lo-rate),
55.555 (normal),
166.667 (hi-rate)
Max. transmission power (mW) 25 100 (limited by the relevant Limited by the relevant regulatory
regulatory limit, default 25 for end limit
devices)
Bandwidth (kHz) 0.1 125 25 (lo-rate),

Freq. range (MH2)

868.034 to 868.226
(192 kHz)

863 to 869.95 (with default center
frequencies at 868.1, 868.3, and
868.5 for uplink communication
and 869.525 for downlink
communication)

200 (normal, hi-rate)

863 to 870 (lo-rate),

863 to 870 with the exception of
868.6 t0 868.725, 868.925 to
868.975, 869.175 to 869.425, and
869.625 to 869.75 (normal, hi-rate)
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Table 7 An overview of the normal/hi-rate DASH7 channels and the corresponding regulatory frequency bands

Channel Index Start freq. (MHz) Center freq. (MHz) End freq. (MHz) Regulatory freq. band
0 863 863.1 8632 462363 MH2)
8 863.2 863.3 863.4 462 (863 MHz)
16 8634 863.5 8636 463863 MH2)
46a(863 MHz), 47 (865 MHz), 47D (865 MHz), and 48g6g MHz)
216 868.4 868.5 868.6 48868 MHz)
229 868.725 868.825 868.925 50(868.7 MHz)
239 868.975 869.075 869.175 50(868.7 MHz)
257 869.425 869.525 869.625 54(869.4 MHz)
270 869.75 869.85 869.95 56a(867.7 MHz) and 56bg677 MHz)

MHz (channels 224 to 227), 869.2 to 869.4 MHz (channels
248 to 255), and 869.65 to 869.7 MHz (channels 266
and 267).

The loosened duty cycle interval conveniently matches
the bandwidth of normal and hi-rate channels, thus allow-
ing to make optimal use of the loosened duty cycle.
However, most frequency bands designated for low duty
cycle/high reliability devices do not permit the use of the
100 s duty cycle, thus disabling this optimization for some
lo-rate channels.

5 Future research directions

In this section, we discuss some open problems and
research challenges caused by EU regulatory restrictions
for LPWAN SRDs. As the transmission power limitation
is a simple fixed value, most of the challenges will revolve
around the selection of regulatory frequency bands and
coping with the duty cycle limit.

Although the technologies discussed up until now
are well-known LPWAN technologies, the scope of this
section will be expanded to include other non-LPWAN
SRD technologies using the 863 to 870 MHz range.
For example, the IPv6 over the Time Slotted Chan-
nel Hopping (TSCH) mode of IEEE 802.15.4e (6TiSCH)
technology stack [41], shown in Fig. 9, and its various
components such as among others IPv6 Routing Proto-
col for Low-Power (RPL) and Lossy Networks and TSCH
are often used by SRDs in the 863 to 870 MHz range
to create mesh networks. As these mesh networks use
multi-hop communication and routing, they are more
vulnerable to the negative effects of duty cycle regula-
tions. A comparison between LPWAN and the 6TiSCH
technology stack can be found in [43]. Furthermore,
research is ongoing to mix both LPWAN and multi-hop
communication protocols. For example, [44—47] present
solutions to enable multi-hop communication on LoRa
technology, where [48] also aims to enable RPL routing.
Next, work is in progress by the IEEE 802.15 WPAN™

Task Group 4w (TG4w) [49] to amend IEEE 802.15.4
with LPWAN capabilities, naming the amendment IEEE
802.15.4w [50].

5.1 Impact on the network and higher layers

Saturation of duty cycled devices could have a signifi-
cant effect on network performance. (i) When a receiv-
ing device is saturated, it will not be able to respond
to any acknowledgements. This will be interpreted by
the network as packet loss, leading to retransmissions
and changes in network routing topology. (ii) In addi-
tion, duty cycle regulations could impose delays in net-
work performance, as devices must be cautious when
to send and how much. Measures such as spreading
out messages during the duty cycle interval introduce
a delay in network throughput, which could again lead
to retransmissions. For example, this could occur when
sending a Constrained Application Protocol (CoAP) GET
request [51]. The upper CoAP layer at the sending device
will time-out after a while due to a lack of a CoAP
acknowledgement message and retransmit the CoAP GET
request.

Both effects cause a snowball effect, as retransmissions
push other devices to their own saturation limits. If the
sending device was also already on the verge of saturation,
it could be pushed into saturation by the retransmissions.
This effect could also be enhanced by the combination of
multiple technologies demanding acknowledgements on
different layers. For example, when the device uses both
IEEE 802.15.4 and CoAP, then a CoAP retransmission
will force multiple retransmissions on the IEEE 802.15.4
layer. Whenever a device reaches saturation, it is consid-
ered lost by the network and the routing information in
the network must be adjusted. With non-LPWAN setups,
the additional overhead by routing protocols such as RPL
could cause a significant overhead, wasting the transmis-
sion time of several devices in the network [52-54] and
forcing them to saturation. Similar effects could be seen
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Fig. 9 An overview of the 6TiSCH stack [42]

when devices frequently drop in or out the network due to
duty cycle regulations or other causes, resulting each time
in routing adjustment overhead on the network.

5.2 The use of multiple frequency bands as a mitigation
technique

As the duty cycle in each frequency band poses a limit, a
solution would be to combine the use of different regula-
tory frequency bands. Unfortunately, this is not a possible
solution for SigFox as SigFox uses only a single regulatory
frequency band for uplink communication. At the con-
trary, LoRaWAN devices must be able to support channels
in the whole 863 to 870 MHz range and are thus able
to combine channels from multiple regulatory frequency
bands. LoRaWAN devices are also capable of defining new
channels through on-the-air updates, which could be used
to migrate its traffic to other regulatory frequency bands.
Similarly, DASH7 also supports channels in the 863 to
870 MHz range and is therefore also able to use multiple
regulatory frequency bands.

As an example for non-LPWAN technologies, TSCH
[55] could be improved to incorporate the use of multi-
ple regulatory frequency bands. TSCH uses a slotframe

where slots are assigned to pairs of devices. During each
iteration of the slotframe, each slot is assigned a channel
in a pseudo-randomly manner. However, the assignment
of pairs of devices to slots and the definition of the band-
width of channels and timings of the slotframe is left to
the user. This leaves a possibility to adjust these parame-
ters to the regulatory frequency bands. For example, the
channels could be mapped to the bandwidth ranges of
various regulatory frequency bands. Rizzi [56] proposes
a LoRaWAN adaptation to apply a TSCH-like approach.
This could bring these optimalisations to LPWAN tech-
nology, although this is not yet explicitly explored
in [56].

Additionally, the 6TiSCH Operation Sublayer (6top)
layer in the 6TiSCH stack allows devices to dynamically
adjust the slotframe scheme in the TSCH slotframe by
the use of a scheduling function [57]. The implementation
of a scheduling function is left to the user. This schedul-
ing function could be used to adapt the slotframe scheme
to the duty cycle of each device. For example, devices
who approach full saturation could be assigned less and
less time slots in the slotframe scheme as they approach
their point of saturation. This would force the device to
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reduce transmissions and would free up time slots in the
slotframe scheme to other devices who are still far from
their point of saturation.

Solutions have been proposed to extend TSCH with
adaptive channel selection to omit channels with inter-
ference. Du and Roussos, Tavakoli et al., and Kotsiou
et al. [58-60] blacklist undesirable channels based on
interference. Such techniques could be adapted to black-
list channels for devices who are saturated in certain
regulatory frequency bands. Another possible technique
would be to incorporate additional input into the pseudo-
randomly selection to reduce the assignments of channels
belonging to regulatory frequency bands nearing satura-
tion. Implementations for such adaptive channel selection
already exist [61], but are not yet adapted to duty cycle
regulations.

5.3 Possible actions for SRDs nearing saturation

As can be seen in Section 4, current technologies do
not contain specific features to prevent any type of sat-
uration or to reduce the impact of saturation on the
network. SigFox simply limits the amount of messages
due to their subscription model. As uplink communica-
tion happens in a single regulatory frequency band, SigFox
devices can only be fully saturated. Once saturation is
reached for a device, no more transmissions can occur
from that device. Due to the proprietary character of Sig-
Fox, it is not possible to adapt its technology. LoRaWAN
and DASH7 on the other hand leave it up to the user
and upper layers to adhere to regulation and to prevent
and respect saturation. However, DASH7 selects a chan-
nel prior before transmission and checks if the medium
is accessible through Carrier-Sense Multiple Access Col-
lision Avoidance (CSMA-CA). If the channel is in use,
it retries the transmission process on another randomly
selected channel. By editing this selection process to keep
track of the transmission times to the different 200 kHz
frequency intervals for polite spectrum access techniques,
DASH?7 could be adapted to better handle duty cycle reg-
ulations and prevent saturation. LoORaWAN also uses a
pseudo-random channel hopping technique which could
also be adapted to better suit the duty cycle regulations.
By defining new channels through on-the-air updates,
LoRaWAN could move its traffic to away from satu-
rated regulatory frequency bands or change its physical
layer (PHY) parameters when nearing saturation. Even on
higher levels, mitigating actions can be developed. For
example, when a device detects it is nearing saturation,
it could alert its neighbors or a central authority. This
would allow the network to change its routes or used
frequency ranges to prevent cutting of a part of that net-
work. There is still much room for further research into
and the implementation of mitigating features regarding
duty cycle limitations for such technologies. For example,
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models such as [62] are being proposed to adapt exist-
ing technologies to duty cycle regulations. Sandoval et
al. [62] uses Markov Decision Processes (MDP) to derive
an optimal transmission policy for LoRaWAN and SigFox
to maximize the number of reported events according to
their priority, while staying conform to the duty cycle reg-
ulations. This model is usable on constrained nodes, but
currently only keeps a single regulatory frequency band
in mind.

5.4 Efficient monitoring of duty cycled devices

Each SRD should at least be able to keep track of their
own cumulative transmission time Y To, (1) per regu-
latory frequency band to prevent it from exceeding the
regulatory duty cycle limits. This could also be used to
detect nearing saturations and to use the last available
transmission time for any mitigating actions.

To enable mitigating actions on a network level, it is
essential to introduce monitoring on a higher level than
the device itself. Such monitoring could be implemented
in a centralized or decentralized manner. However, such
monitoring solutions rely on additional wireless transmis-
sions and thus could potentially increase the duty cycle
problem. For example, [63] introduce a piggyback mech-
anism that integrates with IEEE 802.15.4 to retrieve net-
work information. Since the act of collecting such infor-
mation by itself also results in additional traffic, additional
research is needed to analyze the overhead versus the
benefits of centralized duty cycle monitoring in sub-GHz
networks.

5.5 Heterogeneous spectrum monitoring

To collect spectrum data and to detect devices violating
the regulatory limits, a central repository would be use-
ful similar to tv-whitespace databases. However, rather
than deploying additional devices, this repository should
ideally be populated using the different heterogeneous
devices that have already been deployed.

At the moment however, heterogeneous spectrum sens-
ing still has its own challenges according to [64]. (i) As
the spectrum sensing is done by different types of devices,
the data of each of the devices could be stored in different
types of formats (text, binary, ...) which makes it harder
to aggregate and interpret the data. For example, there is
often a lack of meta information containing device details
such as the used technology, a description of the involved
devices, and used signals. This could be mitigated by the
introduction of a uniform storage mechanism. Next, (ii)
the measuring resolution could be different between the
various sensing devices in both the time and frequency
domain. Collected data could therefore not be meaning-
ful compared to one another, which makes it difficult to
process and interpret. Therefore, effort should be put in
defining a common resolution. (iii) In a similar way, there
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is often a mismatch in calibration between the different
devices, thus defining the need for a common calibration
reference to calibrate all the devices. Finally, (iv) as the
different devices generate a large amount of data, there is
a need for an efficient processing method to handle this
data. Liu et al. [64] proposes methodologies to cope with
some of these challenges.

5.6 Impact of PHY parameters

As the duty cycle limits the transmission time Toq
of a device (1), one should also take into considera-
tion the parameters of the physical layer. For exam-
ple, IEEE 802.15.4-2015 [55] enabled devices can choose
various PHY parameters. Smart Utility Network (SUN)
Frequency Shift Keying (FSK) devices can choose from
three operating modes; 50, 100, or 200 kbps. A larger
data rate means shorter transmission times per message,
but reduces the transmission range. One must also not
forget the additional PHY fields attached to the trans-
mission as these also contribute to the transmission
time, such as among others the preamble, Start-of-Frame
Delimiter (SFD), PHY header, and Forward Error Cor-
rection (FEC). The same goes for technologies such as
LoRaWAN and DASH7. LoRaWAN can adapt its data
rate on the fly, thus changing the time on air for its
messages. DASH7 also has access to 3 different types
of channel classes with a different data rate for each.
These constructs can be leveraged to create adaptive PHYs
in regard to their duty cycle status. Further research is
still needed to automatically characterize the through-
put, range, and duty cycle trade-offs and to automatically
adjust the PHY parameters while keeping in mind these
constraints.

Another solution would be the construction of SRDs
with multiple PHYs, so that the device could switch to a
different PHY depending on traffic needs and duty cycle
limits. According to [16], this comes with its own chal-
lenges such as adaptations to routing protocols, the need
for hand-over mechanisms, challenges for optimization,
and a need for a virtualized LPWAN interface. Famaey et
al. [65] proposes an architecture that uses such a multi-
modal device.

As already mentioned, the IEEE is currently developing
an LPWAN amendment to the IEEE 802.15.4 standard,
called IEEE 802.15.4w, which is based on the low-energy,
critical infrastructure monitoring (LECIM) FSK PHY
modulation scheme [50] already present in IEEE 802.15.4.
IEEE 802.15.4w will introduce features such as frequency-
hopping spread spectrum (FHSS) and low-density parity
check (LDPC). It is expected that devices using IEEE
802.15.4 will be able to adapt to IEEE 802.15.4w by soft-
ware modifications only. Currently, there is little academic
literature on the IEEE 802.15.4w protocol and its perfor-
mance, thus leaving opportunities for further research.

(2019) 2019:219 Page 16 of 32

6 Conclusions

This paper gave an overview of the available fre-
quency bands for various categories of SRDs. These fre-
quency bands are specified by maximum duty cycle and
maximum transmission power parameters. To remedy the
duty cycle restriction, it is possible to use a combination
of different frequency bands, or to use polite spectrum
techniques. The latter reduces the duty cycle to 2.7% per
200 kHz interval, but is also bound to timing parame-
ters. Eventually, we looked at the recent alterations to the
regulations which mainly involve the addition of extra fre-
quency bands in the 874 to 876 MHz and 915 to 921 MHz
ranges.

Next, we have discussed 3 commonly used technologies
and how they cope with the regulations. SigFox depends
on a subscription model to keep the transmission time
within duty cycle restrictions. The LoRaWAN specifica-
tion mentions that it is the user’s responsibility to respect
the regulations. Its specification is split in a general and a
regional part. The regional specification describes various
parameters and settings for each region to help the user to
comply to SRD regulation. DASH7 also relies on the user
to respect the regulatory restrictions. Contrary to SigFox
and LoRaWAN does DASHY rely on polite spectrum tech-
niques; therefore, it is able to use the loosened duty cycle
restriction.

Additionally, we have identified some open research
challenges regarding the regulatory limits, such as the
impact on higher layers, mitigating the duty cycle restric-
tion by using multiple frequency bands together, possible
actions for when an SRD nears saturation, how SRDs
violating the regulations can be detected, adaptations nec-
essary to heterogeneous spectrum monitoring, and the
impact of PHY parameters on duty cycle restricted SRDs.

Finally, more information regarding the relevant insti-
tutes and legislation can be found in Appendix A and B,
allowing researchers to find relevant rulings in the some-
times confusion range of documents that is available.

We hope that this paper will be useful for researchers
and manufacturers to find their way through the regula-
tory landscape, to achieve the best possible performance
while remaining compliant to EU SRD regulations, and
to inspire them towards relevant research driven by the
imposed constraints.

Endnotes

! This paper uses the following notation for frequency
bands in Tables 1 and 3: number (sart frequency MHz)- For
example, band 48 from 868 to 868.6 MHz will be noted as
48868 MHz)-

2 Similar to the issue of Typs in the time domain for the
duty cycle restriction, as shown in Fig. 2.

3 Tobs in (1)
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Appendix A: Institutes involved in drafting EU
regulations for SRDs

The law for spectrum allocation in EU member states
is the result of different institutes on various levels. (i)
At the top level, global standardization institutes issue
global standards and regulations in the form of interna-
tional treaties. (ii) At European level, those treaties are
implemented in EU law and then converted into national
law by EU member states. (iii) Each member state has
a National Regulatory Authority (NRA) for monitoring
spectrum usage and enforcing regulation.

A.1 Global

The most prominent global institute for spectrum man-
agement is the ITU. The ITU is the United Nations
specialized agency for information and communication
technologies since 1949 [66]. It has been founded in
1865 and at the moment contains around 1000 members.
Among those members are 193 countries, meaning that
almost every country in the world is a member of ITU
[67]. The ITU is composed out of 3 sectors: the Radio-
communication Sector (ITU-R), the Telecommunication
Standardization Sector (ITU-T), and the Telecommuni-
cation Development Sector (ITU-D). Of these sectors,
the ITU-R is responsible for the allocation of the radio
spectrum.

The allocation of radio spectrum by the ITU-R is
defined in the Radio Regulations (ITU-RR) [68]. This col-
lection of documents is reviewed, appended, or revised
every 3 to 4 years during a World Radiocommunication
Conference (WRC). The ITU-RR divides the world into 3
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Table 8 An overview of the ISM frequency bands defined by the

ITU-RR [68]

Start freq. End freq. Center freq. Remarks

6.765 MHz 6.795 MHz 6.780 MHz

433.05 MHz 434.79 MHz 433.92 MHz Only in most countries
belonging to region 1

61 GHz 61.5GHz 61.25 GHz

122 GHz 123 GHz 122.5 GHz

244 GHz 246 GHz 245 GHz

13.553 MHz 13.567 MHz 13.560 MHz

26.957 MHz 27.283 MHz 27.120 MHz

40.66 MHz 40.70 MHz 40.68 MHz

902 MHz 928 MHz 915 MHz Only in region 2

2400 GHz 2.500 GHz 2450 GHz

5.725 GHz 5875 GHz 5.800 GHz

24 GHz 24.25 GHz 24.125 GHz

large regions as shown in Fig. 10, where the EU belongs to
region 1. Article 5 of the ITU-RR contains the frequency
allocations.

The ITU-RR defines the license-free ISM frequency
bands, which are often used by SRDs because of their
license-free nature. The 863 to 870 MHz frequency range
is often mistaken as an ISM band, but is actually not
contained in any of the ISM bands for region 1. A full
overview of the ISM bands can be found in Table 8.

As a matter of fact, SRDs as a whole are not considered as a
radio service according to article 1 of the ITU-RR [69, 70];
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60° 40° 20° 0° 20° 40° 60° 80° 100° 120° 140° 160° 180°;’2

—




Saelens et al. EURASIP Journal on Wireless Communications and Networking

thus, the regulations and frequency allocations of the ITU-
RR do not apply to SRDs. The ITU-R has no mandatory
regulations regarding SRDs. Resolution 54 [71] states that
although global or regional harmonization could offer
multiple benefits, radio spectrum regulation regarding
SRDs is currently still considered a matter for national
administrations. The resolution also declares that stud-
ies regarding the radio spectrum usage of SRDs should be
continued, including participation of various standardiza-
tion, industrial, and scientific organizations so that global
or regional harmonization could be achieved in the future.
The studies conducted as result of the resolution 54
have lead to various ITU-R Reports and Recommenda-
tions. Recommendations are a voluntary set of interna-
tional technical standards prepared by consensus, while a
Report is a statement by an ITU Study Group (SG) regard-
ing a specific matter or results from studies [67]. Neither
of these types of documents force any regulation to ITU
member states. These ITU-R deliverables regarding SRDs
often provide useful overviews and insights. An overview
of the most influential ITU-R deliverables is given here:

® Report SM.2153 [72] by the Spectrum Management
SG describes the technical and operational
parameters of SRDs and how they access and use the
radio spectrum. It includes among others a definition
of SRDs, an overview of possible applications,
commonly used frequency ranges, and maximum
transmission power and an overview of various
regional and national regulations from around the
world.

® Recommendation SM.1896 [26] recommends
frequency ranges for the harmonization of SRDs. The
Recommendation designates the frequency range
from 862 to 875 MHz as available for region 1 and
some countries of region 3.

e Recommendation SM.2103 [73] provides a
recommended categorization of SRDs for global
harmonization.

A.2 European region

Since the ITU does not provide regulations for SRDs on a
global level, regulation must take place on a regional level.
The regulations for SRDs in the EU region is the result of
a triangle of cooperation of 3 institutes, namely the CEPT,
the EC, and the ETSI. These institutes each have their
role in drafting law, harmonizing spectrum allocation, and
developing standards. This section describes each insti-
tute, their responsibility, and how they collaborate with
the other institutes.

A.2.1 European Commission
The EC is the heart of the EU. Among other things, it
defines the EU policy and takes the initiative for drafting
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EU legislation proposals. The EU policy for radio spec-
trum allocation is unified in a single document called the
Radio Spectrum Policy Programme [74]. It was drafted
for the first time in 2012 and can be considered as
the road map for a wireless Europe for the next multi-
ple years with an eye on the future. It aims to lay out
a policy programme for the planning and harmoniza-
tion of radio spectrum to create a single digital market.
The efficient use of radio spectrum should be maxi-
mized by introducing greater flexibility and analyzing the
need to free, reallocate, or create frequency bands. Harm-
ful interference and fragmentation of the market should
be avoided by the introduction of harmonizing techni-
cal measures and standards. To foster the internal EU
market, attention should be paid to competition and inno-
vation. Spectrum should therefore be available for the
introduction of new technologies, while member states
will collaborate with research and academic institutes to
further development of existing and new technologies.
Effort should also be made to reduce the environmen-
tal footprint. In order to keep track of the market needs,
trends, and possible improvements in spectrum alloca-
tion, an inventory will be kept identifying the uses of
spectrum. As competition is important for the well being
of the market, it is vital that member states actively
keep competition fair and effective. Therefore, mem-
ber states are allowed to amend, limit, add conditions,
reserve, and refuse rights to frequency bands or the trans-
fer thereof, at the same time promoting the coexistence
of technologies and services. Member states are allowed
to impose sanctions to ensure fair competition and opti-
mal spectrum use. The programme also defines that
member states should follow EU standpoints in interna-
tional agreements or negotiations and that the EU should
always aim to promote compatible policies in neighbor-
ing or third countries if possible. As most often the
case for radio spectrum regulation, the Programme does
not apply to matters regarding public order, safety, and
defense.

When there is a need for legislation, the EC will draft
a proposal and submit it to the European Parliament and
Council. If accepted, the legislation will be published in
the Official Journal of the European Union (OJEU) [75, 76].
The EU distinguishes between various kinds of legal
acts [76]:

e Regulations are effective immediately for all EU
members and citizens.

e Directives must be translated into national law by a
certain deadline.

e A Decision applies only to whom it is addressed and
is similar to regulations directly applicable. Possible
addressees include member states, companies,
organizations, and individuals.
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e Non-binding acts, such as recommendations and
opinions, serve only to inform or express the EU
views.

EU legislation follows the subsidiarity principle, which
specifies that legislation must be applied as local as pos-
sible [75]. If there is no need for EU wide legislation,
then it must be deferred to the EU members them-
selves on a national level. Most EU legislation for spec-
trum management are decisions addressed to all member
states.

Because of the importance of correct and relevant leg-
islation, it is necessary for the EC to inform themselves
thoroughly. EU legislative acts often lay down the gen-
eral principles and give the EC power to implement
more specific additional acts. These acts are divided into
2 different kinds, namely implementing and delegated
acts [77]:

e When the EC wants to introduce an implementing
act, it is obligated by EU law to consult a Committee
comprised of representatives from each member
state. This allows the member states to provide input
into the drafting of implementing acts. Committees
can prevent the adoption of an implementing act
[78]. For radio spectrum matters, this Committee is
the Radio Spectrum Committee (RSC) which is
mainly focused on the development of technical
measures for harmonizing legislation [33].

e Delegated acts may not alter essential elements of the
law and serve to clarify definitions, objective, scopes,
etc. Therefore is a consultation by a Committee not
required. The regulations for delegated acts are
limited to Article 290 in the Treaty on the
Functioning of the European Union (TFEU) [77].
Nevertheless, it is of high importance for the EC to
ask input from experts for delegated acts through an
advisory group (a Commission Expert Group (CEG))
[79]. The input of a CEG is only consultive and not
binding for the EC. The Radio Spectrum Policy
Group (RSPG) is the CEG for radio spectrum policy
and offers opinions to the EC for non-technical
matters involving the radio spectrum allocation [80].
This mainly revolves around the EU policy for radio
spectrum allocation by an economic, political,
cultural, strategic, health, and social viewpoint. The
members are the representatives of the member
states ministries and NRAs, although representatives
of certain countries and organizations such as CEPT
and ETSI are also welcome as observers.

The RSPG generally handles radio spectrum matters
on a more high level plane compared to the RSC, which
generally handles only technical implementing measures.
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Contrary to the RSC, the RSPG does not have any legal
power to prevent the implementation of an act, as it is only
an advisory group.

A.2.2 CEPT/ECC

CEPT was founded in 1959 to improve relations and coop-
eration between national postal and telecommunication
administrations. It is composed out of 3 committees: the
European Committee for Postal Regulation (CERP), the
Committee for ITU Policy (Com-ITU), and the Electronic
Communications Committee (ECC). CEPT currently has
48 members (the NRA of each country), covering the
European continent and including all EU members [81].
This is an ideal position to harmonize not only within the
EU, but also with its border states.

The CEPT/ECC’s main priority is to harmonize the use
of limited radio- and telecommunication resources, such
as radio spectrum and satellite orbits [82]. The EC can
issue mandates to the CEPT to conduct studies or give
opinions on the technical side of harmonizing measures
in legislation proposals [83], and also represent the inter-
ests of the EU on an international level at the ITU. The
CEPT/ECC can issue 6 types of documents [84]:

e ECC Decisions are issued to harmonize the limited
resources. These decisions are non-binding, but are
based on consensus and thus often implemented by
the CEPT member states. These CEPT/ECC
decisions are synchronized with EC legislation as the
latter are binding for all the EU member states.

e ECC Recommendations are a form of advice for
member state NRAs, showing the viewpoints and
opinions of the CEPT/ECC regarding harmonization.

e ECC Reports contain the results of studies.

e CEPT Reports are sent as an answer to mandates
issued by the EC. They contain the results of
requested studies and are often used by the EC as a
base for legislation proposals.

e FEuropean Common Proposals (ECP) are submitted
to the ITU to represent the EU viewpoints.

e ECC multi-annual strategic plans.

An overview of these document and how they interact
with the EC and ETSI is shown in Fig. 11. All CEPT/ECC
deliverables can be found publicly online [85].

A.2.3ETSI

In 1988, CEPT created ETSI to separate the task of reg-
ulation from standardization [69]. ETSI is appointed by
EU law as one of the 3 European Standardization Orga-
nizations (ESOs) [86]. Contrary to CEPT, which only
consist of member state NRAs on the European con-
tinent, ETSI also includes as members manufacturers,
researchers, economic operators, and various other kinds
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Fig. 11 An overview of EC, CEPT, and ETSI interaction
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of organizations and institutes from all over the world.
Currently, ETSI has over 800 members from 68 coun-
tries. Its standards are created by consensus and are used
throughout the world [87, 88]. As ETSI is merely a stan-
dardization organization, its standards are entirely volun-
tarily. ETSI is also responsible for developing harmonized
standards. A harmonized standard is a standard devel-
oped by one of the 3 ESOs as a response on a request from
the EC for harmonized legislation [86]. These standards
can be recognized by the “EN” at the beginning of their
name [89].

A.2.4 Interactions between the institutes

The EC, CEPT, and ETSI institutes form a triangle of
cooperation and interaction as can be seen in Fig. 11. The
EC takes initiative for legislation, CEPT conducts studies
involving the shared use of spectrum, and ETSI drafts the
European (harmonized) standards.

EC and CEPT The EC and CEPT have signed a Mem-
orandum of Understanding (MoU) which allows the EC
to issue mandates to CEPT [83]. When the EC wants to
take initiative for developing harmonizing EU legislation,
it can ask CEPT for advice or to undertake studies regard-
ing technical implementing measures. The results of the
work done by CEPT are then sent back in the form of
CEPT reports. The EC works closely with the RSC dur-
ing this process in order to retrieve input of the member
states on the mandates to CEPT and drafts of the legisla-
tive acts, and with the RSPG for advice on non-technical
and policy measures. The MoU therefore asks to allow

representatives of CEPT to take part in meetings of the
RSC and RSPG. Vice versa are EC representatives allowed
at relevant meetings of the CEPT/ECC. This cooperation
is reflected in EU law [33, 80] and CEPT/ECC rules of pro-
cedure [84]. An overview of all mandates to CEPT from
the EC can be found in [90, 91]. The MoU also encourages
the exchange of information and experience between the
two institutes.

EC and ETSI The collaboration between EC and ETSI
is defined in EU law instead rather than an MoU [86].
ETSI can be requested by the EC to draft EU harmonizing
standards. These harmonizing standards are then offi-
cially published in the OJEU [92].

CEPT and ETSI Aside from the mandates and requests
from the EC to CEPT and ETS], there is also an MoU
between CEPT and ETSI [93]. In this MoU, each insti-
tute’s responsibilities and the need for close collaboration
has been recorded. It states that the two institutes are
complementary: CEPT is responsible for regulating and
harmonizing the use of radio spectrum, while ETSI is
responsible for standardization. Deliverables from both
organizations should not contradict each other and must
be mutually acceptable. The institutes will co-operate
closely together, exchange information, and invite rep-
resentatives from the other on relevant meetings. The
MoU also contains an annex describing the procedures for
cooperation. These protocols imply that whenever one of
the institutes is developing a deliverable, it should inform
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the other institute when a new deliverable or modifica-
tion to an existing deliverable of that other institute is
needed. When ETSI is developing a standard with spec-
trum sharing issues or in need for spectrum (re)allocation,
it can issue an System Reference Document (SRDoc) to
CEPT describing the issue. CEPT/ECC will then inves-
tigate the matter, conducting the necessary studies or
(re)allocating radio spectrum if necessary. The results of
studies are sent back to ETSI in the form of ECC Reports,
the (re)allocation of radio spectrum in the form of ECC
Decisions or Recommendations [92]. During the whole
process there is a strong interaction with feedback from
both institutes. Both institutes keep a relationship matrix,
which shows how they co-operate [94]. A full overview of
the cooperation procedure for standardization and regu-
lation by CEPT and ETSI can be found in [92].

A.3 National

In order to regulate radio spectrum, each state has an
NRA on a national level. A list of all EU NRAs can be
found in Table 9. Often (depending on the state) is the
NRA involved on both global, regional, and national level
[96, 97]. This allows states to have input in global and
regional standardization and regulation, which can offer
economical benefits. For example, the Belgian NRA, Bel-
gian Institute for Postal Services and Telecommunications
(BIPT), is involved in all 3 layers [96]. On a global level,
BIPT is a member of the ITU. Regionally, BIPT is a mem-
ber of CEPT/ECC, ETSI, RSC, and RSPG. Nationally,
BIPT is by law designated as the institute for managing the
radio spectrum.

Appendix B: Legislatory acts, recommendations,
and standards for SRDs in the EU

The complexity of sub-GHz SRD law arises from the fact
that the EU regulation is spread out over a number of EU
laws. This section offers an overview of these laws and
their implications.

B.1 European legal acts

All EU regulation for the use and allocation of radio
spectrum is laid down in EU law. An overview of the most
important laws concerning radio spectrum can be found
in Fig. 12.

B.1.1 Decision 676/2002/EC (Radio Spectrum Decision)

Decision 676/2002/EC on a regulatory framework for
radio spectrum policy in the European Community [33],
also known as the Radio Spectrum Decision, is a corner-
stone for SRD regulation in EU law. The Decision has
some influential consequences: (i) radio spectrum reg-
ulation should occur on a EU level instead of national,
(i) mandates can be issued to CEPT as described in
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Appendix: Section A.2.4, (iii) it contains the legal basis
for the creation of the RSC, (iv) all member states must
publish their national radio frequency table to the public,
and (v) it describes the policy for member states involved
in international organizations regarding radio spectrum
such as the ITU.

B.1.2 Decision 2000/299/EC

According to Decision 2000/299/EC [98], radio equip-
ment can be allocated to 2 different classes, which are
simply named class I and class 2. Class 1 contains all the
radio equipment that can be used throughout the whole
EU without any restrictions. Any radio equipment that has
been applied a restriction by an EU member state belongs
to class 2. The Alert Sign has been assigned as the Equip-
ment Class Identifier for class 2, as shown in Fig. 13. Class
2 devices must contain a table on the packaging, includ-
ing the sign shown in Fig. 14, indicating which member
state has put any restrictions on this device [99]. Affixing
the Equipment Class Identifier is no longer required by EU
law.

Table 9 An overview of the NRAs in the EU [95]

Country NRA Website

Austria RTR www.rtr.at

Belgium BIPT www.bipt.be
Bulgaria CRC www.crc.bg
Croatia HAKOM www.hakom.hr
Cyprus OCECPR WWW.0CECPr.org.cy
Czech Republic CTU www.ctu.eu
Denmark DBA www.danishbusinessauthority.dk
Estonia ETRA www.tja.ee

France ARCEP www.arcep.fr
Finland FICORA www.traficom fi/fi
German BNetzA www.bundesnetzagentur.de
Greece EETT www.eett.gr
Hungary NMHH www.nmhh.hu
Ireland ComReg www.comreg.ie
[taly AGCOM Www.agcom.it
Latvia SPRK www.sprk.gov.lv
Lithuania RRT Www.rrt.lt
Luxembourg ILR www.ilr.public.lu
Malta MCA WWW.Mca.org.mt
The Netherlands ACM www.acm.nl
Poland UKE www.uke.gov.pl/
Portugal ANACOM www.anacom.pt
Romania ANCOM WWW.ancom.org.ro
Slovakia RU www.teleoff.gov.sk
Slovenia AKOS WwWw.akos-rs.si
Spain CNMC WWW.CNmc.es
Sweden PTS WWw.pts.se

The UK Ofcom www.ofcom.org.uk



www.rtr.at
www.bipt.be
www.crc.bg
www.hakom.hr
www.ocecpr.org.cy
www.ctu.eu
www.danishbusinessauthority.dk
www.tja.ee
www.arcep.fr
www.traficom.fi/fi
www.bundesnetzagentur.de
www.eett.gr
www.nmhh.hu
www.comreg.ie
www.agcom.it
www.sprk.gov.lv
www.rrt.lt
www.ilr.public.lu
www.mca.org.mt
www.acm.nl
www.uke.gov.pl/
www.anacom.pt
www.ancom.org.ro
www.teleoff.gov.sk
www.akos-rs.si
www.cnmc.es
www.pts.se
www.ofcom.org.uk

Saelens et al. EURASIP Journal on Wireless Communications and Networking

(2019) 2019:219 Page 22 of 32

Standards Organizations
1025/2012

RED
2014/53/EU

RN

Radio Spectrum Decision
676/2002/EC

Committees
182/2011

Fig. 12 An overview of the most notable EU laws regarding SRD regulation

Created as result of

Implies conformity

Synced with

Group, Committee,
National Regulatory
Authority

Standard
Recommendation

ETSI(L__))
AN

World Class Standards

------------------------- EN 300 220 *

ERC/Rec.70 03 **

Radio Classes
| 2000/299/EC

[ECC

Spectrum for SRD |~
2006/771/EC

RSPG
2002/622/EC

RSPG

and how they are related

An indicative and non-exhaustive list listing the radio
equipment for both Equipment Classes is publicly avail-
able online at [100]. The class 1 list contains an entry for
each non-specific, alarm, social alarm, wireless stream-
ing, RFID, and wideband data frequency band for SRDs
mentioned in Table 1. Currently, there are no entries
for SRDs in the 863 to 870 MHz range in the class 2
list, meaning that all SRDs using the frequency bands of

Table 1 can be used throughout the whole EU without any
restrictions.

B.1.3 Decision 2006/771/EC

As the amount of SRDs on the internal market expanded,
it became apparent that harmonization was needed to
ensure compatibility across borders, prevent harmful
interference, and reduce production costs. Therefore,

Fig. 13 The Equipment Class Identifier for class 2 radio equipment [98]
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Fig. 14 The sign for radio equipment under restrictions in one or more member states [99]

Decision 2006/771/EC [18] has been drafted for the legal
harmonization of frequency bands for SRDs throughout
the EU. The annex of this Decision contains a frequency
allocation table for the range of 9 kHz to 246 GHz. This
table is the only frequency allocation table with legal value
4 contrary to the tables in other documents described in
Appendix: Section B.2 which have none. SRDs compliant
with the specified frequency ranges and their parame-
ters are classified as class 1 devices and may thus be
used throughout the whole EU. All frequency ranges
from the table are available in all EU member states,
as enforced by the Decision. Member states are allowed
to loosen the restrictions or make available other fre-
quency ranges. However, SRDs using those restrictions or
frequency ranges cannot operate in the whole EU and are
consequently classified as a class 2 device.

The table specifies the following parameters for each
frequency band:

e The category of SRD to which the band is assigned

e The maximum transmission power, maximum field
strength, or maximum power density

¢ Additional parameters such as duty cycle, channeling,
access, or occupation rules

e Extra usage restrictions

The frequency ranges from the frequency allocation
table within the range of 863 to 870 MHz are displayed in
Fig. 1 and Tables 1 and 3.

This Decision also acknowledges the low-power and
short-range nature of SRDs and defines their position in
relation to other radiocommunication services. Due to
their nature, SRDs are allowed to share frequency bands
with other radiocommunication services. It is the respon-
sibility of SRDs to protect themselves from interference
of such services and to avoid causing harmful interfer-
ence to those services. The radiocommunication services
have priority and should thus not be obligated to protect
themselves from SRD interference.

Decision 2006/771/EC is a direct result of the Radio
Spectrum Decision, as it came into existence through a
mandate to CEPT [101]. Later on, a permanent mandate
was issued to CEPT to update the Decision on a yearly
basis [27].

B.1.4 Decision 2018/1538

Recently, additional frequency bands have been allocated
to SRDs through Decision 2018/1538 [32], as described
in Section 3.7. Due to the usage of bandwidth in the
874 to 876 MHz and 915 to 921 MHz range by EU
member states for public order, security, and defense pur-
poses, a different and more flexible approach is needed
rather than adding the new frequency bands to Deci-
sion 2006/771/EC. After all, the Radio Spectrum Decision
dictates that EU regulations may not intervene with the
member state regulations regarding public order, secu-
rity, and defense purposes. The aim of this decision is
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to prevent further fragmentation of the frequency bands
in this range, while providing greater flexibility to mem-
ber states regarding frequency bands for public order,
security, defense, and railway purposes.

B.1.5 Decision 2007/344/EC

The purpose of Decision 2007/344/EC [102] is to intro-
duce a single access point with a common format and
level of detail for all available information about radio
spectrum allocation in the EU. This single access point,
named ERO Frequency Information System (EFIS), is
publicly available on the internet [103] and contains all
available radio spectrum information for each EU and
CEPT member state. It is a handy tool for manufactur-
ers, researchers, and other interested users for looking
up or comparing radio spectrum allocations from differ-
ent EU and CEPT member states. EFIS is hosted by the
European Communications Office (ECO), the office sup-
porting CEPT. It is not the purpose of EFIS to replace the
NRA’s national databases, but to complement them. The
NRAs still keep maintaining their own radio spectrum
information databases, but must send updates to EFIS
twice per year.

The Decision is a direct consequence of the Radio Spec-
trum Decision, as that mentioned that all member states
should publicly publish their frequency allocation table
and all other available information for the use of radio
spectrum, and keep this up to date. EFIS was then selected
after the EC mandated CEPT to investigate if it was indeed
suitable to fulfill that task [104].

B.1.6 Decision 2002/622/EC

Decision 2002/622/EC [80] announces the establishment
of the RSPG as an advisory group for assisting the EC
in matters about radio spectrum policy on EU and inter-
national level. The decision defines the members of the
RSPG as one expert of each member state. It is also
allowed to invite observers, such as CEPT and ETSI, and
encouraged to consult with other interested parties such
as market operators and consumers.

B.1.7 Directive 2014/53/EU (RED)

Directive 2014/53/EU [105], also known as the Radio
Equipment Directive (RED), specifies the essential
requirements radio equipment must meet in order to be
allowed on the EU market. All radio equipment in order
with the Directive may be made available and move freely
throughout the whole EU market®. Radio equipment
considered compliant with the relevant harmonized
standards is also considered compliant with the essential
requirements of this Directive. This presumption of con-
formity offers a great advantage for manufacturers: when
the radio equipment complies with the relevant harmo-
nized standards, such as EN 300 220, it can be put on the
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EU wide market. The relevant harmonized standards can
be found in the OJEU [106].

These essential requirements for radio equipment are
defined in 3 parts. First, the radio equipment must be safe
to use and may not present any risk to persons or ani-
mals. Next, radio equipment must use the radio spectrum
as efficient as possible and prevent harmful interference.
Finally, the radio equipment must comply with the follow-
ing requirements depending on the class or category to
which it belongs: it must be compatible with other radio
equipment and accessories (e.g., chargers), it may not
harm its network or abuse the network resources, the pri-
vacy of users must be respected, measures must be present
to prevent fraud, it must provide access to emergency ser-
vices, it must be accessible for persons with a disability,
and only software compliant with the radio equipment
may be loaded onto that equipment.

The Directive also defines the obligations of the man-
ufacturers, importers, and distributors involved 6 Man-
ufacturers are responsible for the radio equipment they
produce, the conformity assessment thereof, and the
drafting of the technical documentation of the equip-
ment. When radio equipment is deemed compliant with
the requirements through assessment, the manufacturer
will draft an EU declaration of conformity and affix the
Conformité Européenne, or European Conformity (CE)
marking shown in Fig. 15. Aside from assessment, man-
ufacturers are also subject to other obligations. These
obligations are among others: (i) radio equipment must
be usable in at least 1 member state without breaking
regulations. (ii) Member states imposing restrictions on
the equipment must also be listed on the packaging. (iii)
The equipment must also be affixed with an identification
of the equipment (e.g., a serial number) and the manu-
facturers’ contact details and (iv) be accompanied with
various documents including (a copy of) the declaration
of conformity, technical documentation, instructions, a
description of the components or accessories, safety infor-
mation, and information of the used frequency bands
and maximum transmission power. (v) Manufacturers are
also obliged to keep the technical documentation and
declaration of conformity for a period of 10 years. (vi)
Manufacturers must cooperate with national authorities
and provide all relevant documents when requested to
prove the conformity of the equipment. (vii) It is the man-
ufacturers responsibility to keep radio equipment or to be
produced radio equipment of the assessed type, compli-
ant in the event of a change in technical specifications of
the equipment or of harmonized standards. If radio equip-
ment no longer complies with this directive, it must be
investigated and monitored by the manufacturer. Addi-
tionally, distributors must be informed and a register of
complaints can be kept. When necessary, manufacturers
must take corrective measures or remove the equipment
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throughout the whole EU market

Fig. 15 The CE marking. This marking declares that radio equipment complies with EU regulation and therefore may be freely distributed and used

of the EU market. If the non-compliance presents a risk,
national authorities must also be notified. Importers and
distributors are bound by the similar demands as manu-
facturers. Importers are only allowed to import positively
assessed radio equipment. It is the importers and dis-
tributors responsibility to ensure that the equipment is
compliant, the manufacturer (and importer) has fulfilled
its obligations, all required affixes and documents from
the manufacturer are present, and the equipment stays
compliant during storage or transport. Imported radio
equipment must also be affixed by the importers contact
details. Importers must also keep the declaration of con-
formity and technical specifications for 10 years. Just like
manufacturers, importers and distributors are obliged to
keep track of non-compliant radio equipment, to take cor-
rective measures if necessary, to inform the distributors
involved, and to cooperate with national authorities. Man-
ufacturers, importers, and distributors must keep track
for 10 years who has supplied them and who they have
supplied with radio equipment.

The conformity assessment procedures can be per-
formed by either the manufacturer itself or a conformity
assessment body. When harmonized standards are not or
only partially used, compliance with certain requirements
can only be assessed through a conformity assessment

body. The annexes of the Directive describe 4 types of con-
formity assessment procedures. In the case of a negative
assessment by an assessment body, the assessment body
can ask to take corrective actions. If these are not suffi-
cient, the assessment body can refuse or recall approval.
An appeal procedure is available in case the assessment
is contested. The technical documentation must contain
enough information and details to check if the equipment
is compliant to this Directive and the requirements. If
the technical documentation is not adequate, manufac-
turers or importers can be asked to have the equipment
tested for compliance to the requirements by an external
party at their own expense. Conformity assessment bod-
ies can also be notified by market surveillance authorities
in case of non-compliance or risk, and have the authority
to restrict the equipment from the EU market. The Direc-
tive also specifies regulations for conformity assessment
bodies and each member state’s national accreditation
body to assess and monitor those conformity assess-
ment bodies. These regulations include that all bodies
must be objective, free from conflict of interest, have
sufficient means and capable personnel, be up to date,
exchange information, and respect confidentiality. All
conformity assessment bodies are listed publicly by the

EC [107].
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B.1.8 Regulation 1025/2012

Regulation 1025/2012 [86] lays down the rules regard-
ing standardization organizations and procedures in the
EU and appoints ETSI as one of the 3 European stan-
dardization organizations. The Regulation also defines the
right of the EC to send requests to the European stan-
dardization organizations to draft harmonizing standards.
Harmonized standards should be drafted with the needs
of the market and public interest in mind and be based
on consensus. The development of standards must hap-
pen in a transparent manner and also involve all interested
parties during various stages of the development. This
includes research centers, universities, enterprises, con-
sumer organizations, environmental and social parties,
public authorities, and market surveillance authorities.
Drafts of standards, and other deliverables, must be dis-
tributed to other European and national standardization
organizations, to allow other standardization organiza-
tions to comment on the draft or deliverable. When the
harmonized standard is adopted, it will be published in
the OJEU by the EC. National standardization organiza-
tions are not allowed to impose standards which impede
EU harmonization and must remove national standards
if they conflict with new harmonized standards. Member
states are however allowed to object against a harmonized
standard, which can lead to the addition of restrictions on
the standard or its withdrawal.

Standardization organizations must work in a transpar-
ent manner according to the Regulation. For example,
all European and national standardization organizations
must publicly publish their annual work programme. This
programme defines among others the standards or other
deliverables which will be worked on during that year or
were adopted in the previous work programme.

B.2 Recommendations and standards

Next to the official EU law, a few other documents are
often mentioned regarding the allocation of radio spec-
trum. This section takes a closer look at those documents,
their implications, and jurisdiction.

B.2.1ERC7003

In 1997, CEPT has issued a recommendation for the allo-
cation of radio spectrum for SRDs. This document, called
ERC Recommendation 70-03 [19], gives the opinion of
the CEPT/ECC on how the radio spectrum should be
allocated. The recommendation in itself has rather little
power to impose or force the implementation of the har-
monizing frequency bands and their restrictions, as CEPT
members are free to choose whether or not to implement
CEPT or ECC deliverables [108]. The recommendation
is also merely a recommendation, which implies that the
implementation is encouraged, but entirely voluntarily.
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The harmonized frequencies in the Recommendation
used to be defined in ECC decisions, but were repealed
in 2008 as they became obsolete through EU harmonized
standards [109]. The Recommendation is updated and
synchronized with the frequency allocation tables in both
Decision 2006/771/EC and EN 300 220 and thus corre-
sponds with EU law. This synchronization is done deliber-
ately because many CEPT members are also EU member
states, which are obliged to uphold EU law. Members are
encouraged, but not required to uphold to the more exten-
sive Recommendation’s restrictions as long as they stay
within EU law. Although the recommendation has only a
small legal impact, it is cited in multiple papers and online
sources. This demonstrates the Recommendation’s true
power, namely providing the otherwise scattered informa-
tion regarding radio spectrum allocation in a single clear
and publicly available document.

The recommendation also contains 14 annexes and 5
appendices. While the recommendation itself expresses
the need for harmonization and prevention of harmful
interference on a high level, the most relevant and con-
tributing information is actually contained in the annexes
and appendices which make up the bulk of the recommen-
dation. Each annex contains a frequency allocation table
defining the frequency bands for SRDs belonging to a cer-
tain application type. The frequency bands in the Recom-
mendation mainly conform to the frequency bands spec-
ified in Decision 2006/771/EC with some minor changes
which are mostly more restrictive. Only the following
annexes contain frequency bands in the 863 to 870 MHz
range:

e Annex 1: Non-specific SRDs. This annex contains all
the frequency bands of Decision 2006/771/EC for
non-specific SRDs with the exception of 47b(ge5 MHz)»
which is defined in annex 2. A major difference with
Decision 2006/771/EC is the split of the non-specific
frequency bands for the 863 to 870 MHz into a (i)
FHSS, (ii) Direct Sequence Spread Spectrum (DSSS)
or other wideband technique, and (iii) non-spread
spectrum band. The FHSS and non-spread spectrum
bands also specify certain bandwidth conditions not
present in Decision 2006/771/EC. The DSSS or other
wideband techniques have a power density limit,
while there are no such limits in Decision
2006/771/EC. The duty cycle in the frequency band
for DSSS or other wideband techniques can be
increased to 1% if certain conditions regarding
bandwidth and power are met, but this does not
apply for the FHSS and non-spread spectrum bands.
Another notable difference is that restrictions as in
Table 3 are generalized in the Restriction over all
non-specific frequency bands in the 863 to 869.2
MHz range. This generalized restriction allows only
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digital audio and video with a maximum bandwidth
of 300 kHz and analog and digital voice applications
with a maximum bandwidth of 25 kHz. This differs
with Decision 2006/771/EC, where frequency bands
for non-specific SRDs often exclude analog audio or
video applications without exceptions based on
bandwidth, and do not have bandwidth conditions
for audio and video applications using digital
modulation. Additional, 56b(ge9.7 MHz) is more
heavily restricted than in Decision 2006/771/EC as
only voice is allowed under certain conditions, such
as maximum bandwidth of 25 kHz, polite spectrum
access, and maximum transmission time of 1 min per
transmission.

® Annex 2: Tracking, tracing, and data acquisition. This
annex contains band 47b(ges MHz) from Decision
2006/771/EC without modifications.

® Annex 3: Wideband data transmission systems. This
annex contains the wideband data transmission band
84863 MHz) from Decision 2006/771/EC without
modifications.

e Annex 7: Alarms. This annex contains all the low
duty cycle/high reliability bands
51(869.2 MHz)» 52(869.25 MHz)» 53(869.3 MHz), and
55(869.65 MHz) from decision 2006/771/EC without
modifications.

e Annex 10: Radio microphone applications including
Assistive Listening Devices (ALD), wireless audio,
and multimedia streaming systems. This annex
contains the high duty cycle/continuous transmission
band 46bge3 MHz) from decision 2006/771/EC
without modifications.

e Annex 11: RFID. The RFID annex contains a
frequency band equivalent to band 47a(ge5 MHz) from
Decision 2006/771/EC, with the addition of a
maximum continuous interrogation time of 4 s and a
dead time of 100 ms between interrogation
transmissions in the same channel. It also contains
frequency bands corresponding to the frequency
bands in the repealed Decision 2006/804/EC, which
are still allowed for RFID interrogation devices made
before the repeal.

Table 10 The duty cycle categories defined in ERC
Recommendation 70-03 [19]

Name Duty cycle (%) Maximum allowed
continuous transmission
time (s)

Very low <0.1% 0.72

Low <1% 36

High <10% 36

Very high Up to 100% -
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Following the annexes are the appendices of which
appendix 1 (National Implementation), 3 (National
Restrictions), and 5 (Duty Cycle Categories) are the most
interesting. Appendix 1 (National Implementation) pro-
vides a matrix with all frequency bands as rows and
all CEPT members as columns. The appendix gives an
overview of which CEPT members have implemented
which frequency bands fully, partially, or not at all.
Appendix 3 (National Restrictions) lists for each fre-
quency band all CEPT members that have only imple-
mented the frequency band partially or not at all, together
with a description of the limitation and the reason thereof.
The last appendix, appendix 5 (Duty Cycle Categories),
contains the only recommendation in all of the EU, CEPT,
and ETSI documentation regarding radio spectrum regu-
lation for the maximum allowed continuous transmission
time for SRDs not using LBT and AFA. An overview can
be seen in Table 10. For example, transmissions in the
low category are recommended to have a duration less or
equal than 3.6 s. As the duty cycle of 1% only allows for
36 s of transmission time during 1 h, only 10 continuous
messages of 3.6 s can be sent.

B.2.2 EN 300 220

As the result of a request from the EC, ETSI drafted a
harmonized standard called EN 300 220 for SRDs in the
25 to 1000 MHz range [110]. The standard consists of 4
parts from EN 300 220-1 to EN 300 220-4. EN 300 220-1
[21] contains mainly the technical specifications and pro-
cedures to test conformance to the standard. Part 2 [111]
is the actual harmonized standard for non-specific SRDs.
Part 3 is divided into 2 parts itself of which both are har-
monized standards for the low duty cycle/high reliability
alarm frequency bands: 3-1 [112] handles the social alarm
band and 3-2 [113] the other alarm bands. Finally, part
4 [114] contains the harmonized standard for metering
devices operating in the 169.4 to 169.475 MHz band.

The EN 300 220 standard aims to fulfill the essen-
tial requirements described in the RED. This connection
between the standard and the RED is the true advantage
of EN 300 220. This is a valuable asset for manufactur-
ers, as the implementation of the EN 300 220 standard
in their SRDs and solutions is an easy way to comply
to EU regulation. It is not mandatory to implement the
EN 300 220 standard to fulfill the essential requirements,
but then, its conformity must be proven and tested oth-
erwise. EN 300 220-3-2 to EN 300 220-4 each cover the

Table 11 The CCA threshold defined in EN 300 220-1 [21] based
on an antenna gain of 0 dB relative to a dipole

CCA threshold
15 dB above Sp
11 dB above Sp

Transmission power (mW)
< 100 mW
Between 100 and 500 mW
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essential requirements for that type of SRDs (non-specific
or (social) alarms), based on the technical specifications
described in EN 300 220-1. Annex A of each document
gives the relationship between the standard and the essen-
tial requirements of the RED.

The most interesting section in EN 300 220-1 [21] is
Section 5.21 (polite spectrum access), as this is the only
occurrence of specific regulations for devices using LBT
and AFA. All timing parameters and the alternative duty
cycle ratio defined in Section 3.2 and Fig. 3 originate from
this section. It also specifies other parameters like the
CCA threshold: only when no signals are received with
a signal strength above the threshold during the CCA
check is the medium considered free and available for
transmission. The threshold is categorized by the trans-
mission power, as can be seen in Table 11, and depends
on the receiver sensitivity S, which can be calculated
using the receiver bandwidth R, (9). Unfortunately, not
all parameters have been defined clearly. One example are
the boundaries of the 200 kHz intervals for the alternative
duty cycle. Another is the maximum continuous trans-
mission time which can be 1 s or 4 s depending on the
application. Regular transmissions only have a maximum
duration of 1 s, while the 4 s limit is reserved for polling
sequences and transmission dialogs. However, there is
currently no precise definition when a transmission can
be categorized as a polling sequence or transmission dia-
log. In the same way, there is no list of specific algorithms
for LBT or AFA accepted by the standard: LBT is simply
defined as an CCA check followed by a random backoff
time period or frequency change, and AFA can be imple-
mented in various ways but should try to avoid channels
occupied by other devices.

S, = 10log(Ry) — 117 9)

Parts EN 300 220-2 to EN 300 220-4 are the actual
harmonized standards and almost exclusively refer to EN
300 220-1 for descriptions, limits, and conformance pro-
cedures. The standardized frequency allocations can be
found mostly in their annexes:

e EN 300 220-2 annex B contains the regulatory limits
for non-specific SRDs in the EU market, categorized
as class 1 devices, in the form of a frequency allocation
table. It is kept in sync with Decision 2006/771/EC.
The frequency bands in the annex are at the moment
of writing which is not yet updated to the current
version of Decision 2006/771/EC, meaning that for
example 47bge5 MHz) is not yet added. Additionally,
frequency bands regarding RFID and wideband data
applications are not included in EN 300 220. Even
without the differences due to updated legislation,
there are some differences between EN 300 220-1
and Decision 2006/771/EC, resembling the
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differences between ERC Recommendation 70-03
and Decision 2006/771/EC. For example, EN 300
220-2 mentions no usage restrictions regarding audio
and video in the whole 863 to 869.65 MHz range, in
contrast to the exclusions of analog audio and/or
video mentioned in Decision 2006/771/EC. There is
also no restriction for analog video in 54(g¢9.4 MHz) Or
any mention of the allowance for voice applications
in 56a(869.7 MHz) as there is in Decision 2006/771/EC.
Additionally, EN 300 220-2 is more restrictive for
46a(863 MHz), as it limits the bandwidth for audio and
video to 300 kHz while such restriction is not
enforced by Decision 2006/771/EC.

e EN 300 220-2 annex C also has a frequency allocation
table, but for frequency bands not harmonized in the
EU or for non EU members. The frequency bands
here largely correspond with the equivalent
frequency bands mentioned in annex 1 of ERC
Recommendation 70-03. The difference is that ERC
Recommendation 70-03 describes the frequency
bands with notes, while EN 300 220-2 describes these

explicitly in its spectrum table. Minor differences for
example are the replacement of audio/video
bandwidth limitations of FHSS frequency bands by a
maximum allowed occupied bandwidth based on the
amount of channels, and the definition of wideband
as a minimum occupied bandwidth of 200 kHz in EN
300 220-2.

e EN 300 220-3-1 section 4.2 contains the frequency
band for social alarms, which corresponds entirely
with the low duty cycle/high reliability band
51(869.2 MHz) from Decision 2006/771/EC.

e EN 300 220-3-2 annex B contains the frequency
bands for alarms, which correspond entirely with low
duty cycle/high reliability bands

49868 MHz)» 52(869.25 MHz)» 53(869.3 MHz), and
53(869.65 MHz) from Decision 2006/771/EC.
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