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Abstract

The green communication for 5th generation Internet of Things base on the energy
collecting and security issues is studied in this paper. The transceiver and power
splitting factor are optimized aiming at minimizing the transmitting power at the
source node subject to the security performance and energy collection. Since the
optimization problem is a nonconvex function, an iteration optimization algorithm is
proposed to divide the objective optimization function into two subproblems,
namely, a joint transmitter and PS factor optimization subproblem and a minimum
mean-square error-based receiving filter optimization subproblem. Furthermore, since
the transmitter and PS combining optimization subproblem is still a nonconvex
function, the semidefinite relaxation technique is used to transform it into a convex
function. The feasibility of the optimization problem and the convergency of the
iteration algorithm are proved in theory, and the simulation results show the
availability of the proposed scheme.

Keywords: Full-duplex, Internet of Things, Physical layer security, Simultaneous
wireless information and power transfer

1 Introduction
Internet of Things (IoT) is expected to improve human life due to it can connect vari-

ous objects to provide information and control the monitored objects at any time and

space [1]. However, IoT devices have to face the energy limitation problem due to re-

source constraints. In recent years, simultaneous wireless information and power

transfer (SWIPT) based on radio frequency (RF) is regarded as a promising energy col-

lection scheme [2]. It is a prospective energy replenishment method for the sensors in

IoT with insufficient battery capacity. Due to the ways of energy collection, there are

two work modes, namely, time splitting mode and power splitting (PS) mode. In the

PS mode, the receiver divides the received RF signals into two parts: one is for energy

collection, and the other is for information processing.
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The 5G IoT communication systems provide users with high data transmission, wide

network coverage, multiple devices access, and low data delay, which bring more severe

challenges to the secure transmission [3]. A large number of sensitive and confidential

information, such as medical records, financial data, military information, and so on, is

transmitted on wireless channels. Once the security of these sensitive information is

destroyed, it will bring a huge threat to people’s privacy, social economy, and even na-

tional security. How to ensure the secure transmission of information is an important

prerequisite for future wireless network applications.

As it was shown in information theory and cryptography, the secure transmission in

wireless communications system can be guaranteed by applying the physical layer se-

curity (PLS) technologies instead of public key cryptography. In contrast to the trad-

itional cryptographic systems, PLS technologies take advantage of the difference

between the main channel capacity and the eavesdroppers channel capacity to ensure

the security transmission of the data [4–6]. Cooperative communication and beam-

forming are common effective methods to improve secure performance. Cooperative

diversity against channel fading can be provided by relaying. Beamforming is a signal

pre-processing technique based on the antenna array. By designing the coefficients of

the antenna array, an appropriate precoding matrix can be achieved to improve the re-

ceiving quality of the legal receiver [7].

Authors in [8] studied the PLS techniques in a multiuser IoT with untrusted relay.

Three different scheduling schemes were proposed to reduce the complexity of sched-

uling algorithm. The secure relay communications in IoT with unknown number and

locations eavesdroppers were investigated in [9]. Both single-antenna and multiple an-

tennas scenarios were considered for improving the secrecy outage probability by de-

signing the optimal power allocation and codeword rate. A secure transmission in IoT

relay system with multiple eavesdroppers was considered in [10]. The authors assumed

that the multiple eavesdroppers can cooperate to form joint receiving beamforming, a

secure transmission scheme based on nonorthogonal multiple access is proposed.

Mean-square error (MSE)-based transceiver optimization schemes have been studied a

lot in different application scenarios to improve the performance of the systems [11–

13]. The optimal design for transceiver in amplify-and-forward (AF) multiple-input

multiple-output (MIMO) relay communication system was studied in [14]. The aim

was to minimize the MSEs at the receivers subject to transmitting power constraints.

An iterative transceiver design was proposed by exploiting the optimal structure of the

transmitter, relay, and receiver matrices. Authors in [15] studied the transceiver design

of a MIMO relay system based on the MSE. They studied the transceiver design in

nonregenerative MIMO relay systems and developed an iterative scheme to jointly de-

sign the matrices of transceiver and relay node to minimize the maximal MSE of the

signal estimation. Authors in [16] provided a minimum mean-square error (MMSE)-

based transceiver design with low calculating complexity for MIMO AF relaying sys-

tem. The authors in [17] investigated the minimization of the total transmitting power

of the base station and the relay station problem under both signal-to-interference-

plus-noise ratio and energy collecting constraints in a SWIPT multiuser multiple-input

single-output relay system. They proposed an iterative algorithm based on alternating

optimization and with guaranteed convergence to optimize the transceiver coefficients.
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In order to reduce the computational complexity, a novel design scheme based on

switched relaying was also proposed.

The studies mentioned above usually consider the system model working in half-

duplex. Since full-duplex transmission can receive and transmit signals at the same

time, which the spectrum efficiency is twice that of half-duplex transmission. It is

regarded as a key technology in 5G communication system. The transmitter design in

an AF MIMO full-duplex relay network with quality of service constraints was studied

in [18]. The joint optimization of the precoding matrix of the source node and the relay

node was realized by two iteration algorithms to minimize the transmit power. In [19],

the authors studied a SWIPT AF full-duplex relay network. Based on the MMSE criter-

ion, the authors formulated the precoder optimization problem of the transceiver under

the transmitting power and the user’s energy collection constraints. But it did not

optimize the energy harvesting factor, which will affect the energy collection constraint.

Moreover, none of the papers mentioned above have considered the security capacity

of the system which is an important performance index, when constructing a transmit-

ting power minimizing problem. Because reducing the transmitting power will affect

the performance of the main channel, resulting in the decrease of the system security

performance.

PS factor is the power splitting factor which is a key index to balance the energy col-

lection and the information transmitting. If too much energy is collected, the data

packets that the destination node received will be fewer which results in a decreased

achievable capacity; the probability of eavesdropping will increase; if less energy is col-

lected, the destination node cannot work normally and continuously. Therefore, there

must be a reasonable PS factor to make the system perform well.

Thus, the transceiver and power splitting factor combining optimal scheme based on

secure transmission and energy collection (EC) constraints for the MIMO SWIPT IoT

with full-duplex relay is studied in this paper. The present work aims to jointly

optimize the transceiver and the energy collection factor to minimize the transmitting

power; meanwhile, the constraints of secure capacity (SC), MSE, and EC are satisfied.

Furthermore, the formulated optimization problem is nonconvex and cannot be solved

directly; thus, an iteration optimization algorithm is proposed to divide the objective

optimization function into two subproblems, namely, a transmitter and PS factor sub-

problem and a MMSE subproblem of the receiving filter. Since the transmitter and PS

factor subproblem is still a nonconvex function, the semidefinite relaxation (SDR) tech-

nique is used to transform it into a convex function.

The main innovations of this paper are summarized as follows:

1. The transceiver optimal design for the SWIPT IoT is extended from the half-

duplex to MIMO full-duplex model.

2. In addition to MSE of received signal, the security performance and energy

collecting constraints are also considered when formulating the optimization

problem.

3. In order to minimize the transmitting power of the source node, the transceiver

and the PS factor are combining optimized subject to EC, MSE, and SC.

4. An iteration algorithm is proposed to solve the problem by iteratively optimizing

the transmitter and PS factor subproblem and a MMSE receiving filter
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subproblem. Furthermore, the feasibility of the formulated problem and the

convergency of the iteration algorithm are analyzed theoretically.

5. Since the subproblem of transmitter and PS factor optimization is still a nonconvex

function, the SDR technique is used to transform it into a convex problem that can

be effectively solved.

2 System model
It is assumed that there is a source sensor node S, a decode-forward (DF) full-duplex

relay sensor node R, a destination sensor node D, and an eavesdropping sensor node E

in the IoT relay system. And all the nodes are equipped with multiple antennas. There

are direct links between S and R, S and E, R and D, and R and E. The channel coeffi-

cients can be defined as hsr, hse, hrd, and hre. The residual self-interference (SI) of full-

duplex which defined as hsi is considered due to the major SI is suppressed by SI

cancellation technology (Fig. 1).

‖A‖ is expressed as the Euclidean norm of A; hH represents the conjugate transpose

operation of matrix h. Tr(A) represents the trace of a matrix A; G(μ, δ2) represents a

complex Gaussian distribution with mean μ and variance δ2. Assuming all the channels

experience Rayleigh fading, hsr∈RM1�M , hse ∈R
N ×M, hre∈RN�M2 , and hrd∈RN�M2 . M is

the antenna number of the source node; M1 is the antenna number of the full-duplex

relay node that receives information; M2 is the antenna number of the full-duplex relay

node that transmits data packets; N is the antenna number of the destination node and

eavesdropping node. The channel noises at nodes R, E, and D are denoted as nrðtÞ∼Gð0
; δ2r Þ , neðtÞ∼Gð0; δ2eÞ , and ndðtÞ∼Gð0; δ2dÞ , respectively. The channel state information

(CSI) of all the links is assumed to be perfectly got by applying channel estimation algo-

rithms, such as a pilot-based channel estimation algorithm. And all the channel coeffi-

cients are obeying the independent and identically Rayleigh distribution.

At the time slot t, the source node S transmits data xs(t) to the relay node R. Gener-

ally, it is assumed that EðxsðtÞxHs ðtÞÞ ¼ I . I denotes an identity matrix. Let Q ∈RM × T

denotes the precoding matrix of the source node S, and T is the data streams. The

transmitting power of source node S can be calculated as Ps = ‖Q‖2. Here, one time slot

Fig. 1 System model of IoT sensors relay network. The blue node represents the source sensor node S; the
grey node represents DF full-duplex relay sensor node R; the green node represents the destination sensor
node D; the red node represents the eavesdropping sensor node E. hsr, hse, hrd, and hre represent the links
between S and R, S and E, R and D, and R and E. hsi represents residual self-interference of full-duplex
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delay is taken into consideration for decoding and self-interference suppression in the

relay node, as it is more practical. Thus, the received signal is given by as follows:

yr tð Þ ¼ hsrQxs tð Þ þ hsixs t−1ð Þ þ nr tð Þ: ð1Þ

It is assumed that the precoder of the relay node is the same as that of the source

node. The limited energy destination sensor node D is supplied by SWIPT, and it

works in PS mode for energy collecting and information receiving. Thus, the received

information data at destination node D is presented as follows:

yd tð Þ ¼ ρ hrdQxs t−1ð Þ þ nr tð Þð Þ þ nd tð Þ; ð2Þ

where ρ represents the PS factor. The harvested energy at the destination node D is

defined as follows:

PHE
d ¼ 1−ρð Þ2 hrdQx t−1ð Þk k2 þ δ2r

� �
: ð3Þ

The eavesdropping node E can receive information data in both time slot t and t − 1,

the received information data at node E is presented as follows:

ye tð Þ ¼ hseQxs tð Þ þ hreQxs t−1ð Þ þ ne tð Þ: ð4Þ

3 Method introductions
The aim is to achieve green communication subject to the constraints of SC, MSE, and

EC by combining optimizing the transceiver and PS factor to minimize the transmitting

power at the source node.

3.1 Formulation of the optimization function

According to Eqs. (1) and (2), the corresponding achievable capacity Cr and Cd at nodes

R and D are as follows:

Cr ¼ log2 1þ Qk k2 hsrk k2
hsik k2 þ δ2r

 !
; ð5Þ

Cd ¼ log2 1þ ρ2 Qk k2 hrdk k2
ρ2δ2r þ δ2d

 !
: ð6Þ

The eavesdropping ability of node E is expressed as eavesdropping capacity Ce. Since

the source-eavesdropper and relay-eavesdropper channels form an inter-symbol inter-

ference (ISI) channel [20], in order to get Ce, we assume that one transmission block

contains K data packets, and the eavesdropper gathers the received K-packets for pro-

cessing. Thus, Eq. (4) can be rewritten in matrix form as follows:

Ye ¼ HXs þNe ð7Þ

where

Ye ¼ ye K þ 1½ �; ye K½ �;⋯; ye 1½ �� �T
; ð8Þ

Xs ¼ xs K½ �;⋯; xs 1½ �ð ÞT ; ð9Þ

Ne ¼ ne K þ 1½ �; ne K½ �;⋯; ne 1½ �ð ÞT ; ð10Þ
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H ¼
hreQ
hseQ ⋱

⋱ hreQ
hseQ

2
664

3
775

Kþ1ð Þ�K

: ð11Þ

The eavesdropper’s achievable capacity can be expressed as follows:

Ce ¼ 1
2

log2 det I þHHH

δ2e

( )1
K

: ð12Þ

By performing the eigen-decomposition processing on HHH, Eq. (12) can be rewrit-

ten as follows:

Ce ¼ 1

2Kδ2e
log2

YK
k¼1

1þ θkð Þ ð13Þ

θk is standing for the kth eigenvalue of HHH. According to the expression of eigen-

value of Toeplitz matrix in [21], θk can be represented as follows:

θk ¼ hsek k2 Qk k2 þ hrek k2 Qk k2 þ 2 QHhH
rehseQ

�� �� cos
kπ

K þ 1
ð14Þ

By substituting Eq. (14) into Eq. (13), the eavesdropping achievable rates can be ob-

tained as follows:

Ce ¼ 1
2

log2 1þ Qk k2 hsek k2 þ Qk k2 hrek k2
δ2e

 !
þ 1

2Kδ2e

XK
k¼1

log2 1þ
2 QHhH

rehseQ
�� �� cos

kπ
K þ 1

1þ Qk k2 hsek k2 þ Qk k2 hrek k2

0
B@

1
CA

ð15Þ

Assuming that K is large in this paper, Ce is rewritten as follows:

Ce ¼ 1
2
log2 1þ Qk k2 hsek k2 þ Qk k2 hrek k2

δ2e

 !
: ð16Þ

One of the key performance measures of physical layer security is the security cap-

acity, which is defined as the channel capacity difference between the legitimate re-

ceiver and the eavesdroppers. The link between source node S and legitimate receiver

D is consisted of two parts due to the system model, namely, the link from S to R and

the link from R toD. Therefore, the achievable capacity of the main channel is the lesser

one. The security capacity Cs of the system can be expressed as follows:

Cs ¼ min Cr ;Cdð Þ−Ce

¼ min log2 1þ Qk k2 hsrk k2
hsik k2 þ δ2r

 ! 
;

log2 1þ ρ2 Qk k2 hrdk k2
ρ2δ2r þ δ2d

 !!

−
1
2

log2 1þ Qk k2 hsek k2 þ Qk k2 hrek k2
δ2e

 !
:

ð17Þ

As can be seen from the above expression of security capacity, when the ‖Q‖2 de-

creases, the security capacity of the system will also decreases. Thus, when minimizing
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the transmission power, namely, decreasing the value of ‖Q‖2, it is necessary to con-

sider the system’s security capacity as one of the design constraints; otherwise, the sys-

tem will face the risk of eavesdropping.

Furthermore, let F ∈RN × T represents the receiving filter. Then, the detected signal of

the destination node expressed as follows:

x_¼ 1
ρ
Fyd

¼ FhrdQxs t−1ð Þ þ Fnr tð Þ þ F
ρ
nd tð Þ:

ð18Þ

The corresponding MSE of received data is

MSE ¼ E x
_
−xs

�� ��2
¼ Fk k2 hrdk k2 Qk k2 þ Fk k2δ2r þ

Fk k2
ρ2

δ2d

þ I− hrdFQH
�� ��2− FHhH

rdQ
�� ��2:

ð19Þ

Thus, the optimization problem proposed in this paper can be defined as follows:

min Qk k2
s:t:MSE≤ε

PHE
d ≥μ
Cs≥η
0 < ρ < 1:

ð20Þ

By substituting formulas (3), (17), and (19) into (20), formula (21) can be obtained as

follows:

min Qk k2

s:t: Fk k2 hrdk k2 Qk k2 þ Fk k2δ2r þ
Fk k2δ2d
ρ2

þ I− hrdFQH
�� ��2− FHhH

rdQ
�� ��2≤ε

1−ρð Þ2 hrdQx t−1ð Þk k2 þ nr tð Þ� �
≥μ

min log2 1þ Qk k2 hsrk k2
hsik k2 þ δ2r

 !
;

(

log2 1þ ρ2 Qk k2 hrdk k2
ρ2δ2r þ δ2d

 !)

−
1
2
log2 1þ Qk k2 hsek k2 þ Qk k2 hrek k2

δ2e

 !
≥η:

ð21Þ

η, ε, and μ are the constraints of SC, MSE, and EC separately. By solving the above

formula, we can get the optimal values of Q, ρ, and F which can minimize the trans-

mission power and while satisfying the MSE, EC, and SC constraints.

3.2 Viability analysis

Before finding out the solution of formula (21), the viability of the optimization prob-

lem is analyzed. First, only considering about the MSE constraint, the optimization

function can be presented as follows:
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min Qk k2

s:t: Fk k2 hrdk k2 Qk k2 þ Fk k2
ρ2

δ2d þ Fk k2δ2r
þ I− hrdFQH

�� ��2− FHhH
rdQ

�� ��2≤ε:
ð22Þ

If ignoring the variable ρ, Eq. (22) can be rewritten as follows:

min Qk k2
s:t: Fk k2 hrdk k2 Qk k2 þ Fk k2δ2d þ Fk k2δ2r

þ I− hrdFQ
H

�� ��2− FHhH
rdQ

�� ��2≤ε: ð23Þ

It is easily to find that formula (23) is the traditional MSE-based transceiver

optimization problem aimed at minimizing the transmit power; this has been widely in-

vestigated [14–18]. Therefore, formula (23) must be viable, and we assume that (Q, F )

is its solution.

Let Q =Q/ρ and F = ρF, and then substitute (Q/ρ, ρF, ρ) into the MSE formula as

follows:

MSE Q=ρ; ρF;ρð Þ ¼
Fk k2 hrdk k2 Qk k2 þ Fk k2δ2d þ ρ2 Fk k2δ2r

þ I− hrdFQH
�� ��2− FHhH

rdQ
�� ��2

≤ Fk k2 hrdk k2 Qk k2 þ Fk k2δ2d þ Fk k2δ2r
þ I− hrdFQH

�� ��2− FHhH
rdQ

�� ��2
≤ε:

ð24Þ

It can be seen that (Q/ρ, ρF, ρ) is also a solution that can satisfy formula (22). More-

over, substitute the solution (Q/ρ, ρF, ρ) into the formulas of energy collection and se-

curity capacity, the formulas (25) and (26) can be get.

PEC
r Q=ρ; ρF; ρð Þ ¼ 1−ρð Þ2 hrdQk k2=ρ2 þ nr tð Þ� � ð25Þ

Cs Q=ρ; ρF; ρð Þ ¼ min log2 1þ Qk k2 hsrk k2
ρ2 hsik k2 þ δ2r
� �

 !(
;

log2 1þ Qk k2 hrdk k2
ρ2δ2r þ δ2d

 !)
−
1
2

log2 1þ Qk k2 hsek k2 þ Qk k2 hrek k2
ρ2δ2e

 !
:

ð26Þ

As seen from formulas (25) and (26), there must exist a sufficiently small ρ, where

0 < ρ < 1, the constraints of PEC
r and Cs are satisfied. Thus, (Q/ρ, ρF, ρ) can be the solu-

tion of formula (21), and then the optimization problem is proved viable.

3.3 Iteration algorithm

Since the formulated optimization problem is a nonconvex function that cannot be

solved directly, in this section, an iteration algorithm is proposed to solve the function

by iteratively optimizing the precoder of the transmitter together with the PS factor

and the filter of the receiver.

It can be seen from problem (21) that with a fixed precoder and a power splitting fac-

tor, the transmit power remains unchanged. Furthermore, the EC and the SC are inde-

pendent of the receiving filters, and only MSE is related to the filter F. Thus, the

optimization problem can be divided into two subproblems: the transmitter and PS fac-

tor joint optimization subproblem and the receiver optimization subproblem.
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First, we fix the receiving filter F, and the optimization problem (21) degrade into a

function only about, and by solving the joint transmitting precoder and power splitting

factor optimal design subproblem, the corresponding Q and ρ can be obtained.

Then, calculate the value of F, the receiving filter can be optimized by minimizing

the MSE. The optimization subproblem is presented as follows:

Min MSE ð27Þ

The optimal value of F can be obtained from formula (27), which is the well-known

linear MMSE receiver, as follows:

F ¼ hrdQð ÞH hrdQQHhrd
H þ δ2e þ δ2r=ρ

2
� �

I
� �−1 ð28Þ

Substituting the Q and ρ obtained before, the optimal value of F can be obtained.

In summary, an iteration optimization algorithm is formed by optimizing the transmit-

ting precoder and PS factor subproblem and the receiving filter optimization subproblem.

This process can be summarized by the following steps and is shown in Fig. 2.

1. Initialize F and substitute it into the optimization problem (21); then, the function

turns into a nonconvex function about variables Q and ρ.

2. Solve the transmitter and PS factor joint optimization subproblem, and the

corresponding optimal values of Q and ρ can be obtained.

Fig. 2 The process of the iteration algorithm. It shows the process of the iteration algorithm. F represents
the receiving filter; Q represents the precoding matrix of transmitter, and ρ represents the power
splitting factor
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3. Substitute the Q and ρ obtained in step (2) into formula (28) to optimize the

receiver filter F.

4. Repeat steps 2 and 3 until convergency or the maximum number of iterations is

obtained.

3.4 Subproblem solution

As indicated by the above iteration algorithm, first, we should solve the transmitter and

PS factor joint optimization subproblem. It can be seen that the subproblem is still a

nonconvex function, and it is difficult to find a closed-form solution. To find the sub-

optimal solution, the SDR is employed. By using SDR, the nonconvex subproblem is re-

laxed to a semidefinite programming (SDP) function, which can be solved availably.

First, with fixed F, the aim is to get the optimal values of Q and ρ by solve formula (29):

min
F−fixed

Qk k2

s:t: Fk k2 hrdk k2 Qk k2 þ Fk k2δ2d=ρ2 þ Fk k2δ2r þ I

− hH
rd F

HQH
�� ��2− FhrdQk k2≤ε

1−ρð Þ2 hrdQx t−1ð Þk k2 þ nr tð Þ� �
≥μ

min log2 1þ Qk k2 hsrk k2
hsik k2 þ δ2r

 !
;

 

log2 1þ ρ2 Qk k2 hrdk k2
ρ2δ2r þ δ2d

 !!

−
1
2

log2 1þ Qk k2 hsek k2 þ Qk k2 hrek k2� �
=δ2e

� �
≥η:

ð29Þ

Three variables, A, B, and X, are introduced to use this SDR technique. Let δ2d=ρ
2

¼ A, μ/(1 − ρ) = B, and X =QQH, and further relax them as δ2d=ρ
2≤A, μ/(1 − ρ) ≤ B, and

QQH ≤ X. Therefore, formula (29) can be rewritten as formula (30):

min
F−fixed

Tr Xð Þ
s:t: Fk k2 hrdk k2 Qk k2 þ Fk k2 δ2r þ A

� �
þ I− hH

rd F
HQH

�� ��2− FhrdQk k2≤ε;

min log2 1þ Qk k2 hsrk k2
hsik k2 þ δ2r

 !
;

 

log2 1þ Qk k2 hrdk k2
δ2r þ A

 !!

−
1
2
log2 1þ Qk k2 hsek k2 þ Qk k2 hrek k2

δ2e

 !
≥η;

hrdQx t−1ð Þk k2 þ nr tð Þ≥B;
δ2d
ρ2

≤A;

μ

1−ρð Þ2 ≤B;
QQH−X ≤0;
0 < ρ < 1 :

ð30Þ
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The problem (30) is a convex SDP function with variable Q, positive semidefinite

Hermitian symmetric variable X, and nonnegative variables ρ, A, and B; this problem

can be solved efficiently by adopting the solving convex toolbox Yalmip. It can be seen

that the value of the optimal function (30) is a lower bound of that of the nonconvex

function (29). The optimal solutions Q and ρ of the SDR problem (30) are equivalent

to those of problem (29) since the same objective function is minimized over a large

set.

After substituting the Q and ρ obtained by formula (30) into formula (28), the opti-

mized F can be obtained. Then, execute the process repeatedly until convergence or

the maximum number of iterations is reached.

3.5 Convergence analysis

In order to further illustrate the feasibility of the proposed iteration algorithm, the con-

vergence of the iteration algorithm is analyzed theoretically as follows.

It is assumed that n = 0, 1, 2⋯presents the iteration number of the algorithm, where

n = 0 is the initializing step. Let MSE[Q(n), ρ(n); F(n − 1)] and MSE[Q(n), ρ(n); F(n)], re-

spectively, represent the MSE achieved after steps (2) and (3) of the algorithm, and

P(n) = Tr[Q(n)Q(n)H] presents the obtained optimal value of the function at the nth

iteration.

At the first step, initialize the receiver as F(0), a solution {Q(1), ρ(1)} is obtained after

completing step (2) and MSE[Q(1), ρ(1); F(0)] ≤ ε. After step (3), the receiver F(1) is op-

timized under the obtained {Q(1), ρ(1)}. However, the MSE will not increase in this

step, which gives MSE[Q(1), ρ(1); F(1)] ≤MSE[Q(1), ρ(1); F(0)] ≤ ε. The transmitter and

PS factor are invariant when renewing F, and thus the harvested energy and security

capacity remain unchanged.

At the second iteration, through the fixed receiver F(1), {Q(2), ρ(2)} is optimized after

step (2). {Q(1), ρ(1), F(1)} is a solution of problem (21), and steps (2) and (3) aim to

minimize the transmitting power, which will make P(2) ≤ P(1).

Fig. 3 The transmitting power varies as the number of iterations changes. y-axis represents the total
transmitting power of the source node S achieved by the proposed optimization scheme; x- axis represents
the number of iterations
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Analogously, {Q(n), ρ(n), F(n)} is also a solution of problem (21) after the nth iter-

ation. The transmitting power decreases with the increase in iterations, namely, P(n) ≤

P(n − 1). This proves that the convergency of the iteration algorithm.

4 Simulation results
In this section, the proposed combining optimization design scheme of the transceiver

and PS factor in the MIMO full-duplex relay network powered by SWIPT is verified by

simulation. The simulation parameters of the system are set as follows: M =M1 =M2 =

4, N = 4, T = 2, δ2e ¼ δ2d ¼ δ2r ¼ −20dB, and the residual self-interference ‖hsi‖
2 = 0.1. All

the channel coefficients generated in the simulation obey the Rayleigh distribution. The

MSE, EC, and SC thresholds are set to be ε = 0.1, μ = 20 dBm, and η = 4. Two thousand

times of Monte-Carlo simulation are acted to achieve the simulation results.

Fig. 4 The PS factor varies as the number of iterations changes. y-axis represents the values of the PS factor
achieved by the proposed optimization scheme; x- axis represents the number of iterations

Fig. 5 The security capacity varies as the number of iterations changes. y-axis represents the security
capacity achieved by the proposed optimization scheme; x-axis represents the number of iterations
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Figure 3 shows that as the number of the iterations increase, the optimized transmit-

ting power decreases, and finally convergence at maximum number of iterations. It fur-

ther verifies that the proposed algorithm is convergent and viable. Similarly, the PS

factor decreases as the number of iterations increases as it is shown in Fig. 4. In Fig. 5,

the security capacity decreases with the increase in iteration numbers. With the oper-

ation of iterative algorithm, the transmitting power decreases; the security capacity of

system reduces correspondingly and then convergence at maximum number of

iterations.

To better evaluate the performance of the optimal design scheme, other two similar

schemes are introduced for comparison. One is the traditional MSE-based precoder

Fig. 6 The transmitting power achieved by the three optimization schemes. The black histogram represents
the transmitting power achieved by MSED, which is the scheme proposed in reference 18; the red
histogram represents the transmitting power achieved by MHED which is the scheme proposed in
reference 19; the blue histogram represents the transmitting power achieved by SPSD the optimization
scheme proposed by this paper

Fig. 7 The security capacity achieved by the three optimization schemes. The black block represents the
security capacity achieved by MSED; the red block represents the security capacity achieved by MHED; the
blue block represents the security capacity achieved by SPSD
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Fig. 8 The harvested energy achieved by two optimization schemes. The blue histograms represent the
harvested energy achieved by MHED and SPSD, when energy collection constraints PEC1 ¼ 20 dBm. The
orange histogram represents the harvested energy achieved by MHED and SPSD, when energy collection
constraints PEC2 ¼ 30 dBm

Fig. 9 The variance of the MSE achieved by the three schemes under the constraints of ε = 0.01 and ε = 0.1.
y-axis represents the MSE; x-axis represents the number of iterations. There are two subgraphs in the figure.
The upper one represents the MSE achieved by the MSED, MHED, and SPSD under the MSE constraint of
ε = 0.01; the bottom one represents the MSE achieved by the MSED, MHED, and SPSD under the MSE
constraint of ε = 0.1. The black solid line represents MSED; the green line represents MHED; the red dotted
line represents SPSD
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optimal design (MSED) which is proposed in [18], and the other is a precoder design

considering both MSE and EC constraints (MHED) which is proposed in [19]. The de-

sign scheme proposed in this paper defined as secure transmission-based joint PS factor

and transceiver scheme (SPSD).

Figures 6, 7, 8, and 9 compare the transmit power, security capacity, the harvested

energy, and MSE, respectively, obtained by the MSED, MHED, and SPSD optimization

schemes. As shown in the Fig. 6, the transmit power achieved by MSED is lowest,

followed by that of MHED; the transmit power achieved by SPSD is maximal; however,

there is little difference between the values after optimization.

Figure 7 shows that the both security capacities achieved by MSED and MHED are

lower than that of SPSD, which means that the information data transmitted in by

these schemes will be more probably eavesdropped. Figure 8 shows that both of the

MSED and SPSD can satisfy the given energy constraints PEC
1 ¼ 20 dBm and PEC

2 ¼ 30

dBm. Figure 9 illustrates that all the three optimization schemes can satisfy the MSE

constraints under the conditions of ε = 0.01 and ε = 0.1.

5 Discussions
As can be seen from the experiment results, the optimization design proposed in this paper

can performance green communication while satisfying the secure and energy collection re-

quiring of the system. The secure performance achieved by the proposed paper is better

comparing with other recommendations. It should be noted that the formulated optimization

problem is a non-convex function which cannot get the global optimal value. So SDR is used

to translate it into SDP function to get suboptimal value. In addition, the perfect channel

status information is assumed. In the future, the imperfect situation will be studied.

6 Conclusions
The transceiver and PS factor design scheme based on secure transmission and energy

collection constraints has been considered in the SWIPT-powered 5G IoT relay system

with full-duplex relay. An optimization function has been formulated to minimize the

transmitting power at the source sensor node subject to the system security capacity,

MSE, and energy collection. Since the optimization problem is a nonconvex function, an

iterative optimization has been proposed to divide the objective optimization function into

two subproblems, namely, a transmitter and PS factor optimization subproblem and a

MMSE subproblem of the receiving filter. In addition, the feasibility of the optimization

function and the convergency of the iteration algorithm have been theoretically analyzed.

Since the transmitter and PS factor optimization subproblem is still a nonconvex function,

the SDR has been used to transform it into a convex function that can be easily solved.

Finally, simulation results have demonstrated the availability of the proposed design.
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