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Abstract

In this paper, we investigate the secrecy performance of short-packet transmissions

in ultra-reliable and low-latency communications (URLLC). We consider the scenario
where a multi-antenna source communicates with a single-antenna legitimate receiver
requiring ultra-high reliability and low latency, in the presence of a single-antenna
eavesdropper. In order to safeguard URLLC, the source transmits the artificial noise (AN)
signal together with the confidential signal to confuse the eavesdropper. We adopt a
lower bound on the maximal secrecy rate as the secrecy performance metric for short-
packet transmissions in URLLC, which takes the target decoding error probabilities at
the legitimate receiver and the eavesdropper into account. Using this metric, we first
derive a compact expression of the generalized secrecy outage probability (SOP). Then,
we formally prove that the generalized SOP is a convex function with respect to the
power allocation factor between the confidential signal and the AN signal. We further
determine the optimal power allocation factor that minimizes the generalized SOP.
The results presented in this work can be useful for designing new secure transmission
schemes for URLLC.

Keywords: Ultra-reliable and low-latency communications, Physical layer security,
Short-packet transmissions

1 Introduction
Supporting ultra-reliable and low-latency communications (URLLC) is one of the major
goals in the fifth generation (5G) and future wireless networks [1, 2], due to the require-
ments of various emerging applications, such as smart city, mission-critical internet-
of-things, and vehicle-to-vehicle communications [3, 4]. However, the complicated
propagation environment (e.g., path loss, shadowing, and fast fading) in wireless net-
works makes it very difficult to satisfy the strict quality-of-service (QoS) requirements
on end-to-end (E2E) delay (e.g., 1 ms) and reliability (e.g., 10~ packet loss probability)
[5]. Against this background, significant research efforts have been devoted to fulfill the
QoS requirements of URLLC in wireless networks [6—10].

On the other hand, security is another pivotal issue in URLLC, while so far has drawn
little attention. Traditionally, security in wireless communications is achieved through
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key-based cryptographic techniques applied on upper layers. However, with the devel-
opment of wireless technology, the size of wireless networks has been expanding rapidly
over the past decades, which makes the key generation, distribution, and management
prohibitively expensive [11]. To tackle this problem, physical layer security has been pro-
posed as an alternative for traditional key-based cryptography techniques, since it can
ensure secure data transmissions by exploiting physical properties of wireless channels
without using secret keys. Subsequently, enhancing physical layer security in wireless
networks has been intensively examined [12].

However, it is very challenging to ensure the security of URLLC with the existing phys-
ical layer security techniques. This is mainly because how to evaluate the secrecy per-
formance of URLLC remains an open problem. Specifically, the existing physical layer
security schemes are commonly designed based on the classical information-theoretic
secrecy,’ the key assumption of which is that the transmissions can be error-free and
the information leaked to the eavesdropper vanishes as the blocklength of channel codes
goes to infinity. This assumption enables the use of secrecy performance metrics, such
as the achievable secrecy rate and the secrecy outage probability (SOP), to character-
ize the secrecy performance of wireless communication systems. However, in URLLC,
the blocklength of channel codes is short, which means the transmissions are no longer
error-free and the information leaked to the eavesdropper cannot be vanished. It fol-
lows that the classical information-theoretic secrecy is not achievable, and thereby the
secrecy performance metrics commonly adopted in the existing physical layer security
schemes cannot be utilized to characterize the secrecy performance of URLLC.

Motivated by these observations, most recently, physical layer security of short-packet
transmissions in URLLC has been receiving increasing research attention [13, 14].
In [13], a bound on the equivocation rate of relay wiretap channels with finite block-
length was derived, assuming that the eavesdropper can decode its received signal with
an arbitrary small number of errors, which is less likely to be valid in practice. In [14],
the secrecy throughput of URLLC was investigated, and the optimal block length that
maximizes the secrecy throughput was examined. Different from [13, 14], in this work,
we take both the decoding error probability at the legitimate receiver and the decoding
error probability at the eavesdropper into consideration, and adopt a lower bound on the
maximal secrecy rate of short-packet transmissions in URLLC derived in [15, 16] as the
performance metric. Utilizing this metric, we derive the generalized SOP that the lower
bound is less than a certain threshold. Moreover, we consider that the source transmits
the artificial noise (AN) signal together with the confidential signal, and show how the
secrecy performance of URLLC can be enhanced by judiciously selecting the power allo-
cation factor between the confidential signal and the AN signal.

2 Methods

2.1 System model

We consider URLLC in a wiretap channel, where an Ng-antenna source transmits to a sin-
gle-antenna legitimate receiver with ultra-high reliability and low latency, in the presence

! In this paper, we refer the term “classical information-theoretic secrecy” to as Shannon’s weak secrecy only.
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of a single-antenna eavesdropper. We denote hg, and hge as the 1 x N channel vectors from
the source to the legitimate receiver and from the source to the eavesdropper, respectively.
We assume that all the channels are subject to quasi-static independent and identical (i.i.d)
Rayleigh fading with a finite blocklength L, i.e., the channels remain the same within a fad-
ing block. We further assume that the source can acquire the instantaneous channel state
information (CSI) of the main channel from the source to the legitimate receiver through
training-based channel estimation, while only statistical CSI from the eavesdropper is
known to the source.

To safeguard URLLC, the source transmits the AN signal together with the confidential
signal in order to confuse the eavesdropper. As such, the transmitted signal at the source
can be expressed as

Xs = Wsts + Wantan, (1)

where w; denotes the N x 1vector used for transmitting the confidential signal scalar ,
and Wy denotes the Ny x (Ns — 1) matrix used for transmitting the AN signal vector
tan. We define o, 0 < o < 1, as the fraction of power allocated for transmitting the con-
fidential signal.HThen, we have E [|ts|2} =wand E {tANth] = %INS_L In addition, we

choose w = Hll:zi\l and Wy as the projection matrix into the null space of hg;. By doing
so, the link quality of the eavesdropper can be degraded, while the link quality of the
legitimate receiver is not affected.

Based on (1), we express the received signals at the legitimate receiver and the eavesdrop-

per, respectively, as

b =Y Psds_rnhsrwsts + np, (2)
Ye = Psds_enhsewsts + Psds_enhseWANtAN + 7, (3)

where Pg denotes the transmit power of the source, dy; and dg. denote the distance from
the source to the legitimate receiver and the distance from the source to the eavesdrop-
per, respectively, n denotes the path loss exponent, 1, and #, denotes the thermal noise at
the legitimate receiver and the eavesdropper, respectively, which are assumed to be com-
plex Gaussian distributed random variables with zero mean and variances o7 and 2.

According to (2) and (3), we now characterize the achievable rates of the legitimate
receiver and the eavesdropper. Note that, due to the short-packet transmissions in URLLC,
it is difficult to obtain the closed-form expressions of the achievable rates of the legitimate
receiver and the eavesdropper. However, they can be accurately approximated, respectively,
as [17]

V (Yer
L

Ry ~ C(Ysr) — )fQ_l(Esr) bits/s/Hz, (4)
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fQ (&se) bits/s/Hz, (5)

where C(y) =log, (1 4+ y)and V(y) = (logz(e))z(l - 1/(1 +9)2), &5 and &g denotes

the target decoding error probabilities of the legitimate receiver and the eavesdropper,
respectively, and f& ! denotes the inverse Q-function. In (4) and (5), ysr = oV |lhs |2

ay. ”hseWsH2
and yse = 5=
Vse = T3 IhaWanIP+1

The source needs to transmit a packet with b, bits to the legitimate receiver with trans-

, where V. = Pydy," jo? and ¥, = Pydsc" /0 2.

mission delay 7, which equals to the transmission duration. In addition, the decoding
error probability at the legitimate receiver should not exceed emax such that the legiti-
mate receiver’s requirement on the reliability can be satisfied. As such, we have

TWRs > by, (6)

where W denotes the bandwidth for data transmission. Substituting (4) into (6), we
obtain that, in order to fulfill the requirements of URLLC on the decoding error prob-
ability and the latency at the legitimate receiver, the average SNR in the main channel

should satisfy
7. > 1 (2\I/(br,ssr,L) _ 1), @)
e ]|2
where W (b, &g, L) = (bL’ + fﬁl;(f/s%)). In (7), we apply the equality that tW = L and the
approximation that V' (yg) ~ ﬁ when yg; is relatively large (e.g., ysr = 10 dB), which can

be easily achieved in wireless networks for supporting URLLC. According to (7), the
source needs to adaptively adjust its transmit power based on the small-scale fading in
the main channel such that URLLC can be supported.

2.2 Secrecy performance analysis

In this section, we characterize the secrecy performance of URLLC in our system. Spe-
cifically, we first derive a lower bound on the maximal secrecy rate. Based on the derived
lower bound, we then derive the generalized SOP of our system.

2.2.1 Secrecy performance metrics for URLLC

In this subsection, we first elaborate more on why classical information-theoretic
secrecy cannot be used to evaluate the level of secrecy in URLLC. We assume that the
confidential message M is encoded into X at the source. We denote Y* and Z’ as the
received messages at the legitimate receiver and the eavesdropper, respectively. Accord-
ing to [18, 19], in order to achieve secure transmission, a wiretap code with parameter
pair (Rp, R;) needs to be used, where R, and R; denote the transmission rate of X’ L and
the target secrecy rate. In addition, we note that R, — Rs denotes the redundancy rate of
the wiretap code, representing the cost of preventing the confidential message M from
being eavesdropped. By using the wiretap code, classical information-theoretic secrecy
can be achieved when 1) the message M is correctly decoded at the legitimate receiver,
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ie, R, <1 (M; yL), where I(X; Y) denotes the mutual information between X and Y,
and the information leakage to the eavesdropper vanishes for infinite blocklength, i.e.,

1
Jim 1 (M; zZh =o. (8)
However, in URLLC, the blocklength L is short. As a result, the confidential message M
cannot be decoded at the legitimate receiver with an arbitrary small number of errors
and the information leakage to the eavesdropper cannot be vanished. It follows that tra-
ditional secrecy performance metrics, such as the achievable secrecy rate and the SOP,
cannot be directly applied to evaluate the level of secrecy in URLLC. To address this
problem, we adopt a lower bound on the maximal secrecy rate (derived in [15, 16]) as
the secrecy performance metric of URLLC, given by,

pla, L, &gr, Ese)

_ { Ryr — Rye — 20/ L2 (7 60), i Rr > Rees ©)
O;

if Ry < Ree.

We note that the lower bound on the maximal secrecy rate in (9) takes both the tar-
get decoding error probabilities at the legitimate receiver and the eavesdropper, i.e., g
and &g, into consideration. We also note that fc; 1(8) increases as ¢ decreases. As such,
p(a, L, g4, Ese) increases as &g and &g increase. Moreover, we note that p(«, L, &g, £se) can
reduce to the classical achievable secrecy rate used in existing works on physical layer
security when the blocklength L — oo, indicating that short-packet transmissions in
URLLC will lead to the reduction in the achievable secrecy rate.

Based on (9), we can further define the generalized SOP for URLLC as the probability
that the lower bound on the maximal secrecy rate is smaller than a certain threshold g.
Mathematically, it is given by

Pso(a, B, L, &5ty €se) = Pr{p(a, L, &sr, 85e) < B (10)

2.2.2 Generalized secrecy outage probability

Since the instantaneous CSI of the main channel is available at the source (i.e., yg is
known to the source), we consider the adaptive transmission by setting the transmission
rate of the wiretap code R, = R (as in [20]). The generalized SOP of URLLC in our con-
sidered system can be characterized in the following theorem.

Theorem 1 The generalized SOP of URLLC in our system is given by

2¢(U:ﬁ:Rsr)_1
exp (‘ Ve )
Pyo (o, B, L, &5rs E5e) = ) N1’ (11)
—
(1 + gy (20@h R 1))

where (¢, B, Rer) = Rer — B — 7/ (Ese).

Proof With the aid of [20, 21], we express the cumulative probability function of yse as
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1— 1-N;
Fo(y) =1- <1 + OM) exp <—a;> (12)

Based on (9) and (10), we re-express the generalized SOP as

PSO(ai ﬁ; Lr 83[', Sse)
= Pr {Rse > Ry}

V(Vse

+ Pr {Rsr - fQ (ese) = B < Rse < Rsr}

V (¥se
L

= Pr {Rse>Rsr—2 )le(Ese)_:B}

(@)
~ Pr {Iog2 (1 + Vse)

log
f NG se>}

= Pr (yse > 2P@BARw) _ 1)

1—Fy, (2®(a’ﬁ’Rsr) - 1),

> Ry — B

where (a) holds by applying the approximation that V' (yse) ~ (log, (e))? when s is rela-
tively large.” Substituting (12) into (13), we obtain the desired result in (11), which com-
pletes the proof. [

We note that (11) is accurate for arbitrary values of R, €, and L. According to Theo-

rem 1, several interesting observations can be made, as follows.

Remark 1 The generalized SOP decreases as R increases. As such, For a fixed e,
efforts of enhancing the link quality in the main channel can also improve the secrecy
performance of URLLC in our system.

Remark 2 The generalized SOP increases as &g and &g decrease, implying that the
secrecy performance of URLLC in our system degrades when the source and/or the
eavesdropper requires a higher decoding accuracy.

Based on Theorem 1, we examine the convexity of the generalized SOP with respect to
the power allocation factor « in the following lemma.

Lemma 1 The generalized SOP is a convex function of the power allocation factor w.

Proof In order to prove Lemma 1, we need to show that the second derivative of

Pso(a, B, L, &1, £5e) With respect to « is positive. To this end, according to (11), we first
32 Pgo (o, 8,L Esr:sse)

express pL

2 This assumption refers to a worst-case scenario where p(«, L, &, €s¢) is minimized. As such, our derived expression of
the generalized SOP can be regarded as an upper bound on the secrecy outage performance of short-packet transmis-
sions in URLLC.
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82Pso (o, B, L, &sr5 Ese)

92a
1 [ %@ df(@ dg@) | 2 () B (14)
L@ | 9% £ @5, T @
where
f(a) =exp < g“(O[)> 15)
ayse
Wlthg‘(a) = 2®(a’ﬂ¢Rsr) -1
of (@) & —
o azysef @ (16)
Wlths = 2 ln2f (fQ (Ssr)"‘fQ (Sse)) ,B’
Pfl@ (E—-1) (-1
8205 B a475e < 75e _2a>f(0l), (17)
1-— Ns
0gla)  —aEyy —E4+1 l—a Ny—2
Jo - ()[2 <1 + Ol(Ns _ l)g(a)> ) (19)
and
8%g(a) _ 1—« 2Ns—5
2a (1 + a(Ns_l)C(Ot)>
(20)

Ny —2<—a25ysr—s+ 1)2<2<s - 1)>
X .
N, —1 a? as

2
Based on (15)—(20), we further derive W as (21), shown at the top of the

next page. In (21), ©®(«) and Y (@) are respectively given by

2 _ _
0°Pso(at, B, L, €1 Ese) _ f(Ol) N 3( )|:€: 1 (5 1 —2(:() @2((){)
az“ gz(a) ysea4 se (21)
(Ns —2)Y% )  2(5 — 1)O() 26 - DY ()O(@) 2
- 4 3 4 7T (@)
a*(Ng — 1) o Y se
()] =14+ 1-
(@) = ﬁ{(“) (22)
T(@) =ty —&+1. (23)

Then, with some mathematical manipulations, we obtain the following inequality

Page 7 of 11



He et al. J Wireless Com Network ~ (2021) 2021:29 Page 8 of 11

82Pso(“» B, L, &gty Ese) f(Ol)

Ns—3
02a ~ atg?(a) © (@
2
e oy
Vse Vse
¢—-1)

+2a0(1 — §)O(a) — 2

se

2
ON~3(a) {( 17_ S 0 + T(a)) +

O(@) Y (x) + Tz(oc)}

S (@)

)

20(1-§)

O% (@) +2a(1 — £)O(a)|.

se se

(24)

2
Note that £ < 1 and ©(«) > 0, we confirm that %‘58“8“)

pleted. [

> 0. The proof is com-

Lemma 1 indicates that there exists a unique optimal o* that minimizes the general-
ized SOP. Mathematically, &* can be expressed as

* .
o = argmin Pso(a, B, L, &gr, Ege).

O<a<1 (25)
We note that it is difficult to obtain the closed-form expression of «*. However, «* can
be effectively determined by using the bisection method. Then, we define the minimum

generalized SOP achieved by o* as P} («, B, L, &r) Ese)-

3 Experiment

In this section, we provide numerical results to validate our analysis of the generalized
SOP and examine the impacts of system parameters (e.g., V., Vse» @ Ns, and &ge) on the
generalized SOP. Throughout this section, the requirement on the decoding error proba-
bility at the legitimate receiver is 1077, the packet size is 32 bytes, the transmission dura-
tion is 0.5 ms, and the bandwidth is 1 MHz [1].

We first verify the accuracy of our expression of the generalized SOP Py, (t, 8, L, &1 Ese)
in Fig. 1. In this figure, we plot Pso (e, B, L, €41, €se) Versus Y, for different ratios between
V¢ and P, with Ny = 2, e, = 1077, g5 = 1076, 8 = 0.5, and R; = 1 bits/s/Hz. We can
see that the analytical curves, obtained from Theorem 1, accurately match the simula-
tion points generated from Monte Carlo simulations, demonstrating the accuracy of
our analysis for Pso (o, B, L, &g, €se) in Theorem 1. We also see that Pso(«, B, L, 51, Ese)
decreases as ¥, increases, indicating that the level of secrecy in URLLC can be
enhanced through increasing the transmit power at the source. Moreover, we see that
Py (o, B, L, g1, €5e) decreases as Y, /7 increases.

In Fig. 2, we examine the impact of the power allocation factor between the confi-
dential signal and the AN signal, «, on the secrecy performance of URLLC. In Fig. 2a,
we plot Pgo(r, B8, L, &1, €se) versus « for different values of ¥, /7 ... We see that, for each
value of V./Veer Pso(@, B, L, €41, Ese) first decreases then increases as o varies from 0 to
1, and there is a unique o™ that minimizes Pso (e, 8, L, €51, £5¢). We also see that the opti-
mal o that achieves the minimum generalized SOP, i.e., P} (o, B, L, &5, €se), increases
the value of ¥,/ increases. This indicates that, when the eavesdropper is relatively
far away from the source, transmitting the AN signal becomes less effective. In order to

achieve the optimal secrecy performance, the source needs to allocate more power to the
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Fig. 1 Pso(a, B, L, &, £5¢) Versus ¥, for different values of 7, /7 With N = 2,&5r = 1077, 8¢ = 10
B = 0.5 bits/s/Hz
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Fig. 2 Pso(a, B, L, &5, £5¢) Versus a for different values of @ 7, /7 and b Ny with e = 1077, 85e = 1075,
B = 0.5 bits/s/Hz

confidential signal. In Fig. 1b, we plot Pso (o, B, L, &5, €se) versus « for different values of
Yo/ Ve With V. /¥ = 2 dB. We see that the minimum generalized SOP decreases as N
increases, showing that the secrecy performance of URLLC can be enhanced by deploy-
ing more antennas at the source. Moreover, we see that the optimal «* that minimizes
Pyo(r, B, L, e, 5e) decreases as N increases, demonstrating that, with more antennas
deploys at the source, the source can allocate less transmit power to the confidential sig-
nal and still achieve the minimum generalized SOP.

Finally, we examine the impact of the target decoding error probability at the eaves-
dropper, g¢e, on the optimal power allocation factor in Fig. 3. In this figure, we plot o*
versus &g for different values of 7. /7. We can see that the optimal o* that achieves

Page 9 of 11
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Fig. 3 «* versus e for different values of ¥, /¥ With Ns = 2, &5 = 10~7, B = 0.5 bits/s/Hz

P (o, B, L, g1, €5e) decreases as €5 decreases, indicating that the source needs to use
more power to confuse the eavesdropper when the eavesdropper requires a higher
decoding accuracy. Although not shown here, we note that the target decoding error
probability at the legitimate receiver &y, also has a significant impact on the optimal
power allocation factor. Specifically, o* increases when &y, decreases. This is because,
when the legitimate receiver has a more strict requirement on the decoding error prob-
ability, the source needs to allocate more power to the confidential signal in order to
achieve the optimal secrecy performance.

4 Results and discussion

Due to short-packet transmissions in URLLC, the confidential information is inevita-
bly leaked to the eavesdropper and perfect secrecy cannot be achieved. It follows that
secrecy performance metrics commonly used in existing physical layer security tech-
niques, such as the achievable secrecy rate and the SOP, are not directly applicable
for evaluating the secrecy performance of URLLC. To address this problem, we adopt
a lower bound on the maximal secrecy rate for short-packet transmissions in URLLC,
characterizing the relationships among the target decoding error probabilities at the
legitimate receiver and the eavesdropper, and derived the generalized SOP that the lower
bound is smaller than a certain threshold. In addition, we considered that the source
transmits the AN signal, in addition to the confidential signal, and showed how the
secrecy performance of URLLC can be significantly improved by adjusting the power
allocated to the confidential signal.
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