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Abstract

The pervasive cooperation of a group of UAVs has attracted increasing attention due
to the reduced cost and widespread availability. When working in an untrusted or
adversarial environment, the mutual authentication of UAVs in the cooperative process
is imperative. However, there are some major challenges, including changes in the
network environment before and during task performing, and the weak connection
network state faced by UAVs. Therefore, a novel task-oriented authentication model
for UAVs based on blockchain (ToAM) is proposed, which divides UAVs authentica-
tion into group building authentication and intra-group authentication with a two-
stage authentication framework. And two lightweight authentication protocols are
presented, respectively, corresponding to two stages. Finally, analyses demonstrate
that our model realizes secure and lightweight authentication function for the whole
process of UAVs requisition and task performing.

Keywords: Authentication, Blockchain, Unmanned aerial vehicles, Smart contract

1 Introduction

Unmanned aerial vehicles (UAVs), also known as drones, are one type of aircraft which
operate without a human pilot on board [1]. With the development of artificial intel-
ligence and other technologies, like distributed machine learning and UAV-based edge
computing [2, 3], a group of UAVs can cooperatively accomplish more complex tasks,
such as search and rescue, fire-fighting, reconnaissance, and surveillance [4, 5]. Typi-
cally, the UAV group works in a task-oriented way. This means that multiple UAVs will
be requisitioned to build a group and accomplish the task cooperatively when a task
comes [6, 7]. During the group building and task performing progress, UAVs will have
a lot of interaction with each other; the authentications between UAVs are particularly
important when they work in an untrusted or adversarial environment.

However, UAVs in a group will face different network environments in the group
building and task performing process. Because, network-connected UAVs have a two-
layer network architecture, including a ground infrastructure network and a UAV ad
hoc network [8]. In the UAV group building process, these UAVs are able to commu-
nicate efficiently with each other and ground station using UAV-to-infrastructure com-
munication. And in the process of task performing, UAVs in the group have to fly to a
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given location, where UAVs can communicate efficiently with each other using UAV-to-
UAV communication in an ad hoc network. But, the connection between UAVs and the
ground infrastructure network becomes unreliable, which is called a weak connection
state in this paper. These changes of network connection state bring great technical chal-
lenges to the design of authentication model for UAVs.

Currently, there have been some studies related to UAV authentication, which is
considered to be a major challenge in the area of securing UAV group applications in
the future. Existing authentication models for UAVs mainly focus on how to enhance
security and reduce computing costs. Consequently, certificates and asymmetric cryp-
tography methods have been widely used [9]. However, the computing cost is too huge.
To deal with the resource limitation of UAVs, various lightweight schemes have been
proposed [10, 11]. In addition, the blockchain technique, due to its decentralization and
information disclosure, was proposed as a decentralized and distributed approach to
guarantee security requirements and motivate the development of the IoT [12-14]. It
keeps emerging to benefit from more reliable and lightweight authentication, and stores
the identity information of the device securely in the block to facilitate the query dur-
ing authentication to solve the problem of single-point failure caused by storage identity
information in a centralized server [15-20]. In [15], it skillfully transforms the computa-
tion needed for authentication into blockchain data retrieval, which reduces the compu-
tation cost of device authentication to the domain server.

However, existing solutions are not able to solve the authentication problem of UAVs
caused by the weak connection state during the task. In the above schemes, the identity
information of UAVs is usually stored in the ground facilities. A UAV needs to get this
identity information to complete authentication progress. However, in the weak connec-
tion state, UAV-to-infrastructure communication will become unreliable. As a result,
the UAV cannot obtain identity information. Meanwhile, UAVs can only communicate
with each other by using UAV-to-UAV communication in the ad hoc network, which
means UAVs have to complete the identity authentication process in this ad hoc net-
work. Hence, all the computing pressure is on the UAV group. But due to the limited
hardware, a UAV cannot support a large number of calculations. Therefore, it brings
great challenges to the authentication scheme design.

To adapt to the dynamic network environments and weak connection state faced by
UAVs, a task-oriented authentication model based on blockchain is proposed in this
paper. It divides UAVs authentication into group building authentication and intra-
group authentication with a two-stage authentication framework. While group building,
we present a lightweight and cross-domain authentication protocol based on the block-
chain, which supports the requisition of cross-domain UAVs and building task groups
securely. Then while the task performing, a pre-shared key authentication protocol with
a chord ring is used, which realizes efficient and secure authentication in the UAV group
under a weak network connection state.

The rest of the paper is organized as follows. Section 2 reviews the existing related
works about the application of blockchain and authentication mechanisms of UAV. Sec-
tion 3 gives the overview and design details of our proposed solution. Section 4 discusses
the security performance and evaluation of our authentication mechanism. Finally,
Sect. 5 concludes the paper.



Chen et al. J Wireless Com Network ~ (2021) 2021:166 Page 3 of 15

2 Related works

Traditionally, there have been some researches on UAVs authentication. In [21],
Sun et al. proposed an efficient and energy-saving distributed network architecture
based on clustering stratification, and designed a double-authentication watermark-
ing strategy to solve the information security problem of unmanned aerial vehicle ad
hoc network communication. To achieve higher efficiency, a provably secure aggre-
gate authentication scheme for UAVs cluster networks is proposed in [22], which
secure that all kinds of data from different UAVs can be checked by batch instead of
“one-by-one”

The above authentication mechanisms for UAVs mainly solve the security of com-
munication data, and the key point of these innovations lies in the security and
resource limitation, which is also the focus of existing UAV identity authentication
researches. In [23], a traceable and privacy-preserving authentication scheme based
on ECC for UAVs was proposed, and compared with the traditional signature mech-
anism, the application of ECC technology makes the authentication process more
lightweight [24]. In [25], a framework called SENTINEL (Secure and Efficient authen-
tication for unmanned aerial vehicles) under the Internet of Drones infrastructure is
proposed. By using the flight session key during task performing progress, SENTINEL
minimizes the computational and traffic overheads caused by certificate exchanges
and asymmetric cryptography computations that are typically required for authenti-
cation protocols. However, SENTINEL uses a session key based on symmetric cryp-
tography, and stores the secret key information in a central database, which reduces
the security of the system.

To solve the contradiction between security and performance, in [15], it skillfully
transforms the computation needed for authentication into blockchain data retrieval,
which reduces the computation cost of device authentication to the domain server. In
[26], Bera et al. proposed a novel access control scheme for unauthorized UAV detec-
tion and mitigation in an Internet of Drones (IOD) environment, called ACSUD-IOD,
also with the help of the blockchain-based solution incorporated in ACSUD-IOD,
the transactional data having both the normal secure data from a drone (UAV) to the
Ground Station Server and the abnormal (suspected) data. And it is more effective
and robust as compared to existing schemes. The latest research shows that block-
chain can be used to improve security and reduce the complexity of authentication
[13]. Meanwhile, blockchain-based authentication can effectively solve the problem of
efficient authentication when requisitioning UAVs across domains.

However, existing UAV authentication mechanisms do not consider the changes in
the network environment before and during the task performing. All of these schemes
save the identity information of UAVs in ground facilities, which cannot solve the
problem caused by the weak connection in the process of task performing. To solve
the authentication in the cooperative accomplish task of UAV group. In this paper,
we creatively propose a dynamic and task-oriented authentication model based on
blockchain.
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Fig. 1 ToAM system model. The ToAM system model includes three layers and several domains. UAV in
different domains can dynamically build a drone group with the help of BS

3 Methods

3.1 System model

In our task-oriented authentication model, all entities serve as nodes in a blockchain
in the ground infrastructure network environment, and the entire system is struc-
tured into three layers and multiple domains. The system model is shown in Fig. 1.

In the Blockchain PKI layer, there is a CA (Certificate Authority) to manage the
identity information of the nodes in each domain. These top-level CAs jointly
maintain a blockchain network for publishing, storing, and maintaining identity
information.

The business processing layer contains BAS (Blockchain Authentication Server) and

BS (Business Server).

+ BAS: As an entity in the blockchain network, it plays the role of the master node.
It can store the certificate information published by CA in the blockchain network
or assist UAVs in querying the certificate information of other entities. It can be
understood as a blockchain agent of UAV.

+ BS: As an entity in the blockchain network, it is responsible for publishing task

information to UAV and can maintain task information in the blockchain.

Both of them have the blockchain network accessing function. Together with the
nodes in other domains, they build a blockchain network for publishing and storing
information such as identities and tasks.

In the End Entity layer, there are multiple UAVs in each domain. When a UAV
accepts a task, it will automatically be organized and scheduled according to the task
requirement and cooperate with others to complete the task.

When BS publishes a task, it will filter out a UAV as a master UAV (mUAV) in the
domain where the task is initiated. The principle of mUAV screening is based on the
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roles of different UAVs and the adaptability of their computing power. To avoid the
problem of single-point failure of mUAV in the process of task performing, one or
multiple standby ones can be selected simultaneously.

Then, the mUAV will work as the founder of a task-oriented UAV Group. It commu-
nicates with the alternative UAVs to build the group, completes the identity authentica-
tion, and generates and distributes a new identity for each UAV in the group and the
pre-shared key of this group.

Before the UAVs of this group perform a task, they will transform from ground infra-
structure network to ad hoc wireless network, which will cause a weak connection state.
Therefore, this pre-shared key is used to authenticate with each other for the group of
UAVs. Compared with the authentication based on blockchain in the process of group
building, this constitutes the two-stage authentication framework proposed in this
paper. The details are described from Sects. 3.3 to 3.6.

3.2 Presumption and definition

Mainly focusing on the progress of authentication of UAVs, we put forward the follow-
ing presumptions to reduce the interference caused by unrelated factors and build the
basic functions that UAVs must have.

(1) All UAVs have been registered with CA in the domain and have been registered in
the blockchain network.

(2) The UAV that accepts the task will strictly implement the task requirements and
will not generate false task intelligence.

(3) Physical attacks are not considered, and UAVs use TPM (trusted platform module)
to ensure that important local data will not be violently read by attackers.

The symbols used in this paper are defined in Table 1.

We use GrpID to identify the existence of a UAV group, which is public to the outside
world to make others perceive the existence of UAV groups. In each group, a pre-shared key
SK is generated by its mUAV. When a UAV is authenticated and joined the group, mUAV
will send the SK to it. Only these certified UAVs can use this SK to communicate with each

Table 1 Definition of symbols

Symbols Definition

GrplD The group ID of a UAV group

1Dy The dynamic identity of UAV x

Ticket Task tickets issued by mUAV for other UAVs
Pa Pp UAV a\b's public key

Sa S UAV a\b’s private key

SK Pre-shared key in a group

E(-) Encryption using a key K

H(-) Hash function

Sign(-) Signature

TS Time stamp

E() Using secret channel to communicate

with smart contract
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other in the group. The pre-shared key SK in the group will ensure the security of the com-
munication process and the legitimacy of the UAV identity. Meanwhile, each UAV obtains a
specific ID, to distinguish from each other.

Ex(-) represents an encryption operation. For symmetric encryption, the Advanced
Encryption Standard (AES) algorithm is used. For asymmetric encryption, elliptic curve
cryptography (ECC) is used, which is more suitable for constrained environments.

In addition, since the hash function and signature function involve the operation of
blockchain smart contracts, it is necessary to use the blockchain signature function ECDHE
and the blockchain standard hash function Keccak3. The cross-domain authentication
mechanism exploits ECDHE, which is based on the elliptic curve discrete logarithm prob-
lem (ECDLP). ECDLP has been proved unsolvable by the polynomial-time algorithm now.
In addition, all the information required for identity authentication, such as the public key
of UAYV, is stored on the blockchain, which connects all domains and provides a tamper-
resistant record service. Besides, the privacy security of UAV’s identity and data integrity
of transactions and messages is more dependent on the hash function. The Keccak3 hash
function has been used in this paper, which has never been compromised yet.

3.3 Blockchain-based authentication for group building
When a task comes, the system will select the most reliable UAV as the mUAV node.
Then, the mUAYV that receives the task from BS will start to build a task-oriented group
and ensure the security of joining UAVs through security authentication protocols based on
blockchain. We assumed that the mUAV here is honest and reliable. The specific process is
shown in Fig. 2.

The protocol steps are as follows:

Step (0): When mUAY receives a task, it generates a pre-shared key SK for this group, and
Tickets for each UAV selected as follows:

Ticket_to_A = {GrpID|ID4|sign(GrpID,ID4)}

mUAV BlcokChain UAVa

(1)Epa(Tiicket, TS1) >

Calculate the SK (2)check the signature of ticket,

and save it
———————— (3)E(Ticket,sign(Ticket)y ———————
(4)check the signature,
calculate:
H(Grp, IDx)
and store to blockchain
(5)Search H(Grp,IDa)
(6)Em(SK, TS2) >

Fig. 2 Blockchain-based authentication for group building. This figure shows the process of authentication
for group building and initialization
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where GrpID represents the unique identifier of the UAV group built by mUAYV, which is
public. ID4 is a private identification generated by mUAV for UAV 4. Sign(GrpID,IDy) is
a signature, which is signed by mUAV’s private key.

Step (1): After finding the public key of UAV, through the blockchain, mUAV uses
this public key to encrypt and sends {Ticket, TS1} to UAV,.

Epa{Ticket, TS1}
mUAV ———— UAV,.

Step (2): After UAV, decrypts the message with its private key, it judges the time
stamp TS1, then obtains the public key of mUAV through the blockchain, checks the
signature in the ticket, and after confirming the authenticity of the ticket, saves GrpID
and ID,.

Steps (3)—(4): UAV, calls the smart contract, uploads {ticket, sign(ticket)}, then the
smart contract uses the UAV,’s public key to verify the signature, and then uses the
mUAV’s public key to verify the signature in the ticket. After confirming their cor-
rectness, the smart contract writes H(GrpID, ID,) into the blockchain.

Step (5): mUAV calls the smart contract to search the existence of H(GrpID, ID,).

Step (6): If the search result in step 5 is existing, mUAV will send encrypted mes-
sages including the pre-shared key SK and a time stamp TS2 to UAV, using the public
key of UAV,.

Epa(SK,TS2)
mUAV ——— UAV,.

After that, UAV, decrypts and checks the time stamp TS2 to obtain the pre-shared
key SK. So far UAV, has successfully joined the group. At this time, all UAVs confirm
to join the group will have the same GrpID and their confidential IDs, as shown in
Fig. 3.

Domainl Domain2
UAV a UAV e

GrpID: A5 GrpID: AS

D: 02 mUAV ID: 06

GrpID: A5
ID: 01

UAV b UAV_d

GrpID: A5 GrpID: A5

ID: 03 | ID: 05
UAV ¢ UAV e
GrpID: A5 GrpID: A5
ID: 04 ID: 06

Fig. 3 An instance of a group containing UAVs from two domains. This figure shows how UAVs in different

domains build groups

Page 7 of 15
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3.4 Identity information intra-group management method

During the task performing in the UAV group, it will inevitably encounter extreme con-
ditions such as an unstable or unavailable network. In this weak connection state, it is
important to ensure the reliability and efficiency of identity authentication in the group.
In this section, an identity information intra-group authentication method based on
Chord protocol is proposed. The Chord is a protocol and algorithm for a peer-to-peer
distributed hash table, which is one of the first, simplest, and most popular distributed
protocols and can be used as a backbone of the discovery and control services of an IoT
system [27, 28]. Based on DHT and consistent hash, we have realized offline storage and
fast access of UAV identity information.

3.4.1 Redundant storage of identity information

Distributed storage can ensure the lightweight of the UAV, and a consistent hash algo-
rithm can ensure the efficiency of resource location. We use the Keccak3 as the hash
function.

The ID of identity information and the UAV’s address are mapped to the ring by SHA-
1, and authentication information is stored in both two successor nodes in a clockwise
direction. As shown in Fig. 4, the O59 resource is stored on the N1 and N8 nodes, and
the O4 resource is stored on the N8 and N17 nodes. The O19 and O25 resources are
stored on the N34 and N52 nodes.

From Fig. 4, it can be seen that when a new UAV node adds to the group, data migra-
tion will only occur between three UAVs according to the clockwise storage rule. For
example, when a new UAV node N23 is added to the group, only O19 and O10 resources
need to be migrated from N52 and N34 to N23.

3.4.2 Rapid location of identity information

To improve the efficiency of identity information access, each node can quickly access
resources by maintaining a Finger table. The i-th item of the table is the resource which
hash value is this UAV node plus 20~V and it’s location. As shown in Fig. 5, take a hash
space of 2° as an example.

059 N1
04
N52
N8
040

010
@® UAVnode
N34 | resource

N17
025 019

Fig. 4 Chord ring of identity information. We store the identity information in a chord ring

Page 8 of 15
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059 N1
Finger Table

N52 N8+1 N15
N8+2 N15
N8 E> Ng+4 | NI5
Ng+8 N34
042 Ng+16 | N34
N8+32 N52

UAV node

resource
025 019

Fig. 5 Rapid resource location with Finger table. Rapid resource location can be seen in this figure

UAVa Storage Ring UAVbp

(1) Esk(IDs, TS1) g
~—(2) Calculate and search H(GrpID, IDa)-~

(4)Calculate and search H(GrpID, IDv)

Fig. 6 Intra-group authentication. This figure shows the authentication protocol of UAVs within a group

When a UAV node access a resource, it first judges whether its successor node holds
the resource. If not, search from the last item in the Finger table. When found the hash
value of the UAV node is less than the resource node, jump to the UAV node for a new
search.

For example, the UAV (N8) needs to access the O42 resource. First, look up the own
node (N8) and successor node (N15). They do not hold the resource, so the UAV(NS)
reverse lookup Finger table. The N34 is the first UAV node with a hash value less than
the resource. So, it jumps to the N34 node for a new search. The successor node of
the N34 node is N52, which meets the condition of 42 € (34,52], so the O42 resource
is located in the N52 UAV nodes. When an uncontrollable factor causes the N52 UAV
node to lose connection, the next UAV node N1 can be queried sequentially to read the
redundant resources.

3.5 Intra-group authentication
In the process of task performing, UAVs will cooperate to accomplish the task. The
authentication process of UAV within a group is shown in Fig. 6:

The protocol steps are as follows:

Step (1): UAV, encrypts its ID, and time stamp TS1 through the pre-shared key SK
and sends it to UAV,,.
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Eq{IDg, TS1
B

UAV, L UAV,,

Step (2): UAV,, decrypts the message and verifies the time stamp TS1, calculates Hash
(GrpID, ID,), and then uses the chord ring to compare and confirmed the existence of
UAV,.

Step (3): After UAV), successfully confirmed the existence of UAV,, it encrypts {IDy,
TS2} and sends it to UAV,,.

Eq{IDy,, TS2}
—_—>

UAV,, UAV,.

Step (4): After UAV, decrypts the message, it verifies the time stamp TS2 and calcu-
lates Hash(GrpID, ID,), then searches in chord ring and verifies the results.

If the result of the verification is correct, then enter the communication phase. UAV,
and UAV/, save each other’s ID to the local cache, which is convenient for quick verifica-
tion next time.

This authentication protocol has strong robustness. By using the chord ring, we can
store the UAV information in the UAV group in a distributed way, avoiding the single-
point failure problem.

4 Results and discussion
In this section, the authentication model will be analyzed from security and perfor-

mance aspects.

4.1 Security analysis

Our task-oriented authentication model for UAVs integrates blockchain technology to
improve flexibility and security. In addition, the chord ring method is proposed to main-
tain identity information, which is used to support that the model can work in a weak
connection state. The detailed security assessment is given below.

When a task is initiated, a task-oriented trusted UAV group is built. The authentica-
tion between the UAV and the mUAYV is executed by calling the blockchain smart con-
tract. The smart contract automatically confirms the authenticity of the identity and
writes the confirmation result into the block. All network nodes can confirm whether
the identity authentication is successful by querying the blockchain. On the one hand,
the blockchain has played the role of a certification authority, completing trusted and
secure identity authentication in a decentralized way. On the other hand, all IDs of
UAVs are stored in the form of hash values on the blockchain, and UAVs also use the ID
assigned by the mUAV to authenticate and communicate with each other in the UAV
group. If the attacker reads the authentication information stored on the chain by special
means, but it can only get the group ID and the hash value of UAVs. Finally, each group
only performs a task once. When the task is over, the group is automatically dissolved.
All authenticated devices, tickets, tokens, and other identity authentication certificates
will all expire. This achieves forward secrecy.

When the UAV group performs its task, all UAVs communicate in the trusted
group, and the communications are kept secret by the pre-shared key generated when
the group building. In intra-group authentication, the identity authentication data is
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stored in the UAV group by chord ring. It relies on the correctness of subsequent
nodes to ensure the correctness of the ring. To avoid the single-point failure, each
UAV contains a successor node list, and if a successor node fails, it will try other suc-
cessor nodes in the list in turn. It can be promised that the time to find a successor is
O(log N) in a network with the failure node of 1/2.

ToAM also has other security guarantees. On the one hand, all authentication mes-
sages are bound with a time stamp to prevent replay attacks. On the other hand, all
authentications information and related authentications operations are stored in the
security hardware module (TPM), ensuring that even if the UAV crashes or is cap-
tured, it will not affect the identity and communication security of other UAVs.

4.2 Performance analysis

In this subsection, we analyze our ToAM in terms of computation and communica-
tion costs by comparing it with a decentralized multi-domain authentication method
and a UAV authentication method, namely BASA [9] and SENTINEL [25]. We calcu-
late the computation and communication costs within one whole task, which includes
both cross-domain authentication for group building and intra-group authentication.

4.2.1 Computation overhead

About computation overhead, it will be evaluated through theoretical analysis on
most time-consuming operations. This means that complex operations are considered
and simple ones are ignored. The simple operations, such as hash operation, integer
addition, and multiplication cost little time in our computation cost, so they are not
considered here. The symbols are listed as follows:

+ C, the cost of performing a symmetric operation (encryption or decryption with a
symmetric key).

¢ Cp the cost for performing an asymmetric private operation (plaintext decryption
or signature using a private key).

o C,,, the cost for performing an asymmetric public operation (plaintext encryption or
signature verification using a public key).

+ CECDH, the cost of executing an elliptic curve Diffie—Hellman (ECDH) operation.

+ N, the number of UAVs joining in the task.

Table 2 Computation overhead

Protocol UAV mUAV Server

ToAM Group building 2°Ci+ Coert Cyign (C+Cgn) *N - (C+CECDH+Ce *2) *N
Intra-group authentication  2*C,*N \

BASA (2 * Cs + Cver+ Cswgn) *N (2 * Cs + Cver+ Cswgn) *N

SENTINEL ~ Mutual authenticationand  C,+2*C,, * N 2¥C+Cygn+Ced *N

key agreement
UAVs authentication C.*N C.*N

S S
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If ToAM and BASA use the same encryption algorithms and parameters, the compu-
tation overhead is compared as Table 2.

As Table 2 shows, compared with BASA and SENTINEL, ToAM has less average
computation cost and higher verification efficiency, which helps to solve the problem of
resource limitations. In addition, more computation cost is on the server, which is help-
ful to the computation limitation of UAV and mUAV.

4.2.2 Communication overhead

Because the length of the information about the task will change with the task, we only
count the length of authentication-related messages. First, the mUAV calls the smart
contract about 8 bytes and accepts UAV public key about 654 bytes. When a UAV group
is built, the mUAV will send a message to each UAV, including the ticket with related
signatures and a time stamp. Then, the UAV sends a signature with a private key and
ticket to the blockchain. After that, the mUAV calls the smart contract to check whether
the authentication is successful, which is about 44 20 bytes. Finally, the mUAV sends a
16-byte key and a 4-byte time stamp to the UAV, which are encrypted with the UAV’s
public key.

When the group is built, UAVs in the group need to perform mutual authentication
first in the cooperative process of task execution. The initiator UAV first sends its 128-
byte ID to prove its identity, then the receiver calculates and searches 20-byte hash
value in the chord ring. If there are N UAVs in a group, Log, N + 1 communications are
required for identity verification. It’s (LogzN + 1) * 16 bytes in total.

Assuming there are N UAVs in a group, the number of all communication bytes is as
Table 3.

As Table 3 shows, communication cost in group building is 886 bytes, when ToAM
uses 128-byte long object_ID. Secondly, with the chord ring, the communication cost is
reduced from N-20+ 128 to 20(Log2(N) + 1) + 128 in intra-group authentication. At the
same time, the chord ring also avoids failure of identity authentication by weak connec-
tion or single point of failure.

To evaluate the communication efficiency of TOAM, we compare communication costs
with our system and BASA and SENTINEL in the same environment. Assuming that the
UAVs in the group are certified once in pairs and the number of them ranges from 0 to
50, we checked the cost of all UAV communication in the group. The result is as shown
in Fig. 7, which shows communication efficiency of ToOAM is higher than the other two

Table 3 Communication overhead

Phase Information category Length (bytes)
Group building mUAV calls the smart contract and queries the UAV's public key 1284654

Send the ticket and time stamp to UAV 28+4

Send the ticket and related signatures to BS 28+20

mUAV calls the smart contract and queries the related information 128+ 20

Send the pre-shared key and time stamp to UAV 20+4
Intra-group authentication The initiator UAV sends its ID 128

The receiver searches the hash value in the chord ring 20-(Log2(N)+1)
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Fig. 7 Communication overhead. This figure shows the comparison of communication overheads under
different scale nodes

methods. It is noted that since the main group building process is local, the communica-
tion cost of the intra-group authentication is less.

From the security analysis in Sect. 4.1, we can see that our TOAM integrates blockchain
technology to improve flexibility and security. All authentication information is stored in
the blockchain in the form of hash values, which ensures the security of the group build-
ing and intra-group authentication. To ensure the feasibility of working in a weak con-
nection state, we use a chord ring. From the performance evaluation in Sect. 4.2, most of
the computation cost of TOAM is in the group building, and the computation cost in the
intra-group authentication is less. The average cost of both computation and communi-
cation is less than BASA and SENTINEL.

5 Conclusion

In the cooperative task performing scenario of the UAV group, they are faced with the
transformation from ground infrastructure network to ad hoc wireless network, and the
communication between these two networks is unstable or unavailable during the task
performing, which brings great challenges to the authentication of UAVs. To this end, a
task-oriented authentication model (ToAM) for UAVs based on blockchain is proposed
in this paper, which adapts to the dynamic and complex network environments of the
UAV group and supports the whole process authentication of UAV scheduling and tasks
performing. In ToAM, a two-stage authentication framework is presented, which divides
UAVs authentication into group building authentication and intra-group authentication.
Then, two lightweight authentication protocols are presented, respectively, correspond-
ing to these two stages. Analyses demonstrate that our model offered a lightweight and
secure authentication for task-oriented UAV groups. In the future, we will pay more
attention to the hierarchical blockchain method and study the lightweight blockchain
method suitable for intra-group authentication.
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