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School of Artificial Blockchain technology has attracted considerable attention due to the boom of cryp-
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University, Beijing, China tocurrencies and decentralized applications. Among them, the emerging blockchain-

based crowdsourcing is a typical paradigm, which gets rid of centralized cloud-servers
and leverages smart contracts to realize task recommendation and reward distribution.
However, there are still two critical issues yet to be solved urgently. First, malicious
evaluation from crowdsourcing requesters will result in honest workers not getting
the rewards they deserve even if they have provided valuable solutions. Second, unfair
evaluation and reward distribution can lead to low enthusiasm for work. Therefore, the
above problems will seriously hinder the development of blockchain-based crowd-
sourcing platforms. In this paper, we propose a new blockchain-based crowdsourcing
framework with enhanced trustworthiness and fairness, named TFCrowd. The core
idea of TFCrowd is utilizing a smart contract of blockchain as a trusted authority to
fairly evaluate contributions and allocate rewards. To this end, we devise a reputation-
based evaluation mechanism to punish the requester who behaves as “false-reporting”
and a Shapley value-based method to distribute rewards fairly. By using our proposed
schemes, TFCrowd can prevent malicious requesters from making unfair comments
and reward honest workers according to their contributions. Extensive simulations and
the experiment results demonstrate that TFCrowd can protect the interests of workers
and distribute rewards fairly.
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1 Introduction

With the prosperity of sharing economy, crowdsourcing has become a considera-
ble computing paradigm which allows people from different countries and regions to
accomplish the same task together. More and more companies and individuals begin to
outsource tasks and recruit freelancers all over the world through crowdsourcing plat-
forms. Crowdsourcing platforms help companies find the right workers around the
world and reduce their costs. Meanwhile, crowdsourcing platforms help many freelanc-
ers find jobs they are interested in. This is of great significance to the redistribution of
resources and social stability in the world. Under this background, a lot of applications
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have been developed, such as Upwork [1], CrowdFlower [2], and Amazon Mechanical
Turk [3].

In traditional crowdsourcing platforms, there are three roles: requesters, workers, and
brokers. The requesters publish their tasks to the broker, and the workers submit their
interests to the broker. The broker matches the task requirements with the interests of
workers and recommends the best matched tasks to the workers. After collecting task
results from the workers, the requesters will accept the genuine solutions and reward the
workers with payment.

Traditional crowdsourcing platforms are normally based on a centralized cloud-server
for managing tasks and matching workers with aligned interests. Such centralized archi-
tectures are often vulnerable to single-point failure and lack operation transparency.
Once the servers are attacked, the whole crowdsourcing platform will break down. For
instance, Elance-oDesk encountered DDoS attacks in May 2014 [4] and its services broke
down. In April 2015, Uber suffered a hardware failure that caused passengers cannot
stop their orders at the end of services [5]. Meanwhile, traditional crowdsourcing plat-
forms are notorious for their untrustworthiness and unfairness. Brokers and requesters
may collude, or brokers may encounter financial problems resulting in requesters and
workers unable to get back their deposits. In 2018, ofo sharing bicycles encountered
financial problems and the users could not get their deposits back. To address these
problems, a feasible solution is to build a crowdsourcing platform based on blockchain
[6-9]. Blockchain is a shared, distributed ledger that facilitates the process of recording
transactions and tracking assets in a business network. Due to the intrinsic advantages
of decentralization and immutability, blockchain-based systems are more difficult to be
attacked comparing with centralized systems [10—12]. Thus, we are motivated to develop
a blockchain-based crowdsourcing platform.

Although a blockchain-based crowdsourcing platform is robust and reliable, there
are two challenging issues yet to be solved. The first challenge is that the requester may
behave as “false-reporting” If the requesters undervalue the workers’ solution mali-
ciously, the workers will not be paid even if they contribute a high-level solution. The
second challenge is how to fairly evaluate and reward workers’ contributions. Since the
contribution of each worker is different, it would be unfair to the workers who con-
tribute more if we reward them equally. This situation will diminish better workers’
enthusiasm. Therefore, the above problems will seriously hinder the development of
blockchain-based crowdsourcing platforms.

In this paper, we propose TFCrowd, a new blockchain-based crowdsourcing frame-
work with trustworthiness and fairness. Our design utilizes the trustworthy smart con-
tracts of blockchain to transparently calculate the requesters’ reputation and allocate the
workers’ rewards. To prevent the “false-reporting” issue, we propose a reputation-based
evaluation mechanism to punish malicious requesters. With our evaluation mechanism,
in the long run, when honest workers submit high-quality results, the requesters who
misreport them as low-quality results will spend more. Besides, we further explore a
method based on Shapley value to distribute rewards for workers. Our proposed method
can evaluate each worker’s contribution via the smart contract and assign the rewards
fairly. We conduct extensive experiments to prove that TFCrowd is effective in protect-
ing workers’ interests and distributing rewards fairly.
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Fig. 1 Overview of TFCrowd architecture

In summary, the contributions of this paper are listed as follows:

+ We propose a new blockchain-based crowdsourcing framework with trustwor-
thiness and fairness, named TFCrowd. By utilizing smart contracts, our proposed
blockchain-based framework enables credible result evaluation and fair reward dis-
tribution.

+ We design a reputation-based evaluation mechanism to prevent the requester from
making malicious comments. Besides, we devise a method based on Shapley value
that can distribute the crowdsourcing rewards fairly according to the contribution of
each worker.

+ We implement the system prototype and conduct simulation experiments. The
experimental results demonstrate that our design can effectively punish malicious
requesters and reward honest workers fairly.

The reminder of this paper is organized as follows. In Sect. 2, we present the system
overview and workflow. The detailed design of TFCrowd is given in Sect. 3. Experi-
mental results are demonstrated in Sect. 4. In Sect. 5, we present the related work. We
analyze and discuss the results of TFCrowd in Sect. 6. The whole paper is concluded in
Sect. 7.

2 System overview

2.1 Architecture of TFCrowd

As shown in Fig. 1, the architecture of TFCrowd contains four types of components:
requester, workers, blockchain, and IPFS [13]. Requesters publish their tasks on the plat-
form. Workers query tasks those they are interested in on the platform and post their
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solutions to IPFS. All the transactions are recorded on the blockchain. The detail of each

component is described as follows:

.

Requester: The requester has crowdsourcing tasks to be completed, which are hard
for computer to accomplish, but easy for human, such as image labeling and envi-
ronmental data collection. The requester finds suitable workers through blockchain-
based crowdsourcing platform. The requester posts his task, containing task descrip-
tion and the deadline, to the crowdsourcing platform. To attract workers to solve the
task together, the requester transfers a certain amount of deposit to the smart con-
tract. The amount of deposit depends on the workloads of the task.

Blockchain: The blockchain integrated with smart contract serves as a trusted
crowdsourcing platform to match the requester and workers. Smart contract can
execute the predefined contracts automatically to control the whole workflow. Spe-
cifically, it knows who is authorized to sign in and how to deal with the registrations.
It calculates the quotation of the task and updates the reputation of the requester. If
there is something wrong with the transaction, the smart contract serves as a judge
to select miners to handle the conflicts. At the end of transaction, smart contract dis-
tributes the rewards to the workers.

Workers:The workers are a group of persons who have certain skills to complete
crowdsourcing tasks. They use the blockchain-based crowdsourcing platform to find
tasks they are interested in. A worker will receive a message from the smart contract
when a new task is published and decide whether to take the task or not.

IPFS: The IPES is a secure and distributed database system. Since transaction will
generate a lot of crowdsourcing data, it is not feasible to store a large amount of data
in blockchain. Thus, in our design, we use IPFES to save the task data published by the
requester and the task results uploaded by the workers.

2.2 Workflow
As shown in Fig. 2, the process of TFCrowd contains the following steps:

3

Initialization

(1) The requester and the workers sign up, respectively. Each of them generates a
pair of keys and sends the public key to the smart contract.

(2) Smart contract checks the user’s registration information and sends its public
key to the authorized users. In the following steps, the requester and workers
encrypt their private data with the public key generated by the smart contract
and transfer the data to the smart contract.

+ Task Management

(3) The requester sends the task requirements to the IPFS and gets an address
returned by the IPFS. Then, the requester sends the task address to the smart
contract.

Page 4 of 20
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Fig. 2 Workflow of TFCrowd
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When the smart contract receives the request from the requester to publish the
task, it checks the reputation of the requester and the workloads of the task.
Then, smart contract calculates the corresponding quotation and sends the
quotation to the requester.

When the requester receives the quotation, he has to pay the deposit to the
smart contract; otherwise, his task will not be published.

When the smart contract receives the deposit, it will publish the task descrip-
tion and broadcast the task description to the workers.

When the workers get the message from smart contract, they will check the
task type, workloads, and the deadline. If the worker is available and interested
in the task, he will take the task and notify the smart contract.

For simplicity, we omit the description of the working process. When the work-
ers finish the task, they will send the task results to the IPFS and get the data
address returned by the IPES. Then, the worker will notify the smart contract
he has uploaded the data of the task results and the address saved on the IPES.

Task Evaluation

©)

When the deadline is reached or all the workers have submitted their solu-
tions, the smart contract will notify the requester to check the task results.
Then, the requester will download the task results and give a remark about the
quality of the task result. The requester submits the evaluation to the smart

contract.
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(10) If the evaluation value is bigger than or equal to the given threshold, the smart
contract will calculate how to distribute the deposit and transfer the corre-
sponding rewards to the workers. If the evaluation value is less than the given

threshold, the smart contract will refund the deposit to the requester.

« Arbitration

(11) If the workers do not agree with the evaluation, they will ask for arbitration.
When the smart contract receives the request for arbitration from the work-
ers, it will select some miners to form a committee to deal with the conflicts.

(12) When the smart contract completes the trial of the case, it will know whether
the requester gives a bad remark maliciously or not. Meanwhile, the smart

contract will update the reputation of the requester.

2.3 Design goal

Our proposed framework includes only one requester, who does not worry about com-
peting with other requesters. If the requester gives an unreasonable comment on the
task results uploaded by the workers, he can redeem his deposit after he receives the
task results. This may lead to a behavior known as “false-reporting” We will design a
reputation-based mechanism to penalize the requester who always gives unreasonable
comments deviating from the truth and protect the interests of the workers. Besides, the
contributions of the workers are unequal, so we design Shapley value-based method to

distribute the revenue with fairness.
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Fig. 3 Logical structure of TFCrowd
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3 Methods

As shown in Fig. 3, the system consists of three layers. First, the distributed storage layer
supplies a distributed database that saves task-related data. It stores the data from the
requester and the workers, and it returns the data address to the data owners.

Second, the blockchain layer realizes the blockchain, which ensures a secure and trust-
worthy environment and smart contract. Smart contract consists of four predefined con-
tracts: user management contract, task management contract, reputation management
contract, arbitration management contract. Besides, this layer has a programming envi-
ronment that consists of an Integrated Development Environment and program com-
piler. The Integrated Development Environment is a user graphic interface that allows
users to type codes online. The compiler compiles the codes to smart contract.

Third, the application layer is the interface where the requester and the workers inter-
face with the crowdsourcing platform. There are four units in this layer: register applica-
tion unit, task application unit, pay application unit, and arbitration application unit.

3.1 Initialization

To protect users’ privacy and security, only the permitted users can join in the TFCrowd.
If the requester and the workers agree with the predefined contracts, they can register
via the register application. When smart contract permits the requester’s registration,
it will return a tuple (address, reputation, state) to the requester. With address, smart
contract can find the requester easily. Reputation value indicates the honesty of the
requester. The requester has two states: normal state and untrust state. In normal state,
requester can evaluate the solution’s quality and redeem his deposit. In untrust state,
requester has no rights to redeem his deposit and workers can receive the revenues

every time.

3.2 Task management

When the requester is permitted to access the crowdsourcing platform, he will send
the task demands which contains task description and deadline to the IPFS and get an
address from IPFS. Then, the requester sends a request which contains the task address
to smart contract for publishing the task. When receiving the request, smart contract
will evaluate the workloads of the task and check the requester’s reputation. Then,
smart contract calculates the primal quotation Cy of the task. In order to motivate the
requester behaves well, we add a coefficient based on requester’s reputation. Therefore,
the final price is as below:

C = Cper R (1)

R is the reputation of the requester. We will introduce how to calculate R in the arbitra-
tion subsection. Next, the requester prepays a deposit of C to smart contract. After these
actions, the task will be published in the blockchain and smart contract will broadcast
the task to matched workers. Once the task is published, all workers can query and join
in the task.
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3.3 Evaluation

When a worker has finished his work of the task, he will submit his solution to the IPFS
and gets an address from the IPFS. When he gets the solution’s address, he notifies smart
contract that he has uploaded his solution to IPFS and sends the solution’s address.
When all the recruited workers have uploaded their solutions or the deadline is reached,
smart contract will notify the requester to check the task results saved on the IPES. The
requester rates the quality of the task results into 100 levels from 0.0 to 10.0. 0.0 rep-
resents none of the solutions is valid, and 10.0 represents all of the solutions are valid.
We define a fixed threshold 6.0 as the requester’s minimum requirement. Specifically, if
the level is below 6.0, we define the solutions as not meeting the requester’s minimum
requirement. In this circumstances, the requester can redeem his deposit. If the level is
over 6.0, we define the solutions as meeting the requester’s requirement even if the task
results are not perfect.

3.4 Arbitration

There is a risk in the system that the requester can redeem his deposit by giving a mali-
cious evaluation even if the workers contribute high-quality solutions. In this condition,
it is unfair to the workers because they work hard but cannot get rewards. So the work-
ers will ask smart contract for arbitration, and the punishment is needed if the requester
lies. The workers will send task_address to smart contract. With task_address, smart
contract can find the workers who accomplish the task and their solutions. Meanwhile,
smart contract can find the evaluation of the requester with task_address.

When smart contract receives the arbitration request, it will randomly select some
miners to form a committee. Algorithm 1 can ensure the selection progress is ran-
dom. The input is a tuple (seedsy, seed,, m). The variable seeds,, is a list of random
integers, seed, is a random integer, and m is the number of miners to be selected. In
the beginning, every worker and the requester are required to input an integer to the
smart contract. Smart contract sorts M by miner’s address. Smart contract selects one
integer from seeds, once and sums it and seed,, then smart contract calculates the
hash value of the sum. With the result rand;, smart contract calculates the remainder
of rand; divided by n and gets the result ¢. # is the number of available miners. Smart
contract selects ¢-th miner as the first committee member. When the first miner is
selected, smart contract repeats the above steps until m miners are selected. When
the committee is formed, they will check the quality of all the task results. Algo-
rithm 2 is the algorithm of arbitration. According to the variable task_address, the
committee can get the task description, the addresses of the workers who receive this
task, the evaluation of the requester, and the task results saved on the IPFS. The m
miners will be divided into two groups. Each group checks the result independently,
and both of them have to give a score to evaluate the result. If the difference value
is bigger than 1.0, smart contract will select 7/2 miners to form the third group by
Algorithm 1. The third group will check the result again. So there are three scores and
smart contract will select two scores whose difference value is the least. Then, smart
contract finds the average value of the two scores.
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Algorithm 1 : Select miners to form committee

Input: Minsers set,M; Numbers of members of committee N; Random integer list seedsl, given by
the workers; Random integer seeds2,given by the requester.

Output: Selected miners set, SM, to form a committee.

1: n=len(M)

2: sort(M)

3: for seed; in seedsl do

4: rand; = Hash(seed; + seeds2)

5 index = rand; mod n

6: m=m—1

7: n=n-—1

8.

9

sort(M)
: SM.append(index)
10: if meq0 then
11: stop
12: end if
13: end for

14: return SM

We define the evaluation value of the requester as E, and the evaluation value of the
committee as E.. We define the reputation of the requester as Eq. (2).

R 10, T=1
= RT_1+1+6%90"1_%’T>1 (2)
g @)

1o is the initialized reputation of the requester which ranges in [0, 1]. po is the coeffi-
cient denoting the degree of the Ry function. d is the value that E, minus E.. The equa-
tion of reputation is motivated by the sigmoid function because it has three features. (1)
The sigmoid function is a point symmetry function. We can set the initial value of the
requester at the symmetry point. (2) The slope of the function is large near the symme-
try point. The reputation of the requester will fall or increase faster at the initial state. (3)
This function has an upper bound and a lower bound. The price will fluctuate in a range.
The sigmoid function is shown in Eq. (3). The figure of the sigmoid function is shown in
Fig. 4.
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Fig. 4 Graph of sigmoid with different coefficient
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3.5 Initialization

From Fig. 4, we can find y € (0,1) and as pp increasing the degree becomes bigger too.
From Eq. (2), we can deduce that Rt ranges from O to 1. If E, < E, i.e., x < 0, we can
find y < 0.5. So if the requester always tells a lie, his reputation will gradually decline.
We define two threshold values R; and Ry, If the requester’s reputation falls below Rj,
the requester’s state becomes the untrust state from the normal state. In the untrust
state, smart contract will distribute the requester’s deposit to the workers whether the
task result is good or not and the requester has no right to redeem his deposit.

If workers contribute low-level solutions in untrust state, the requester can ask
smart contract for arbitration. Smart contract will select miners to check the solution
again. If the quality of the solutions are lower than a default value, smart contract will
improve the requester’s reputation. Specifically, we set the default evaluation value
of the requester 6.0 and calculate the reputation via Eq. (2). In untrust state, if the
workers contribute high-quality solutions constantly, the reputation of the requester
will remain the same. In this condition, the requester will have no chance to become
an honest requester when he regrets his malicious comments. In order to avoid this
issue, if the requester does not ask for arbitration, smart contract updates requester’s
reputation value by adding 0.1.

When the requester’s reputation in untrust state exceeds Ry, his untrust state
changes into the normal state. In the normal state, the requester can redeem his
deposit if he evaluates the result as low quality.

Algorithm 2 : Arbitration

Input: Task address Ty 44,
Qutput: miners’ evaluation of worker’s solution E,,; reputation value of the requester Rp; requester’s
state St.
: Task = FindTaskByAddress(Tyqar)
Ro = FindReputaionO f Reqestor()
So = FindStateO f Regestor()
Solutions = FindSolution ByAddress(T,q4r)
evaluation = FindEvaluatioin ByAddress(Tgqar) // the remark value gived by requester
sum =0
n = len(Solutions)
: for Solution in Solutions do
value = evaluate(Task, Solution) // returns 0 or 1,0 represents the solution is invalid and 1
represents the solution is effective.
10: sum = sum + value
11: end for
12: Sy, = 10 * sum/n // map the score to [0,10]
13: Ry = Ry—_1 + 1/(1 4+ math.pow(e, (evaluation — Ep,) * po))) — 0.5
14: if Spisnormalstate then

CoNTRrONMH

15: if R+ < R; then

16: ST = untruest state
17: else

18: ST = normal state
19: end if

20: else

21:  if Ry > Ry, then

22: ST = normal state
23: else

24: ST = untruest state
25: end if

26: end if

27: Sy = sum/n
28: return Sy, R, ST
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Algorithm 3 : Reward Distribution

Input: Task address Ty 44,
Output: [r1,72,...,7%]. // reward of every worker who participate the task
: Task = FindTaskByAddress(Tyqar)
W = FindWorkersO fTask(T,q4r)
Solutions = FindSolution ByAddress(T,q4r)
rev = FindDeposit ByAddress(Tqqqdr)
nyw = len(W)
. Shapley = Array()
:r = Array()
for w in W do
ny = evaluate(Task, Solution)// the amount of m-th worker’ solution
10: Sw = FindSetExclue(w)
11: S = FindAllSubsetsO f(Sw)
12: ng = len(S)
13: vs = H(ng)
14: vsw = H(ng +nw) — H(ng)

CRXNITRWNH

15: tsh =0

16: for S in Sy, do

17: temp = (nw —ng — 1)! X vg.p +nw
18: tsh = tsh 4 temp

19: end for

20: Shapley.append(tsh)

21: end for

22: Shapleysum = sum(Shapley)

23: for s in Shapley do

24: tempr = rev X s + Shapleysum
25: r.append(tempr)

26: end for

27: return r

3.6 Reward distribution

It is important to reward every worker fairly especially when their contributions are
unequal. Some methods have been developed to solve the rewards distribution. Among
these methods, Shapley value is the most powerful one. Shapley value was proposed by
Lloyd Shapley [14], which is a solution concept of fairly distributing revenues to several
workers in a coalition. The Shapley value is used in situations when the contributions of
each worker are unequal, but all the workers accomplish the whole task together. Essen-
tially, the Shapley value is the average expected marginal contribution of one player after
all possible combinations have been considered. It has been proven that using Shapley
value is a fair approach to allocate value.

We denote the set of workers as Wand | W] is the number of workers. S is a non-empty
subset of W and it represents a group of workers. The worth function of the group S is
denoted as v(S), which represents the contribution of the group. We use w; denotes the
i-th worker who is not in the group S. So the marginal contribution of w; to the group S
is defined as:

v(S, D) =v(S U {i}) —v(S) (4)

The Shapley value is defined as

(W] =S| = DUsI!
$wi) = SE; W v(S,0) (5)

Si is a collection of all subsets of w excluding w;.
It is important to distribute the rewards fairly according to workers’ contributions. In
order to measure the contribution of each worker, we take the task of data collection or
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image annotation as examples. In the task of data collection, the more data samples, the
more accurate the final result of the task. In addition, the contribution of the latter col-
lected samples is less than that of the former ones. So we use the function defined by Eq.
(6) as the measurement of the contribution.

Hx) =1—e ¥ (6)

x is the amount of samples uploaded by a worker. For example, w; uploads 5 samples first
and then, wy uploads 2 samples. To simplify the problem, we define pg as 1. The contri-
bution of wy is 1 — e~>. The total contribution of w; and wy is 1 — e~7. So the contribu-
tion of woisl—e 7 — (1 —e®). If wy uploads his 2 samples first, the contribution of
wy is 1 — e~ 2. And the contribution of w; who has 5 samples is 1 — e’ —(1—e2). We
can calculate every worker’s contribution through Eq. (5). Algorithm 3 is designed for
reward distribution.

4 Experiments

In this section, we examine the effectiveness of the TFCrowd. First, we examine the rela-
tionship between the price and the reputation, and then we examine the fairness of the
reward distribution.

4.1 Experimental setting

We use a random float list ranging from 0 to 10 to simulate the quality of the task
results, and it is also the value list of the committee’s evaluation. This list follows a nor-
mal distribution. The mean value is 8, and the variance is 2. We use a python function
random.normalvariate(8, 2) to generate 1000 random values. If the value is greater than
10, then it is set to be 10. If the value of the sample point is less than 0, then it is set to be
0. Figure 5 shows the first 100 values. It is obvious that most of the points fall in the area
bigger than 6.0.

4.2 Reputation

We designed three groups of simulation experiments. In the first group of experi-
ments, we examine the malicious requester’s cost in normal state and Fig. 6 shows the
results of 6 experiments. In the second group of experiments, we examine the mali-
cious requester’s cost in untrust state and Fig. 7 shows the result of the experiment.
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Fig. 5 The first 100 values of the quality of the task results
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Fig. 6 The number of transactions for reputation values drop from 0.5 to 0.3

In normal state, if the malicious requester wants to get the results without any cost, it
is a best choice for the requester to rate every high-quality result as 5.9. In this condi-
tion, the requester can redeem his deposit and downgrade his reputation slowly. In
untrust state, the requester cannot redeem his deposit, so it is a best choice to keep
silence when the workers contribute a high-quality solution and ask for arbitration
when the workers contribute a low-quality solution. We initialize the reputation of
the requester with 5.0. We set R; to 0.3 and W} to 0.7. In Fig. 6, it is obvious that as pg
goes bigger, the reputation declines faster. However, the quality of the workers” solu-
tions is different in every simulation, so the results differ from each other. In order to
study the relationship between pp and the requester’s cost, we conduct 1000 experi-

ments and take the average value to compare the cost of the requester when lies or
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Fig. 7 The number of transactions for reputation values raise from 0.3 to 0.7

not and the results are shown in Tables 1 and 2. For simplicity, we assume the primal
quotation of all the tasks are the same, which is denote as Cp.

When the requester’s state becomes trust state from untrust state, his reputation
value is 7.0 and he may give malicious evaluation again. Because in the initial state, the
requester’s reputation value is 0.5, we conduct the third group of experiments to exam-
ine the malicious requester’s cost when his reputation value dropped from 0.7 to 0.3. The
experimental results are shown in Table 3.

From Table 1, we can know when pg = 0.5, the requester’s reputation will fall below 0.3
after 2 times. As the pg goes down, the times will increase. When pg = 0.01, the requester
evaluate the results malicious at least 30 times before he becomes untrustworthy. If the
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Table 1 The results of the first group of experiments

00 min(n) max(n) avg(n) Cost Average normal Average
cost save

0.01 30 61 43.11 0 43.11Co 43.11Co

0.05 5 23 9.1 0 9.1Cy 9.1Cy

0.1 2 10 4.83 0 4.83Co 4.83Co

0.5 1 5 1.65 0 1.65Co 1.65Co

Table 2 The results of the second group of experiments

01 min(n) max(n) avg(n) Cost Average normal Average
cost save
0.05 91 187 137.79 169.37Co 137.79Co —31.58Cq
0.1 30 154 86.48 106.82Cy 86.48Co —20.34Cy
0.5 3 68 26.5 33.59Cq 26.5Cq —7.09Cq

Table 3 The results of the third group of experiments

P1 min(n) max(n) avg(n) Cost Average normal Average
cost save

0.05 10 32 17.6 0 18.6Co 18.6Co

0.1 5 19 8.83 0 9.83Co 9.83Co

0.5 2 7 262 0 3.62Cy 3.62C

requester maliciously evaluates the results more than 30 times, we can define him as a
malicious requestor forever. And the workers will not get reward more than 30 times.
So, the value of pg should not be set too small. And, in the second and third experiments,
we omit the case of p = 0.01.

From Tables 2 and 3, we can compare the cost of the requester. We can see when
p1 = 0.5, the requester saves 3.62Cy but spend 7.09Cy more. If the requester evaluate the
results maliciously, he will spend more than he saves.

4.3 Shapley value

The evaluation function of our experiment is Eq. (6). We take a set of three workers
wy, wa, w3 as an example. We assume that w; completes the workload of 1 samples and
wy completes the workload of 3 samples and w3 completes the workload of 5 samples. So
the evaluation value of the total results is 1 — e~2PL. We use (w;, wo, w3) as the completion
sequence. So the contribution value of w;, wa, w3 is as Table 4 shows. The average contribu-
tion of w; is as shown in Eq. (7).

1—e1m e 301 _ o—4p1 e oP1 _ =6, e 8P _ o= %m
+ + +
3 6 6 3

(7)

And we can also calculate the Shapley value according to Eq. (5).
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Because

§ = ¢r {WZ}’ {W?)}: {WZ) WB}’

and
v(g, w1) = v(¢p Uwr) —v(p) = v(wm),
we have
v({wa}, w1) =v({wa} Uwy) —v(wa) = v({w1, wa}) — v(wa),
v({ws}, w1) =v({ws} Uwy) — v(ws),
v({wa, wa}, w1) =v({wa, w3} Uwir) — v({wa, ws}),
and

— IS = YS!
sy = 3 ||v|v|' M s
SESl :

1 —e 1ot N e3P _ p—4m N e~ oP1 _ =601 N e 801 _ o901
3 6 6 3

We can see the result of ¢; (w) is equal to Eq. (7). Figure 8 shows the distribution of Shap-
ley value with different p;. We can conclude that as p; increases, the difference of Shapley
value decreases. All in all, from the simulations, it is obvious that if the requester always
gives malicious evaluations instead of true evaluations, he will spend more money to
motivate workers to complete his tasks in the long run. Meanwhile, the H function used
as the contribution function is reasonable. We can adjust the distribution of rewards by

changing the p; coefficient.

5 Related work

5.1 Blockchain

With the rapid growth of blockchain, the smart contract has become a hot research
topic. More and more decentralized applications have implemented smart contracts as
a trusted authority to enhance their services robustness. Zhou et al. [15] implemented a
smart contract with a witness model to tackle service violations. Specifically, the authors
proposed to use smart contract to select a group of miners randomly as the commit-
tee to solve the service violations. In [16], the authors built a stored-value card platform
with the smart contract on Ethereum. With this platform, the agreement of stored-value

Table 4 Contributions distribution

wiq w2 w3
(W1, Wy, Ww3) 1 —e~1m e~ 1P _ o—4m e~4P1 _ o=9m
(w1, w3, w2) 1T—elm e=0m _ =9 e~ 1P — e6m
(wa, Wy, w3) =30 — =4 1 —e 3 4P — =%
(w2, w3, wi) e=8m _ =9 1—e3m e3P — =8
(w3, w1, wy) P — o6 e _ o= 1—e5m

(w3, wa,wr) =801 _ o=9p1 o=5P1 _ o8 | _ e=5m
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Fig. 8 Workers'shapley values

cards is more clear, the customers can refund more easily and all customers can realize

the transfer of stored-value.

5.2 Crowdsourcing

With the rapid development of the internet and the sharing economy, cooperation
among people has become more and more frequent. Crowdsourcing as a bridge between
the requester and the workers has attracted a lot of attention. More and more researchers
and companies study and implement crowdsourcing to complete some complex tasks. In
[17, 18], the authors pointed out that traditional crowdsourcing platforms based on a
centralized architecture are vulnerable to be attacked. Also, the unfairness of the third
party was discussed in [17, 19, 20]. Moreover, in [17], blockchain-based mobile crowd-
sourcing was designed, satisfying a decentralized and distributed management in mobile
crowdsourcing to collect data more efficiently. Moreover, the authors of [18] proposed
a BC-FGA-DCrowd scheme, which ensured the correctness and fairness of require-
ments for a data trading scheme. Furthermore, in [19, 21, 22], the authors introduced
the development and the strength of blockchain and described how to implement a safe
and trustworthy crowdsourcing with privacy protection. Zhu, Kane et al. [23] proposed
a data-driven crowdsourcing quality control model for tasks distributed in parallel.

5.3 Malicious evaluation

In a transaction, there are at least two roles: buyers and sellers and sometimes a third
party. Sellers provide goods, services, and solutions. Buyers buy goods, services, and
solutions from sellers and pay rewards to sellers. However, buyers may undervalue the
goods, solutions maliciously, and refuse to pay rewards to the workers. In this condi-
tion, buyers can get the services or solutions without rewarding sellers. This dishonest
behavior is harmful to the transaction and is not sustainable. In order to protect the sell-
ers, malicious evaluations are needed to be eliminated. There are two main methods to
discourage the buyers to evaluate the solutions maliciously. The first method is evaluat-
ing the solutions by a trusted third party instead of buyers. The other method is design-
ing a reputation mechanism to penalize the buyer who always gives bad comments. In
[15], Zhou et al. implemented a smart contract with a witness model to tackle service
violations. In this paper, customers bought services from the ISP directly and evaluate
the services. Smart contract selected a group of miners randomly as the trusted third



Li et al. J Wireless Com Network ~ (2021) 2021:168 Page 18 of 20

party to solve the service violations. In [24], Zhang et al. designed a mechanism EFF
which eliminates dishonest behaviors with the help of a trusted third party for arbitra-
tion. Reputation-based mechanisms are typical incentive mechanisms, which introduce
reputation or reputation-like metric to evaluate the credits of the users and give the cor-
responding reward or punishment [25-28]. Specifically, in [25], Sun proposed a frame-
work to analyze reputation-based incentive mechanisms for P2P services. In [20, 26-31],
the authors built reputation systems or grading systems to avoid dishonest behaviors. In
[27, 28], reputation-based mechanisms were used to address “false-reporting” and “free-
riding” behaviors. [32] implemented reputation-based trading system to encourage the
participants to adopt a long-term solution in emission reduction.

6 Results and discussion

The most widespread evaluation mechanism of crowdsourcing relies on a trusted third-
party of authority to evaluate the work reliably and reasonably. The trustworthiness of
the third-party determines the security and stability of the whole system. If the author-
ity colludes with other participants or is attacked by adversaries, it will bring irrepara-
ble losses. Moreover, the evaluation results directly affect the reward distribution for
workers. A malicious or compromised third-party of authority undervalues the workers’
contributions, resulting in a “free lunch” to the requester or more rewards to unworthy
workers. Therefore, it will bring unfairness and lead to decreased activity of workers who
cannot receive reasonable rewards. Overall, the contribution of this work can be sum-
marized as follows:

+ Decentralized evaluation for trustworthiness : Our blockchain-based evaluation
mechanism draws support from the blockchain with the intrinsic advantages of
decentralization, transparency, traceability, and immutability, which is more difficult
to be attacked comparing with centralized systems. Moreover, the trustworthy smart
contracts of blockchain can transparently maintain a reputation value to prevent the
“false-reporting” of the requester. Our proposed reputation-based evaluation mecha-
nism punishes the malicious requester who misreports workers’” contribution as low
quality.

+ Fair distribution for activating workers : Only when workers can reap fair and wor-
thy rewards, they will have enough motivation to continue to participate in crowd-
sourcing. We model crowdsourcing as a cooperative game, one of the best solution
of which is Shapley value for fair allocation of rewards. Our proposed Shapley value-
based distribution method can evaluate each worker’s contribution via the smart
contract and allocate the rewards fairly.

In this work, we ignore the privacy-preserving requirement of workers’ data, which is
not suitable to be openly accessed by all participants (e.g., miners, other workers) in a
blockchain-based crowdsourcing platform. Cryptography technologies, such as asym-
metric encryption and homomorphic encryption schemes, will be utilized to solve
this challenge in future work. In this paper, we only consider the case of one requester,
because when more requesters join in, they will compete with each other and the



Li et al. J Wireless Com Network ~ (2021) 2021:168 Page 19 of 20

influencing factors will increase. Therefore, our mechanism is not suitable for the case
of multiple requesters participating. We will consider the scenario of more requesters in
future work.

7 Conclusion

In this paper, we propose a new blockchain-based crowdsourcing framework with
trustworthiness and fairness name TFCrowd. In order to prevent requester from mak-
ing malicious comments, we design a reputation-based mechanism to penalize the
requester. Besides, we propose a reward distribution method based on Shapley value to
distribute rewards with fairness. We simulate the transactions with different coefficients
to prove the reputation-based mechanism is effective, which motivates the requester to
behave well. Meanwhile, our experimental results prove that the Shapley value-based
method can distribute rewards fairly.
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