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article robust watermarking algorithm for medical images, is proposed. It realized the loss-

less embedding of patient information into medical images. In the process of feature
extraction and watermark embedding, the proposed algorithm reflects the characteris-
tics of LPT, scale invariance and rotation invariance, and retains the advantages of DCT's
ability to resist conventional attacks and robustness. As it adopts zero-watermarking
embedding technology, it solves the defects caused by the traditional watermark
embedding technology to modify the original image data and guaranteed the qual-
ity of medical images. The good experimental results show the effectiveness of this
algorithm.
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1 Introduction
In the information age, network security has gradually become a potentially huge prob-
lem. The main research of network security is the prevention and control of computer
viruses and system security. With the increasing expansion and popularization of com-
puter networks today, the requirements for computer security are higher and involve a
wider range of areas. It is not only required to prevent viruses, but also to improve the
system’s ability to resist illegal hackers from outside, and to improve the confidentiality
of remote data transmission. Specifically, network security mainly refers to: protecting
personal privacy; controlling access to network resources with restricted permissions;
ensuring the confidentiality of trade secrets transmitted on the network, the integrity
and authenticity of data; controlling unhealthy content or Remarks that endanger social
stability; avoid the leakage of state secrets, etc. This shows the importance of network
security [1].

With the rapid development of information technology, the demand and use of tel-
emedicine in the medical field are increasing, and increasingly medical images and
information are transmitted via Internet. For medical images, it often corresponds to the
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important information of each patient, which cannot be easily modified, and the leakage
of patient private information must also be avoided. Therefore, how to implement infor-
mation protection for medical images has become an important research topic.

Information hiding is an ancient subject, but its application in digital media still has
great potential for development. The concept of information hiding is different from that
of information encryption. Information encryption is the use of a certain algorithm to
encrypt information and finally form a ciphertext that is difficult to crack. Information
hiding technology does not affect people’s reading of digital media, but protects hidden
data from being discovered. Hence, information hiding technology must have certain
immunity, that is, in normal digital signal processing, such as linear transform, Fourier
transform, and data compression algorithms, to ensure that the hidden information is
not damaged [2]. As an effective copyright protection technology, it has been widely
studied and applied in the fields of digital communications and confidentiality. Digital
watermarking technology is a new topic in the field of information hiding, which has
received extensive attention from researchers in recent years.

Digital watermarking technology is a technology that can embed specific digital signals
into digital products to protect the copyright or integrity of digital products. Nowadays,
with its robustness, invisibility, and encryption characteristics, digital watermarks have
gradually replaced traditional watermarks and are widely used in many fields to ensure
the security and confidentiality of multimedia information dissemination. The basic idea
of digital watermarking technology is to embed private information or user information
in digital media to achieve the purpose of digital copyright information protection, digi-
tal product certification, and infringement tracking. Now, digital watermarking technol-
ogy has become important way to ensure information security and implement copyright
protection in the Internet [3]. In the medical field, digital watermarking algorithms
applied to medical images can protect the privacy of patients and prevent medical data
from being tampered with, and provide a guarantee for the safety and accuracy of medi-
cal images.

However, although the existing watermarking algorithms have a better defense against
signal processing attacks such as image compression and filtering, they are less effective
in dealing with geometric attacks such as rotation, cropping, and scaling [4]. At present,
there are few researches on digital watermarking algorithms for medical images, and
there are fewer research results on watermarking algorithms for medical data resistant
to geometric attacks. Therefore, it is of great significance to research on digital water-
marking algorithms that can deal with geometric attacks.

This paper proposes a robust watermarking method for medical images based on LPT-
DCT. Its general framework is as follows: first perform LPT on the medical image, then
perform DCT on the corresponding matrix of the obtained LPT image, and then extract a
resistance from the DCT low-frequency coefficients. The visual feature vector of the texture
image of geometric attack, and the organic combination of watermarking technology with
chaotic encryption, Hash function and "third-party concept” to realize the resistance to
geometric attacks and conventional attacks of digital watermarking. By combining the fea-
ture vector of medical image, cryptography, hash function and zero-watermark technology,
it makes up for the shortcomings of traditional digital watermarking methods that cannot
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protect the medical image itself. It has strong robustness and invisibility. At the same time
protect the patient’s private information and medical image data security.

2 Methods

In this section, we will explain our proposed algorithm. At present, most medical image
watermarking algorithms have poor resistance to geometric attacks. The main reason is
that people embed digital watermarks in pixels or transform coefficients. The slight geo-
metric transformation of medical images often results in large changes in pixel values or
transform coefficient values. This will make the embedded watermark easily attacked. If the
visual feature vector that reflects the geometric characteristics of the medical image can be
found, then when the image undergoes a small geometric transformation, the visual feature
value of the image will not have obvious mutations [5].

To solve this problem, we combined the LPT transform with better rotation invariance
and the DCT transform to obtain a feature vector which can resist geometric attacks. From
the experimental data, we found that when performing a conventional geometric transfor-
mation on a medical image, the magnitude of the DCT lowlIF coefficient value may have
some changes, but the coefficient sign remains unchanged. According to this rule, we first
perform log-polar coordinate transformation (LPT) on medical images, and then perform
discrete cosine transform (DCT) on the corresponding matrix of the obtained LPT image.
After that, we extract a geometric attack-resistant texture image from the DCT low-fre-
quency coefficient visual feature vector, and organically combine watermarking technology
with chaotic encryption, hash function and "third-party concepts" to achieve digital water-
marking resistance to geometric and conventional attacks [6]. The proposed algorithm will
be explained in detail in the following subsections.

2.1 LPT (log-polar transform) algorithm
The log-polar transform (LPT) is derived from the simulation research on the mapping
relationship of the retinal visual cortex. Its principle is to transform the image in the rec-
tangular coordinate system to the logarithmic polar coordinate system through the method
of nonuniform sampling, thereby converting the rectangular coordinate system, scale and
rotation changes in the middle are transformed into translation changes in the log-polar
coordinate system. LPT is similar to the human visual mechanism. The sampling rate at the
center of the image is high, which ensures the high resolution of the central area, while the
sampling rate of the peripheral area is low, which can ensure that the main area is effectively
expressed while reducing the amount of image data, thereby reducing matching calculation
amount [7]. Figure 1 shows the sketch map for Log-polar transform.

Given a two-dimensional image, it can be expressed as (x, y) in a rectangular coordinate
system, and as (&, ) in a logarithmic polar coordinate system, then (€, ) and (x, y) Can be
calculated by the following mapping relationship:

p =\/x%+ %, 6 = arctan (y/x) (1)

E=log p, ¥y =06 (2)
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Fig. 1 Sketch map for Log-polar transform

Fig. 2 Results after Log-polar Transform. a Original image, b image after LPT, ¢ image after rotating 30°,d
image after rotating 30°and LPT

The § and y calculated by formula (2) are usually not integers, and the range of §
obtained by images of different resolutions is inconsistent, so formula (2) needs to be
corrected:

§ = (ke logp], ¥ = (keb] 3)

where ke=AM/log and ky=N/360 are represent correction factors, which extend the
range of § and y to the set image resolution (M x N) in the log-polar coordinate system.
The resolution of the transformed image adopted in this paper is 256 pixels x 256 pixels,
and [x] represents the smallest integer not less than x. The results after Log-polar Trans-
form are as Fig. 2 shows.

The gradient value in the horizontal direction of the transformed image is equivalent
to the gradient value in the tangent direction of the original image, the gradient value in
the vertical direction is equivalent to the radial gradient value of the original image, and
the main gradient direction represents the direction in which the radial gradient changes
most drastically in the original image [8]. It usually has strong stability, so taking the
main gradient direction as the reference direction also has strong stability. Since LPT
is an image integration operation, it is not sensitive to image noise. Therefore, using the
transformed image gradient value as a feature can significantly improve the robustness
of the gradient against image noise; at the same time, LPT is aimed at the averaging the
operation of image blocks, and uses gradient values as features to calculate the trend of
changes between adjacent image blocks, which can effectively reduce the impact of lin-

ear and non-linear illumination changes [9].
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2.2 DCT (discrete cosine transform) algorithm

Discrete cosine transform (DCT) is a kind of real number domain transform, which
is often applied to the linear transform of digital signal processing, which can make
the correlation characteristics of two-dimensional signal be well reflected [10]. After
DCT transform, the energy is concentrated, and it has good energy compression and
decompression. Related capabilities. The calculation speed is relatively fast, and it is
widely used in the fields of digital signal compression and image compression. At the
same time, the JPEG compression standard of images is based on the DCT transfor-
mation, and the watermarking algorithm’s anti-attack JPEG compression ability is
greatly enhanced, so the DCT domain transformation is favored in digital watermark-
ing technology [11].

The two-dimensional discrete cosine sine transform (DCT) formula is as follows:

M-1N-1
F(u,v) = c(u)c(v) Z Zf(x,y) cos n(ZzA—Z Du cos © (2);;[— 1)v w

The two-dimensional inverse discrete cosine transform (IDCT) formula is:

M-1N-1
2x+1 2y+1
f(x,y) = Z Z c(u)c(v)F (u,v) cos 7( 2;1 Ju cos 7[( }2}N )V (5)
u=0 v=0

where x, y represent sampling values in the spatial domain; u, v represent sampling val-
ues in the frequency domain, and digital images are usually represented by a square pixel
matrix, here, M=N.

After DCT transform, most of the energy of the image is mainly concentrated in the
low frequency part, which will have high compression coding efficiency. The statistical
significance of histogram shows that the coefficient values are concentrated near 0, the
dynamic range is small, and the DCT coefficients are available. Fewer quantization bits
are used to indicate that the watermark information is embedded in the medium and
low frequency part of the carrier image, which can better resist JPEG compression. For
example, compared with the spatial domain, it can embed more information and has
better concealment, and its robustness is also relatively high. The performance of the
algorithm combined with the human visual model can be further improved.

2.3 Embedding and encryption scheme

Choose a meaningful binary text image as the watermark embedded in the medi-
cal image, denoted as W={w(ij) | w(ij)=0, 1;1<i<M1,1 <j<M?2}. Meanwhile, we
select a 256 pixels x 256 pixels medical gray-scale image as the original medical image,
denoted as 1(i,j). W(i,j) and I(i,j) respectively represent the pixel gray value of the water-
mark and the original medical image [12]. Figure 3 shows the embedding diagram of
watermarking.

(1) Perform Log-Polar Transform on the original medical image (i,j): Transform the
image from the Cartesian coordinate system to the polar coordinate system through
the polar coordinate transformation, and then take the logarithmic transformation
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Original medical image Watermarking Image

v v

Perform LPT-DCT to get
the coefficient matrix
D(ij)

v v

Use hash function to
generate 32-bit feature
vector V(i,j)

Get binary chaotic
sequence X(j)

Scrambled watermarking
image BW(i,j)

|
XOR

J

the key sequence Key(i,j)

Fig. 3 Embedding diagram of watermarking

to the logarithmic polar coordinate system to obtain the LPT transformed image
Matrix L(i,j);

(2) Generate the feature vector of medical images: Perform DCT transformation on
the corresponding matrix of LPT to obtain the coefficient matrix D(i,j), and select
4 x 8 modules in the low-frequency region of D(i,j) to form a new matrix E(i,j); then
use the hash function to generate the feature binary sequence V(i) of the 32-bit
medical image, which is the feature vector of the corresponding medical image.

(3) Obtain a binary chaotic sequence: Generate a chaotic sequence X(j) according to
the initial value x 0. In this experiment, the initial value of the chaotic coefficient is
set to 0.2, the growth parameter is 4, and the number of iterations is 32;

S

Obtain the chaotically encrypted watermark: Sort the median value of the cha-
otic sequence X(j) from small to large, and then scramble the position space of the
watermark pixels according to the position changes before and after each value in
X(j) is sorted, and get the scrambled watermark BW (i, ;).

(5) Embed the watermark into the medical image: XOR the feature vector V(i) and
the encrypted watermark BW (i, ;) bit by bit, and get the logical key Key(i,) at the
same time, which is after it is used when extracting the watermark. By applying
Key(i,) as a key to a third party, the ownership and use rights of the original medi-
cal image can be obtained, to achieve the purpose of protecting the medical image.

2.4 Extraction and decryption scheme

(1) Extract the feature vector of the medical image I'(ij): Perform LPT processing on
the medical image to be tested, obtain the corresponding matrix of LPT and then
perform DCT transform to obtain the coefficient matrix D'(i,j), select 4 x 8 of the
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coefficients The module obtains the visual feature sequence V'(i,j) of the medical
image to be tested through the hash function, and then performs the process of the
feature vector V'(i,j) of the encrypted image to be tested and the logical key Key(i,))
The exclusive OR operation will extract the encrypted watermark BW(i,j);

BW'(i,/) = Key(i,j) & V' (i.j) (6)

This algorithm only needs the key Key(i,/) when extracting the watermark, and does
not require the participation of the original image [13]. It is a zero-watermark
extraction algorithm.

Restore the extracted encrypted watermark: Use the same method as the water-
mark encryption to obtain the same binary chaotic matrix X(j), and sort the val-
ues in X(j) that have been obtained in the order from small to large; then, restore
the position space of the pixels in the watermark according to the position changes
before and after the various values in it are sorted to obtain the restored watermark
W'(i,j);

Confirm the embedded watermark information: By calculating the correlation coef-
ficient NC of W(i,j) and W'(i,j), determine the ownership and related information
of the medical image. Figure 4 shows the extraction diagram of watermarking.

3 Results and discussion

To evaluate the effect of watermarking, it is necessary to conduct a simulated attack on

the watermarking system to test its performance. Various types of attacks are inevita-

ble in the actual application of a watermarking system. To comprehensively evaluate the

performance of watermarking, this paper introduced several common image processing

methods as simulation attack methods.

Image with watermarking I'(i, j)

Extracted watermarking image
W'(i,j)

A

Y

Perform LPT to get the
coefficient matrix D'(i, j)
Get binary chaotic sequence X'(j)

Y Y

Use hash function to generate
32-bit feature vector V'(i,j)

Fig.

Encrypted watermarking image
BW'(i,j)

Key(i,j)

4 Extraction diagram of watermarking

Page 7 of 11
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(b)

Fig.5 Experimental images. a Original image, b Original watermark, ¢ Scrambled watermark, d Extracted
watermark

(@)

In the simulation experiment, we chose a 256 pixels x 256 pixels brain slice medical image
I(i,j) as the experimental test object, as shown in Fig. 5a, and chose a 32 pixels x 32 pix-
els binary value as the original watermark, as shown in Fig. 5b. The watermark after chaos
scrambling through Logistic Map is shown in Fig. 5c. It can be clearly seen that the water-
mark image has undergone great changes, and the security is improved. Figure 5d is the
watermark extracted without interference. We can see when NC=1.00, and the watermark
can be extracted accurately.

We first perform LPT-DCT transform on the original image. Considering the robustness
and the capacity of one-time embedding of the watermark, we take 32 coefficients, that is,
a 4 x 8 module. Set the initial value of the chaos coefficient to 0.2, the growth parameter
to 4, and the number of iterations to 32. The simulation experiment was carried out on
the Matlab 2019b platform. Compared with the traditional DCT algorithm, the calculation
speed did not drop significantly. After detecting W(i,j) through the watermark algorithm,
we judge whether there is a watermark embedded by calculating NC (Normalized Cross
Correlation). When the value is closer to 1, the similarity is higher, to judge the robustness
of the algorithm sex. The distortion degree of the picture expressed by PSNR (Peak Sig-
nal to Noise Ratio). When the PSNR value is larger, the distortion degree of the picture is
smaller. Then, we use specific experiments to judge the anti-conventional attack ability and
the anti-geometric attack ability of the digital watermarking method.

Then we chose Gaussian noise, JPEG compression, median filtering, rotation and moving
down to test the attack effect of the watermark, and compared with the traditional DCT
watermarking algorithm [14]. The extracted watermarking images are shown in Fig. 6 and
the experimental results are shown in the table below (Table 1).

From the experimental data, we can see that the watermark based on LPT-DCT has
shown good robustness in resisting a variety of attacks. The extracted watermark image is
basically undamaged, especially in the face of rotation attacks, the watermark can still be
restored relatively well when the image is rotated by 45 degrees. This is due to the good
rotation invariance of the LPT algorithm, and it has better stability than the watermark
based on the DCT algorithm.

4 Conclusion

This paper proposed a novel robust watermarking algorithm for medical images. The
experimental data showed that the proposed algorithm based on LPT-DCT can sta-
bly resist attacks of various strengths in the face of traditional attacks, and its overall
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(a) (b) (c) (d) (e)

Fig. 6 The attacked images and extracted watermark. a Gaussian Noise 10%, b JPEG Compression 10%, ¢
Median Filtering 5 x 5, d Rotation 30°, e moving down 10%

Table 1 Results of different algorithms'comparison

Attack methods Intensity LPT-DCT(ours) DCT
PSNR(dB) NC PSNR(dB) NC
Gaussian noise 10% 11.90 0.90 1240 0.60
20% 9.77 0.89 797 0.64
30% 8.13 0.82 597 0.55
Compression 50% 3546 1.00 26.52 1.00
10% 29.05 1.00 20.98 0.74
5% 26.40 1.00 17.61 0.82
Median filtering 3x3 2892 0.94 21.85 0.91
5x5 24.63 0.89 18.28 0.72
7x7 2225 0.84 16.99 0.63
Rotation 15° 14.61 092 12.70 0.78
30° 14.16 0.90 11.90 0.63
45° 13.63 0.85 11.58 0.51
Moving down 5% 14.77 0.94 1233 0.81
10% 1443 0.74 11.69 0.76
15% 13.78 0.61 11.21 0.65

robustness is improved, especially in resisting rotation attacks. Applying it to medi-
cal images and encrypting the original medical images can hide the content of the
original medical images and effectively protect the privacy and information security
of patients.

Digital watermarking is an emerging technology, which involves communication
technology, information and coding theory, image and signal processing and other
disciplines. Although it has developed rapidly in recent years, it is still in the explora-
tory stage so far. A mature theoretical system and a unified evaluation standard have
not yet been formed. Many problems require further research, and the existing tech-
nology also needs to be further improved and improved. At present, the algorithm
proposed in this paper still has many shortcomings. The next step will be mainly from
the following aspects:
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1. Research other transformation methods of the carrier image to find the ideal water-
mark embedding position. At the same time, the communication model and signal
processing technology are combined to realize the embedding of multiple water-
marks, and realize the blind detection of watermarks, and improve the invisibility
and robustness of the watermarking system.

2. Further study the perception model of the human visual system, qualitatively and
quantitatively analyze the texture information and edge information of the image,
find a better analysis method of image complexity, and fully apply the visual masking
effect of the human visual system to the digital watermarking algorithm.

3. At present, artificial intelligence, big data, and other technologies are developing rap-
idly. In the future, we can try to consider incorporating algorithms such as neural
networks into the watermarking model, and strive to establish a robust system that
can be applied to smart medical care, dynamic recognition, etc. Important occasions.

Abbreviations
DCT: Discrete cosine transform; LPT: Log-polar transform; NC: Normalized cross correlation; PSNR: Peak signal to noise
ratio.
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