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technologyco. Itd, Maanshan, have to use a centralized trading platform which might be dishonest. Blockchain is

China a decentralized distributed data storage technology, which uses the traceability and

unforgeability to confirm and record each transaction, and can solve partial disadvan-
tages of the centralized data market; unfortunately, it also introduces the problems

of security and privacy. To address this issue, in this paper, we propose a blockchain-
based spatial data trading framework with trusted execution environment to provide

a trusted decentralized platform, including data storage, data query, data pricing, data
reputation and security computing. Based on this framework, we use an auction pric-
ing mechanism to ensure data trading authenticity and efficiency. At last, a spatial data
trading framework was implemented and its effectiveness and security were verified.
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1 Introduction
With the increasing popularity of all kinds of sensors and the wide application of mobile
positioning technology, the amount of spatial data is growing rapidly. Spatial data have
become a key asset in current economy; the utilization of spatial data can bring huge
economic benefits or help users make better decision. In order to ensure the normal cir-
culation and use of data, many newly-established institutions about spatial data shar-
ing and trading have emerged in recent years. In addition to the traditional way of data
circulation, there is also a big data trading market, which facilitates data transactions by
matching data demand with data sources.

In a conventional data market [1-4], data seller sends the data to a centralized trading
platform. Although the data trading platform accelerates the circulation of data, there
are still many problems at present:

1. Malicious data buyers may resell the seller’s data by caching the source data at a
lower price than the data seller does after obtaining the data, thus damaging the sell-
er’s interests.
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2. The centralized trading platform may be unreliable who may cache and resell the
source data without the permission of the data seller, thus undermining the interests
of both parties.

3. The centralized trading platform with low fault tolerance may be relatively easily par-
alyzed owing to attacker’s invasion, which will affect the data transaction between
the data buyer and the data seller, and even cause the loss of key data.

In addition, the centralized trading platform lacks effective information communication
channel between data buyer and data seller, which leads to low efficiency of data transac-
tion [5].

In order to avoid the disadvantages in centralized data market, such as data security
and privacy, data copyright protection and data sharing performance bottlenecks, decen-
tralized data market was born. Decentralized data market architecture can improve the
transparency and credibility of data transactions by getting rid of both single point of
failure and performance bottleneck. Nevertheless, its system design and security assur-
ance will be more difficult than that of centralized data market due to the lack of cen-
tralized management. For example, double payment has always been the difficulty of
distributed system [6, 7].

Blockchain, first introduced by Nakamoto in 2008 [8], is a distributed public ledger. It
maintains a continuously growing list of ordered records called blocks. Each block in the
chain is linked to the previous block through a cryptographic hash. All nodes in the net-
work share the same copy of digital ledger. Information stored in the blockchain is open
to everyone, making the actions of nodes transparent.

The introduction of blockchain into the data market system will enable data sellers to
enter into transactions with the data buyers directly without relying on any third party,
so that sellers can strengthen the ownership of data and ensure the openness and trans-
parency during the transaction process, which can solve partial disadvantages of the
centralized data market. However, it also introduces the problems of data storage and
privacy protection [9-12], as explained below:

1. Data storage. The blockchain system is only suited for storing a small amount of
transaction data, not for a large number of data files. Thus, data files should not be
stored directly in the blockchain. Furthermore, the data file stored module cannot
disclose identity information, as well as the buyer and the seller cannot obtain the
real identity of the other party.

2. Privacy protection. It is necessary to design privacy protection scheme in data trans-
action process, so as to protect the user’s identity from being disclosed and ensure
the security of transaction.

To address this issue, we propose a blockchain-based spatial data trading framework
which takes advantages of the blockchain to build a decentralization platform for data
trading, including data storage, data query, data pricing, data reputation and security
computing.

To tackle the first challenge, we use IPFS (InterPlanetary file system) to store data files,
which is a distributed file storage system. When a file is uploaded to IPES, it is available
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to all peers in the IPFS network. The user will receive a hash index, which will allow the
user to retrieve the file later. This index will replace the data stored in the smart contract,
lowering the burden of the entire system.

To address the second challenge, we adopt smart contract to realize the data trans-
action, furthermore the combination of cryptography technology and Ethereum
account mechanism is to solve the privacy protection and data security problems in the
transaction.

In our design, data buyers and data sellers conduct transactions directly on the block-
chain, which avoids risks caused by centralized trading platforms. All payment records
and reviews generated by data buyers are faithfully recorded in the blockchain through
consensus protocol and can be protected securely with trusted execution environment
(TEE). The rest of this paper is organized as follows: In Sect. 2, we introduce the back-
ground and related work. In Sect. 3, we design the framework of spatial data trading
based on blockchain. In Sects. 4 and 5, we verify effectiveness and security of a spa-
tial data trading system. At last, we summarize our results and make some concluding
remarks.

2 Background knowledge

Due to its decentralized immutable and traceable characteristics, blockchain technology
is used in data trading market in recent years, which has attracted great attention of the
industry. For example, Shanghai Data Trading Center [13] uses alliance chain to store
transaction related information in blockchain nodes to ensure data transaction security,
efficiency and credibility.

Wang et al. [13] applied blockchain technology to the data market, which improved
the transparency and security of data transactions, but did not take into account the
long-term sustainability of data market. Zyskind [14]used blockchain to protect the
privacy of personal data, transforming the blockchain into an automatic access con-
trol manager to strengthen the ownership of data, which realized data storage and
data access control without third parties.. Crowdbc [15] is a crowdsourcing system
constructed by blockchain in which a requester’s task can be solved by a crowd of
workers without relying on any third trusted institution. The author focuses on and
processing of image data in transaction. Baig [16] constructed a data market based
on blockchain and introduced a trusted intermediary in the transaction between the
buyer and the seller. Although this makes the transaction between the buyer and the
seller easier, it also reduces the security of the system a lot. Dai proposed SDTE [17],
a blockchain-based data trading ecosystem. In SDTE, buyers of data cannot directly
access the original data they purchased, but can only obtain the analysis results of the
data, which is generated from Intel SGX (Software Guard Extensions). However, if
there are too many malicious data sellers in a transaction, honest data sellers will not
be able to get reasonable compensation.

Spatial data in this paper include [18]: remote sensing, mapping and other raw data,
such as low-resolution satellite images, medium resolution satellite images, high-
resolution satellite images, sub-metre high-resolution satellite images, aerial pho-
togrammetry data, series scale vector data, terrain data and other types of original
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Fig. 1 Spatial data trading system

spatial information data. As shown in Fig. 1, after obtaining spatial data through vari-
ous devices such as satellite, access point and mobile phones, the data owners upload
them to the cloud storage platform through network and then sell them to the data
buyers through data trading platform who may use the data to achieve high-precision
target positioning, make road condition monitoring or realize disaster information
acquisition.

The spatial data trading system based on blockchain designed in this paper consists
of three main components: a smart contract in Ethereum blockchain, trading applica-
tion system for users and a point-to-point data transmission network. As shown in
Fig. 2, after collecting some data for sale, the data seller registers and adds data digest
information in the smart contract while data itself is stored in IPFS using data storage
module. When needing some data to calculate a task, a data buyer will use the data
query module and issue an order containing data requirements through the smart
contract. Then, the system queries for qualified data in the way of security calculation.
Subsequently, using auction method, the data pricing module will determine the price
of the data. As the payment has been completed, the system delivers the data to the
buyer securely. With the data delivered and used, data reputation module is used to
evaluate the data quality and the reputation of the seller.

2.1 Data query

Data buyers can actively locate spatial data resources through different query meth-
ods - keyword query, region query, nearest neighbor query, anti nearest neigh-
bor query, etc.- and view the details of spatial data through data digest, combining
with thumbnails and metadata, so as to specify their own requirements; In addition,
data buyers can clarify their specific data requirements into a logical expression or a
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mathematical function and store them in the blockchain for the seller to query [19,
20]. Thus, according to the buyer’s data requirements, the seller can also query the
data to confirm whether the data is consistent with the buyer’s demands.

Although the query conditions of spatial data are relatively simple, it is inappropriate
to upload the buyer’s data query requirements directly to the blockchain, otherwise, it is
easy for attackers to infer the buyer’s data requirements and obtain the privacy of both
the buyer and the seller, which obviously increases the risk of privacy disclosure. There-
fore, in order to protect the privacy of system users, we should query the data while
obfuscating the query conditions. The most common solution is function encryption,
by which data buyer with decryption key, when the query conditions are encrypted, can
obtain the data query value of cipher text data, instead of any information about original
data.

2.2 Data storage

Most public blockchain systems have restrictions on the number and space of transac-
tions in the block due to the limited size of the block (such as bitcoin system) or the
“Gas” consumed in the block (such as Ethereum system). Therefore, it is infeasible to
store massive data directly on the blockchain in the spatial data trading system. Recently
a distributed data storage InterPlanetary file system (IPES) is introduced for storing the
shared data in various other domains like health care, cloud computing, IoT, etc.

IPES [21-23] is a peer-to-peer, content-addressable, distributed file storage system,
using a swarm of computers connected. When a file is uploaded to IPES, it is avail-
able to all peers in the IPFS network. The uploaded file is divided into chunks, which
are assigned as a unique cryptographic hash. Thus, data added to IPFS are addressed
by using this unique cryptographic hash, which makes it content addressable. It uses
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distributed hash tables (DHTSs) to locate files. In this case, traded data files are stored in
IPFES while the hashes correlated with IPES are stored in blocks, thus reducing the huge
cost of storage space. In summary, IPFS provides high throughput with secure storage
model that supports concurrent access of data with high storage capacity.

The cloud storage service of the spatial big data trading platform is mainly to establish
a storage space station, which uses computer, Internet, Internet of things and other tech-
nologies to carry out daily storage management on the products and services traded by
the platform and various information generated during the data trading, and can quickly
and accurately complete the statistical summary of product and service transaction
information. Taking the merits of cloud storage service, such as rapid retrieval, high reli-
ability, large amount of storage and good confidentiality, a great deal of data can be safely
saved [24, 25].

Although it is impractical to store the original data in the blockchain, the data digest
correlated with specific data can be stored in the blockchain, while the original data can
be stored in IPFS. When the data are successfully stored in IPES, the user will receive a
hash index, which helps to retrieve the file later. This index will replace the data stored in
the smart contract, reducing storage bottlenecks of the entire system.

We represent spatial data as Ti= {hashid, time, space, other attributes }, where hashid
is the hash value generated by hashing spatial data, i.e. hashid = hash (time, space, other
attributes); time with the time attribute indicates the time when the data is generated;
space with a spatial attribute is usually expressed in the form of longitude and latitude
coordinates. In order to facilitate the query and storage of spatial data, the space here
is converted by GeoHash(Geographical Hash) algorithm, which can hash the longitude
and latitude information. Other attributes symbolize other traits of spatial data besides

temporal and spatial attributes, including signature information.

2.3 Data pricing

Undoubtedly, data, as a commodity, has some unique properties [26, 27], contributing to
data pricing needs considering more issues. First, the marginal cost of data is extremely
low, among which the marginal cost refer to the cost of copying a product, so that once
the data buyer obtains the data from data seller, he may resell the data. Second, the value
of data is not only related to the amount of data, but also to its content and quality. For
example, a pile of face images is of little value to a person who needs remote sensing
images. Third, the quantification of data value is difficult to estimate. Moreover, valua-
tions vary greatly among different users.

Many studies [13] have found that most data buyers only need some statistical results
such as calculating the average value of data sets, or extracted features by training data
for machine learning, rather than the data itself. Consequently, data buyer merely pur-
chases the right to use the data rather than the ownership of the data. In this way, data is
isolated from the data consumer.

Although the value of the data itself is difficult to quantify, it is essential to evaluate the
value of data, for buyers often need data from multiple sellers whose valuation of data
may vary greatly. When calculating the value of data, Shapley value, which is a solution
to distribute benefits and costs fairly to multiple participants, can be used to calculate
the contribution of each data [28]. Since the computation complexity of Shapley value
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enlarges exponentially with the increase of data quantity, approximate algorithms or dis-
tributed algorithms are often employed in practical application.

In this paper, we use auction theory to design pricing mechanism in spatial data trad-
ing system. Each data seller has a private valuation including the risk assessment of pri-
vacy leakage for their data; comparatively, for each data buyer, he also has a valuation
for the data he will buy. Because of unsymmetrical information of their valuation, both
buyer and seller may dishonestly report their valuation of data. To solve the problem, we
use auction theory to design incentive compatible mechanism so that two parties can get
the highest return when reporting their real valuation supplemented by Shapley value
calculation algorithm, which makes it much easier to design pricing mechanism.

2.4 Data reputation

It is hard for data buyers to estimate the quality of seller’s data instantly before they
use it. Due to the particularity of online data trading, sellers usually have more obvi-
ous information advantages than that of buyers. In the case of asymmetric information,
malicious sellers cannot be prevented from cashing out through lower quotations and
selling low-quality data to seek improper interests.

To solve the problem, in this paper, we introduce a reputation mechanism to ensure
the long-term sustainability of data trading. As a significant signal of data quality, repu-
tation is an important intangible asset of data seller. When the quality of goods such
as data cannot be directly observed, reputation plays a decisive role and can effectively
reduce the uncertainty of data trading. The reputation of a data seller is computed as
reputation score by aggregating the subjective feedback provided by data buyers after
they acquire and use the data, which accurately represents the data quality of a seller.

2.5 Security computing

Generally, information in the blockchain system is open to all users, and the execution of
all transactions or scripts is transparent because of the openness and transparency of the
Blockchain technology. Besides, the computing power of the blockchain smart contract
is relatively weak due to the limitation of block size, therefore, it is neither safe nor feasi-
ble to run the trading transactions issued by the buyer directly in the smart contract, for
the computing cost is too high. Similarly, such problems also exist in the process of data
query and data pricing. Furthermore, public chain nodes in Bitcoin, Ethereum and other
blockchain are not trusted with each other, which makes the privacy protection work
more challenging, since they are also completely open and transparent.

Trusted hardware, such as trusted execution environment (TEE) [29-31], is a common
method to implement secure computing. TEE ensures that the code and data loaded in
it are protected in terms of confidentiality and integrity. The data seller will send his data
to the TEE equipment of the secure buyer who has some TEE hardware, thus the cal-
culation task will be executed in the TEE and the result will be returned to the buyer
in a safe way. Hardware isolation in the TEE protects data and computing service from
applications running on the operating system, while trusted applications running in TEE
can access the full functionality of the device’s main processor and memory. The typical
hardware technologies supporting TEE are ARM TrustZone and Intel SGX( Software
Guard Extensions).
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Fig. 3 Data trading framework based on blockchain

Intel Software Guard Extensions (SGX) [32] provides a widely used TEE implementa-
tion for general-purpose computation, which is known as enclaves in SGX. Code run-
ning inside an enclave has a protected address space. When data in an enclave moves
off the processor to memory, it is transparently encrypted with keys only available to
the processor. Thus the operating system, hypervisor and other users cannot access the
enclaves memory. In the enclave, the code and data are measured at the startup stage
and the measurement is signed into an attestation report based on a hardware-based
root of trust. The report can be verified to show the unmodified enclave code logical, by
which users can confirm the security of enclave.

In this paper, we use Intel SGX as the exemplary implementation to build a trusted
exchange by using trusted execution environment, assisting in the fair payment of the

transactions.

3 The proposed framework

We have implemented a spatial data trading system based on Ethereum private chain,
including trading application system for users, smart contracts in Ethereum network
and data transmission network. Specifically, the application system is written by JavaS-
cript, Ethereum smart contract is written by solidness, and the interface of IPES is used
for data transmission.

We simplify the system into one buyer and multiple sellers to trade. The pricing mech-
anism adopts the second price auction method in which the transaction data adopts the
lowest bid data of the seller, while the data are paid at the second lowest price.

The data transaction process is shown in Fig. 3 First, the data seller registers and adds
a new data information in the smart contract while data itself is stored in IPFS which is
deployed in trusted execution environment (TEE) and the data buyer issues an order
containing data requirements. After matching the data requirements condition of data

Page 8 of 17
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buyer in the order, the seller is allowed to bid in the transaction. Then, the system will
run the pricing mechanism to complete the transaction between the buyer and seller
and deliver the result data to buyer through the security calculation method. Since the
data has been delivered and used, the buyer shall score the seller and its data with the
data quality. Based on the scoring results, the seller’s reputation value is adjusted to
ensure the reliability of data trading.

To describe how the framework works, we introduce the main workflow of the system
in Fig. 4.

Step 1 Account registration. To make a deal in the data trading system, the seller should
first register an Ethereum account in the corresponding Ethereum account manage-
ment module. Besides, the seller is required to register an account in the smart con-
tract.

Step 2 Data registration. After collecting some data for sale, the data seller can encrypt
and upload the data to IPFS, and register the data in the smart contract account,
including the storage address, hash value and registration time of the data, data
digest concerning thumbnails and metadata, etc.

Step 3 Order release. If a data buyer wants to buy specific data in the trading system,
he will add an order to the smart contract. The order contains the buyer’s demand
for data, including data type, data query condition, data registration time, data price,
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data quantity, data seller’s reputation value, etc. Data buyers are permitted to set
requirements of data registration time and reputation value of seller when adding
data orders to purchase data. Afterwards, data sellers who meet the data registration
time and reputation value required by buyers are eligible to bid for the order, so as to
improve the timeliness and reliability of data trading.

Step 4 Data provision. Data sellers select the data that meet the needs of data buyers
and offer a preset price which has been sealed in a hash value as their bid.

Step 5 Bid notification. The data buyer notifies the smart contract to prepare for auction
bid of the data seller. The data buyer notifies smart contract to prepare for auction
bid of the data seller. For these accepted sellers who have participated in the transac-
tion, theyre notified to go to next step to bid; while new sellers are prevented from
participating in the transaction.

Step 6 Bid submission. The data seller submits individual bid, which needs to match the
previous hash value.

Step 7 Pricing mechanism. We use Vickrey reverse auction mechanism for data pricing,
which guarantees authenticity, so each seller has an incentive to make a true evalua-
tion of his personal data.

Step 8 Payment of data. The transaction is achieved at the lowest bid of the seller, who is
paid at the second lowest price.

Step 9 Data delivery. The encrypted data of the seller who wins the bid are delivered to
the buyer to complete the order.

Step 10 Reputation evaluation. After the data has been delivered and used, the
buyer shall score the seller and its data with the data quality. Based on the scoring
results, the seller’s reputation value is assessed under the guarantee of reputation

evaluation mechanism.

Smart contract is a set of digital commitments deployed in a specific address of the
blockchain. The data trading platform creates a smart contract for data transactions.
All participants in data transactions can register after they agree to the terms and con-
ditions of the contract. The trigger conditions of the contract are specified in the smart
contract. At a given time, when the conditions meet the specified trigger conditions,
the contract will begin to be executed automatically.

The main algorithm of data resources sold by the seller is shown in Algorithm 1. This
procedure is executed from the data seller’s perspective. Firstly, the data seller gener-
ates data information Data_info including storage address of data,hash value of data etc.
Then data seller encrypts and uploads the data to IPFS, offering the quantity and bid of
data {S_num, S_bid} to the smart contract. After that, the data seller publishes the bid,
which needs to match the previous hash value.

Page 10 of 17
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Algorithm 1 : data sold by the seller

Input: Address of data seller S_addr; Status of smart contract SC _sta; Information of data Data_in fo.
Output: Quantity and bid of data available for sale {S_num, S_bid}; Timestamp of sell S_ts.
if SC_sta == Runstatus then
Instantiate objects of contract;
if S_addr == Seller.addr then
Set Data_info; //including storage address of data,hash value of data
Add Data-info;
Publish Data_info;
S_ts = block.timestamp;
Return {S_num,S_bid} ;
end if
10: else
11: Return “transaction denied”;
12: end if

CORNITRWHH

The main algorithm of data buyer is shown in Algorithm 2. This procedure is exe-
cuted in the perspective of data buyer. Firstly, the data buyer receives data information
Data_info to determine his demand for data (including data type, quantity and bill of
data, etc.). Then data buyer sends the quantity and bill of data {B_num, B_bill} to the
smart contract.

Algorithm 2 : data bought by the buyer

Input: Address of data buyer B_addr; Status of smart contract SC_sta; Information of data
Data-info.
Output: Quantity and bill of data available for buyer { B_num, B_bill}; Timestamp of buyer B_ts.
if SC_sta == Runstatus then
Instantiate objects of contract;
if B_addr == Buyer.addr then
Receive Data_info;
Add data bill {B_num, B_bill};
Publish data bill { B_num, B_bill};
B_ts = block.timestamp;
Return {B_num,B_bill};
end if
else
Return “transaction denied”;
12: end if
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4 System analysis

4.1 Privacy analysis

The identity privacy and data privacy of system participants are protected in the sys-
tem. Both data buyers and sellers use their own accounts for each transaction, which can
reduce the associated information between multiple transactions. In the payment pro-
cess, both parties are required to provide the account address and related key signature
to complete the transaction. After the payment, the buyer obtains data from the IPFS
file system according to the address where the data file is stored and the corresponding
hash value, without directly contacting with the data seller. All of these allow data buyers
and sellers to hide their identities from each other in the process of data transactions,
eliminating the risk of identity privacy disclosure. Therefore, identity privacy is based
on the anonymity feature of blockchain, while data privacy is fully protected with data
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encryption and secure computing mechanism thus attackers unable to launch an attack
by seeking any additional information of data during the trading.

4.2 Pricing analysis

Since data pricing is implemented on the Ethereum blockchain through smart contracts,
its computational cost should be highlighted due to the limited computing power of the
smart contract. The cost of data pricing based on Vickrey reverse auction is evaluated
with the gas consumption in Ethereum blockchain Fig. 5 shows the relationship between
the gas consumption of data pricing and the number of bids for data orders. We find that
when a large number of data sellers bid for the same data order, the data pricing cost
will be evidently high, which will become limitation of application in the trading system
based on Ethereum blockchain. Therefore, in the follow-up study, reducing the cost of

data pricing is one of the future research directions.

5 Experimental methods

We have implemented a spatial data trading system based on Ethereum private chain,
smart contracts in Ethereum network and data transmission network. All the tests of
this system are completed on PC with 18 vcores(3 GHz Intel Xeonr Platinum 8124M).
The online transaction module of data transaction system is basically implemented in
Python language.

This paper mainly tests the system throughput, storage space occupation and fault tol-
erance. Among them, for the system throughput, we test the amount of data that can
be processed per unit time under the condition of number of nodes and different data
through concurrency test; for the storage space, we test the storage capacity required
for data under different number of nodes; for the fault tolerance performance, we com-
pare the ratio of node failure under malicious attack in different modes. To improve the
eciency of system transactions, partition concurrency and parallelization optimization
technology [33, 34] are applied in the experiment.

In Consortium BlockChain such as fabric, node throughput is restricted by communi-

cation delay, transaction verification time and hash operation time. In a system with N



Liu et al. J Wireless Com Network ~ (2022) 2022:71 Page 13 of 17

¢ subkey generation - Merkel tree generation

0.5
0.45
0.4
0.35
0.3
0.25
0.2
0.15
0.1

running time(s)

0.05

2000 4000 6000 8000 10000 12000 . 14000
number of trading data

Fig. 6 Running time tests

#-Fabric trading system -# Our trading system

500
400

Transaction throughput

20 40 60 80 100 120
number of nodes
Fig. 7 Transaction throughput tests

nodes and an average block of T transactions, assuming the node communication delay
t, transaction verification time ¢,, and one hash operation time ¢,, the throughput of the
whole system is shown in equation:

TPS = rerrTaiTT<E

In order to test the storage requirements of transactions in the system, this paper com-
pares the storage variation with nodes. In an N-node blockchain system, the number of
transactions is N, assuming that the average storage capacity of each transaction is s;,
and the storage capacity of a hash result is s;,. then we can estimate the storage capacity

as S = N7 xN x (8¢ + Sp).

6 Experimental evaluation

To test the running speed of the system, we note down the running time results of sub-
key generation, and Merkel tree generation for data encryption, which is closely related
to the depth of the tree since the generation of subkey and Merkel tree are based on
binary tree. We use D = [log, n] + 1 to calculate the depth of the tree, where n repre-
sents the number of transaction data. The test results are shown in Fig. 6.

With the growing number of transaction data #, the depth D of the tree increases, sim-
ilarly, the generation time of the subkey and Merkel tree also increases. The test results
in Fig. 6 show that when the number of transaction data is 5000, the depth of the subkey
generation tree and Merkel tree is 13, while the depth of the tree reaches 14, the number
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of transaction data is. As the depth of the tree increases, the running time rises by about
0.1 seconds.

With the expanding number of nodes in one partition, transaction throughput of
the system increases as well, which is higher than that of fabric system. As shown
in Fig. 7, with nodes increasing in one partition, the transaction throughput can be
improved due to partition concurrency, parallelization optimization and the reliable
security setting which can reduce the transaction verification cost. Thus, this system
can effectively improve the transaction throughput.

In order to test the storage requirement per transaction in the system, we compare
the storage variation with nodes.

As shown in Fig. 8, when the number of nodes in in fabric system increases, the
average storage capacity per transaction rises obviously, while average storage capac-
ity per transaction adds slowly in the trading system described in this paper, along
with nodes increasing. Therefore, it can reduce storage costs when dealing with
large amounts of data in our trading system.
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By comparing the success rate of malicious attack on the fabric system and the sys-
tem in the paper under different ratio of malicious nodes, as shown in Fig. 9, in the
traditional PBFT-based blockchain system [33, 35], if the number of malicious nodes
is less than 1/3, fault tolerance can be achieved breezily, but if it exceeds 1/3, it will
be affected. This system can tolerate more node failures.

7 Results and discussion

We have implemented a blockchain based spatial data trading system. The experi-
ments results results show that the system described in this paper has better through-
put, less storage capacity and better fault tolerance, adapting to the high-frequency
and real-time requirements of spatial data trading. The sustainability of the trading
system is the guarantee for the long-term effective operation of the system. The intro-
duction of reputation mechanism into the trading system is a useful supplement to
the auction mechanism and improves the reliability of transactions; there may also be
another situation in the auction, where potential high-quality bidders who participate
in the auction may not be selected for many times, which will seriously affect their
enthusiasm to participate in the transaction as they would see little chance to win.
To solve this problem, we will further combine the reputation mechanism and *vir-
tual participation credit"[36] algorithm to improve the possibility of the loser being
selected, so as to build a long-term effective trading system and ensure the sustain-
ability of the trading system.

Additionally, “Scalability Triple Difficulty” refers to the unavoidable contradiction
among scalability, decentralization and security of block chain systems. Given that
the system is a completely decentralized and does not rely on any trusted third party,
scalability and security will be more challenging [13, 37]. In order to ensure security,
the system proposed in this paper sacrifices scalability, to some extent. Though parti-
tion concurrency and parallelization optimization technology can improve the effi-
ciency of system transactions, which is verified both in [33, 34] and our experiments,
however, it is hard to achieve very high security. In the future deployment of the data
trading system, we will further explore the trade-off between scalability, decentraliza-
tion and security [38].

8 Conclusion

In this paper, we propose a blockchain-based spatial data trading framework , where
we design a decentralization platform with trusted execution environment(TEE)
using the framework.

The platform, characterized with huge remote sensing data storage and processing
capabilities, is designed to deal with not only spatial data transaction, but also related
services in the future. It will provide service interface, upon which users, without
prior installation, can obtain the integrated services of remote sensing data, software
and computing resources via the cloud service terminal, can conveniently and eco-
nomically use high resolution remote sensing information, effectively reducing the

threshold of remote sensing in terms of cost and maintenance.
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