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Abstract 

Background: Internet of things (IoT) has been used in many places. IoT make devices 
connected to the Internet via sensor devices to achieve the interconnection between 
things and things, people and things. Sybil attacker attacks IoT by imitating the identity 
of users. Few methods are applicable for mobile IoT in previous Sybil attack detecting 
methods, while the methods are mainly focus on static IoT.

Results: A distributive and lightweight Sybil attack detection scheme in the mobile 
IoT is proposed in this paper. This scheme works around received signal strength 
indications (RSSI). The scheme consists of two rounds. Identity information is sent 
from member nodes to edge nodes in both of the two rounds. In the first round edge, 
nodes calculate the possible RSSI interval for each member node; in the second round, 
they check the RSSI value of member nodes to detect Sybil attacks. Intelligent algo-
rithms are used to predict the position of member nodes, which makes the theoretical 
interval more accurate. Extensive experimental studies show that in the true and false 
detection rate, this scheme is superior to many existing schemes.

Keywords: Sybil attack, Mobile IoT, Edge Computing

1 Introduction
IoT is a connection of many technologies, such as communication, sensory, information 
processing, and networking, that make huge amounts of devices connected [1]. IoT has 
been placed in many places, such as industrial automation, emergency rescue, trans-
portation, and health care [2]. The large scale of IoT requires distributed management, 
and edge compute is an effective way to make the management of IoT distributed [3, 4]. 
IoT consisted of static sensor nodes in the early stage [5]. However, with the progress of 
mobile communication technology and the growing demands for mobile social interac-
tion, the application of mobile nodes is more and more extensive.

Security is an important issue that cannot be ignored in many systems, and IoT is no 
exception. In October 2016, a distributed denial-of-service (DDoS) attack by malware 
Mirai was launched on service provider Dyn using an IoT botnet. That brought down 
large parts of the Internet, including Twitter, Netflix, the Guardian, Reddit and CNN. 
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The Sybil attack is a well-known and destructive cyberattack in IoT affecting the network 
layer [6]. Sybil attack legitimizes malicious nodes in a network by using multiple fake 
identities, and it can be used in conjunction with other attacks such as message suppres-
sion and channel jamming attacks. [7].

Some countermeasures to detect Sybil attacks have been proposed by researchers, 
for example, time difference of arrival (TDOA) [8], neighboring information [9], RSSI 
[10], random key pre-distribution and radio resource testing [11], angle of arrival (AOA) 
[12]. Most of these methods are weak for mobile IoT because they are based on neigh-
bor cooperation or node position. There are a few proposals in mobile IoT: Piro et al. 
[13] proposed 2 algorithm based on observer monitoring named PASID and PASID-GD. 
These methods may slow down the performance of sensor nodes because they occupy 
much memory overhead. Jamshidi et al. [14] proposed a lightweight method based on 
nodes mobile behavior. This method relies on historical records so that it has poor sta-
bility and robustness.

We propose a detection scheme for detect Sybil attacks in mobile IoT based on edge 
computing to overcome those shortcomings. Sybil attack detection may be difficult for 
normal member nodes because it requires storing and analyzing a large amount of fea-
ture data. Edge nodes have large storage space and strong computing power, which are 
suitable for our problem. Due to the short distance between member nodes and edge 
nodes, member nodes can be directly managed to reduce communication delay. In the 
cloud-based IoT system, the data of nodes need to be transmitted in the data center for 
long distance [15], which has low scalability. In [16, 17], two algorithms are proposed 
to optimize data communication in cloud computing. Using edge nodes to apply dis-
tributed management improves scalability compared to cloud-based IoT systems. In our 
approach, when each detection is completed, sensor nodes will clear most of the data to 
reduce the dependence on historical data. The RSSI value is selected as the identifier to 
distinguish malicious member nodes from normal member nodes for the accuracy issue. 
Specifically, in mobile IoT, when member nodes move, the RSSI values change continu-
ously. Therefore, in this paper, it is a crucial part to determine the theoretical range of 
RSSI.

The follows are the contributions of this paper:

• This paper designed a detection scheme for Sybil attacks in the mobile IoT. Distin-
guishing identifiers of member nodes are formed through the member nodes infor-
mation including RSSI, which can detect malicious nodes by further analyzing this 
identifier. By studying the fluctuation feature of RSSI values over a period of time, the 
RSSI’s theoretical range is given. The intelligent algorithm is used to predict the posi-
tions of member nodes, which makes the theoretical interval of RSSI more accurate. 
Experimental results show that the detection accuracy of the proposed detection 
scheme is well.

• To reduce power, computation and memory overhead, edge computing is used. In 
the detection process, the edge node with better performance and no other tasks 
undertakes the computing task. The proposed method does not store the historical 
data of all nodes and in memory overhead our proposal is superior to other detection 
methods.
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We start by reviewing the related work of detect Sybil attacks (Sect. 2) and discussing 
the basic models (Sect. 3). Then, we present the detailed detection scheme and evaluate 
the performance of the scheme (Sect. 4). We simulate the model (Sect. 5) and then con-
clude the paper (Sect. 6).

2  Related work
The shortcomings of most previous Sybil attack detection work are summarized as 
bellow.

2.1  Static IoT

Work [11] proposed several schemes to detect Sybil attacks, including code attestation 
(CA), identity registration (IR), position verification (PV), random key pre-distribution 
(RKP), and radio resource test (RRT). Work [8] uses TDOA ratio to detect malicious 
nodes. Work [18] proposes a malicious node identification scheme based on AOA, 
because malicious identities in one node share the physical location. The RSSI value of 
one physical node is the same, and some methods are based on RSSI. Work [19] esti-
mates the location of nodes by using RSSI. Work [10] uses 4 sensors to locate the posi-
tion of each node. The method proposed by [20] combines the method of the status of 
member nodes with RSSI. But methods above are not designed for mobile IoT. Work 
[21] proposed a method to against Sybil attack in routing protocol for low-power and 
lossy networks (RPL). Sybil attack is a kind of Byzantine attack, and there are other 
works against Byzantine attacks in the artificial intelligence field. Work [22] presented an 
alarming mechanism to build a Byzantine-robust federated learning system, and work 
[23] trains a Bayesian neural network via an adversarial distribution to improve the prac-
tical applications’ performance. However, work [22] is aimed at federated learning, and 
work [23] is more about theoretical research, which is not IoT.

2.2  Mobile IoT

Work [13] proposed 2 algorithms based on observer monitoring named PASID and 
PASID-GD. In the two methods, they analyze packets that often appear together to flag 
suspicious nodes. Due to the large amount of data to be stored, the memory overhead 
of these two methods is small and may affect the normal functions of nodes. Work [14] 
and [24] detect mobile Sybil attacks via historical movement behaviors of nodes and 
therefore also may affect the normal functions over long time. Work [25] proposed a 
centralized Sybil attack detection scheme based on geographical location in mobile sen-
sor networks, which included 3 stages: cluster nodes, select nodes near Sybil nodes and 
routing process. We can see this scheme is not proper. Work [26] proposed a method 
based on the registrations of base stations, so the scalability is not high enough. Work 
[27] proposed a detection scheme with watchdog nodes, which has the problems of large 
communication overhead. Work [28–30] proposed 3 schemes of vehicular ad hoc net-
works (VANET), but they are limited to VANET. Work [31] presented a memory-aug-
mented autoencoder approach for detecting anomalies in IoT data, but it is not enough 
for Sybil attacks.
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3  Background and system model
The problem, models and necessary notations of this paper are presented in this section.

3.1  Problem statement

N mobile nodes (uk) , including normal and malicious ones, form a single-hop wireless 
network as shown in Fig.  1.1 M edge nodes (ek) are high energy. All edge nodes have 
weak mobility. The transmission power of each node can be adjusted to reach a further 
node [32]. Assuming that by using the algorithm in [33] or global positioning system 
(GPS) the position of each node can be computed, we could use algorithms like [34] for 
privacy protection.

The adversary reprograms some normal nodes into malicious nodes that can forge 
multiple Sybil nodes. These nodes can influence other nodes in the network that are not 
limited to neighbor nodes. This paper uses two evaluation metrics: One is the true-posi-
tive rate (TPR): the rate that normal users classified as normal ones, and the other is the 
false positive rate (FPR): the rate that Sybil users classified as normal ones. We need to 
make a trade-off between these two rates. Computation and memory overhead of edge 
nodes are concerned due to the limited computing power and energy.

3.2  Network space channel model

Jakes model is used as the cyberspace channel model in this paper, which is mainly used 
in wireless communications [35, 36]. RSSI between ei and uj in the Jakes model is defined 
as

Packet
transfer

Sybil
node

Fig. 1 Schematic diagram of Sybil attack

1 No forwarding is required for communication between member nodes and edge nodes in this paper.
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In this equation, k is a constant, Px is the transmitted power, and dji is the Euclidean dis-
tance between ei and uj , which is determined by

α is the range-power drop ramp, which may be different in different environments. α can 
be chosen according to the following rules: Free spaces are α = 2 ; buildings with line-of-
sight connections are α ∈ [1.6, 1.8] ; and the urban areas are α ∈ [2.7, 3.5] [37]. The signal 
strength is a function of the distance between two nodes which communicate with each 
other in Jakes channel space. Thus, the method of this paper is based on RSSI.

3.3  Mobility model

We assume that edge nodes remain stationary for fairly short time intervals due to the 
weak mobility of edge nodes with respect to member nodes, and the waypoint model is 
used to verify the algorithm’s correctness in this paper.

4  Detection scheme and performance evaluation
This section provides the detailed detection scheme and provides the performance eval-
uation from three aspects: computation, memory and communication.

4.1  Details of the detection scheme

The detection finishes in 2 stages. Edge nodes collect member nodes’ information in 
the 1st and 2nd round, and after that classify the member nodes in the judgment stage. 
Our detection scheme begins at time t0 . Edge nodes launch requirement to each mem-
ber node ui so that it has to send control packets containing its own identity to two of 
edge nodes which is nearest to it, e1 and e2 . e1 and e2 use Eq. (1) to calculate Ri1

1  and R2 i1 , 
respectively. Then, e1 send packets including the value of R1 i1 to e2 . Define the ratio of R2 
ir to R1 ir in round x as

Then, e2 calculates the ratio η1 by Eq. (3). After that, e2 calculates the theoretical inter-
val of feasible η2 value, denoted as I. We define the set of claimed identities of member 
nodes as ID0.

At time t1 , the system launches order to each member node again. According to Eq. (3), 
e2 calculates η2 . We delete the set of claimed identities of member nodes as ID1.

After the above two rounds, e2 identifies the member nodes through the identity 
descriptions collected in the first two rounds. There are three of the cases:

• ID0 = {a, b, c, d} ID1 = {a, b, c, d} The ids a,  b,  c,  d in ID0 are all normal nodes 
whose ids are the same in both ID0 and ID1.
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α
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• ID0 = {a, b, c, d} ID1 = {a, b, c, e} The ids a, b,  c in ID0 are normal nodes whose 
ids are the same in both ID0 and ID1 , while the id d in ID0 is a Sybil node whose id 
changed to e.

• ID0 = {a, b, c, d} ID1 = {a, b, c, e} The ids a, b in ID0 are normal nodes whose ids 
are the same in both ID0 and ID1 , the id c in ID0 is a Sybil node whose id changed to 
e, and the id c in ID0 is a Sybil node whose id changed d.

Since there are far more normal nodes than malicious nodes, there should exist more 
pairwise ids than different ids, which in our model are more likely to be Sybil. Our flow-
chart for making judgments is shown in Fig. 2. If a Sybil node declares itself to be differ-
ent id in the above two rounds, η2 computed using Eq. (3) is theoretically considered to 
belong to the interval since it is the same node. In that case, edge node should judge it to 
be a Sybil node. Otherwise, the node can be a new member, so base stations are needed 
to check it. Another case where a node is classified as Sybil is when it moves too fast and 
causes case η2 to go out of range of interval I.

4.2  The interval I

For convenience, we take two edge nodes e1 and e2 , and one member node ui for math-
ematical demonstration. Figure 3 abstracts our scheme as a mathematical model, which 
has a planar rectangular coordinate system with the center of e1 and e2 ( C1 and C2 in the 
figure) as the origin and the line between the two edge nodes as the X-axis, and ui in the 
time t0 is shown as the point N in the figure.

Fig. 2 Flowchart of the proposed algorithm
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At time t1 , the circle O1 is a possible position of ui in the time t1 , whose center is N 
and radius is r; the locus of ui where η2 is fixed is an Apollonian circle with an radius 
of r centered on point A, since points C1 and C2 are fixed between t0 and t1 . We delete 
it as O2 . We have

According to Eq. (3), η2 is fixed when NC2
NC1

 is fixed. We need calculate NC2
NC1

 to calculate the 
interval I according to Eq. (3). Denote

The orbit of the Apollonian circle O2 can be expressed as

Taking the part that intersects with the circumference of circle O2 in the range of circle 
O1 , the possible trajectory of point N at t1 is obtained.

We assume that NC2 > NC1 , k > 1 because NC2
NC1

 and NC1
NC2

 have symmetry. By Eq. (6), 
we can see that when k increases by �k , the x-axis coordinate increment of the center 
of circle O2 is (k+1)c

(k−1)�k  , the y-axis coordinate of the center of circle O2 is kept at coordi-
nate 0, and the increment of the radius of circle O2 is (k+1)c

(k−1)�k
+ c

�k  . Therefore, when k 
increases to k ′ and O2 changes to O′

2 , O2 completely wraps circle O′
2 , which means that 

the circle O1 is tangent to the circle O2 when k reaches its maximum; mark it as the 
red circle centered on the point M as shown in the figure. For simplification, we let

(4)r = vi�t.

(5)k =
NC2

NC1
.

(6)
(
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c

)2

+ y2 =
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Fig. 3 Mathematical model for explaining the detection process
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Because of k > 1 , t decreases when k increases. So, to find kmax , we need to find tmin . We 
have

By simplifying Eq. (8), we get

By solving Eq. (9), we get

When 0 < k < 1 , we have

By symmetry and according to Eq. (14), 
(

NC1
NC2

)

max
= kmax , so we have

From the above, the range of I can be calculated:

4.3  Location prediction

The range of the interval I derived above is derived from some certain values (x, y, c, t) 
and one uncertain value v. Note that not all member nodes keep the maximum speed at 
all moments, there is a certain law in the movement of member nodes over a period of 
time. Meanwhile, we can decrease v to decrease the FPR. But when v decreases, the TPR 
will also decrease. To increase the accuracy of the algorithm, we introduce an intelligent 
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algorithm to predict the movement of member nodes, so that we can appropriately 
reduce the interval I and improve the accuracy of the algorithm judgment.

At present, the position prediction algorithm has been more mature, such as work 
[38–42]. Considering the accuracy of prediction and the complexity of the algorithm for 
edge nodes, we use the long short-term memory (LSTM) model to predict the position 
of ui based on the historical position of ui , and we call it point Np(xp, yp) . To make our 
training model more robust, we can use generative adversarial networks (GANs) [43] to 
train the model. By the way, to facilitate the development of intelligent algorithms for 
edge nodes, we rely on the employment of mature application programming interfaces 
(APIs) to standardize the algorithm. Work [44] proposed a collaborative framework for 
APIs recommendation.

According to Eq. (3), we could calculate ηp:

We use a maximum speed vmax to control the maximum range of activity, and a 
safe speed vmin , which is regarded as a reasonable interval if the ηp is in the inter-
val I calculated by vmin . Then, we can calculate two intervals Imin = [ηmin, η

′
min] and 

Imax = [ηmax, η
′
max] using vmin and vmax according to Eq. (17). Because the path we pre-

dict is a point, we can expand its scope to increase robustness:

where w is the weight of ηp in the weighted average. Since Imin ⊂ Imax , we can get the 
prediction interval P:

(18)ηp =

(

(xp + c)2 + y2p

(xp − c)2 + y2p

)α

.

(19)subp =max

(

ηmax,
ηmax + wηp

1+ w

)

(20)supp =min

(

η′max,
η′max + wηp

1+ w

)

(21)P =
[

min(subp, ηmin), max(supp, η
′
min)

]
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4.4  Performance evaluation

In this section, the performance evaluation is proposed from three aspects: computa-
tion, memory and communication. For two edge nodes ei and ej , we delete that the num-
ber of member nodes connected to both of them is M.

The computational complexity is evaluated as follows. Because the detection cycle of 
the algorithm is two rounds, we only evaluate in the two rounds. In each round, two 
edge nodes are subject to a control packet of one member node within their jurisdiction. 
The edge nodes take O(2M) time to calculate the RSSI value and take O(M) time for 
average to calculate the rate of RSSI pairs. In the first round, O(M) time is taken for cal-
culate the interval P. In the second round, the pairing of nodes takes O(M logM) time. 
Therefore, the time complexity of one edge node is 
(

O
(

2M+M+M+M logM
2

))

= O(M logM) . Consider that when edge nodes’ number 

increases, M decreases, then each edge node consume less computation.
The following are the statistics of memory overhead. In each round, two edge nodes are 

subject to a control packet of one member node within their jurisdiction. Assuming that 
the size of each packet is S, then ei and ej occupy a total of 4SM memory when storing 
control packets in the whole scheme because memory is emptied after every two rounds. 
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In the location-predicting step, we need to use the historical data of multiple groups of 
nodes to predict the location, so klM bits of memory in this step is taken, where k is the 
historical location number of each node and l is the bit size of each location. In addi-
tion, at the end of the first round, ei and ej take a total of |P|M bits to store the interval P, 
where |P| is the bit size of one interval datum. Therefore, the average memory cost one 
edge nodes is (4S+kl+|P|)M

2 = O(M) . Consider that when edge nodes’ number increases, 
M decreases, then each edge node consume less memory. Each member node has no 
memory overhead in the whole scheme. Generally speaking, the memory overhead gen-
erated by this algorithm is very small.

Communication overhead of our method is also evaluated. The communication over-
head is also evaluated. Because of the energy limitation of sensor nodes, IoT algorithms 
need to pay attention to energy consumption. For sensor nodes, the energy consumption 
of transmitting information wirelessly is much more than computation, so we focus on 
the analysis of the transmitted packets. In a whole detection cycle, each member node 
send 2 packages to edge nodes who are connected to it. Meanwhile, the data transmis-
sion of ei and ej is 2M, so the data transmission of each edge node is 2M + 2M

2 = 3M and 
is proportional to the number of nodes connected to it.

5  Experimental evaluation and summary of experiments
In this section, the performance of the algorithm is evaluated through a series of experi-
ments coded in python. We evaluate our experiments from 2 metrics including TPR and 
FPR (Table 1).

5.1  Experimental evaluation

We designed three independent experiments to evaluate this method. In the experi-
ments, we simulate three indicators: the number of edge nodes (E), the number of 
normal nodes(N) and the number of Sybil nodes(S). All the edge nodes and randomly 
distributed member nodes are located in a square field with a side length of 100 m. We 
repeated each experiment 200 times and analyzed its average. The parameters related to 
the experiment are shown in Table 2.

The first experiment shows how N affects TPR and FPR. In this experiment, we fix 
the parameters S = 40 and E = 8 while increasing N from 100 to 500. We also study 
the effect of the number of execution rounds: The parameter R is varied in increasing 

Table 1 Notations for problem statement

ui A normal member node or a malicious node

ej The j-th edge node

V The set of all nodes

Vn Normal nodes set

Vm Malicious nodes set

Vu Vn ∪ Vm
Ve Edge nodes set

dij Distance between node ui and edge node ej

Rirj RSSI value from ui to ej in the r-th round, r=1, 2

ηr The ratio got in the r-th round, r=1, 2

vi The speed of ui
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steps of 20 in the range of 20–100, and in each round of the experiment, 1/3 Sybil nodes 
are randomly selected to attack, which makes the experiment closer to the real environ-
ment. After each round, the system kicks off the suspicious nodes. The results are shown 
in Fig. 4. The experiment shows the TPR increases as N increases, and the TPR exceeds 
94% for N = 100 . As mentioned before, if an id conflict is found in the detection, the 
edge node will resort to base stations, which can verify nodes’ identity and thus improve 
the TPR. Another reason of the high TPR is that the η2 value belonging to interval P is a 
basic assumption in this algorithm to judge whether a node is a normal node. Further-
more, the ratio of normal nodes to Sybil nodes has a significant impact on FPR according 
the results. In the first round, the FPR decreases slightly as N increases. In the network, 
when there are fewer normal nodes, Sybil attackers may pretend to be nearby nodes who 
are also Sybil attackers, so that the attack goes undetected. At the same time, when there 
are fewer Sybil nodes, misclassified normal nodes increase the FPR sharply, so after the 
first round, the FPR fluctuates greatly.

Table 2 Experimental parameters

Parameters Values

Network size 100× 100m2

Number of normal nodes N = 100, 200, 300, 400, 500

Number of edge nodes E = 4, 8, 12

Number of Sybil nodes S = 10, 20, 30, 40

Number of monitoring rounds R = 20, 40, 60, 80, 100

Speed of a member node vi ∈ [0, 2]m/s

Safe speed vmax = 2m/s

Min speed vmin = 0.3m/s

Communication range between member nodes [0, 50] m

Fig. 4 Effects of the number of normal nodes N on detection performance
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In addition, we compare the TPR performance of our scheme with other state-of-
the-art schemes. The TPR of the algorithms proposed by Gandino et al.  [45], Jamshidi 
et al. [24], Jamshidi et al. [14], Yao et al. [30] and Garip et al. [29] are about to be 99%, 
99%, 94%, 90% and 87%, respectively, as shown in Table 3. Some schemes perform better 
than the proposed scheme, while the overhead in the aspects of computation, commu-
nication and memory of our scheme is lower. So, the experimental results are consistent 
with the expected performance of our scheme.

We study the effect of S in the second experiment. In this experiment, we fix the 
parameters N = 100 and E = 8 while increasing S from 10 to 40. We also study the 
effect of the number of execution rounds: The parameter R is varied in increasing steps 
of 20 in the range of 20–100, and in each round of the experiment, 1/3 Sybil nodes are 
randomly selected to attack. As shown in Fig. 5, the results of the first and the second 
experiments are similar. The TPR decreases as S increases, and the FPR increases slightly 
as S increases.

We study the effect of E in the third experiment. In this experiment, we fix the 
parameters N = 100 and S = 40 , E = 4, 8, 12 . We also study the effect of the number 

Table 3 Comparison of performance of the proposed algorithm and other latest algorithms in 
terms of TPR

Algorithm TPR (%)

Gandino et al. [45] 99

Jamshidi et al. [24] 99

Jamshidi et al. [14] 94

Yao et al. [30] 90

Garip et al. [29] 87

Proposed algorithm 94

Fig. 5 Effects of the number of Sybil nodes S on detection performance



Page 14 of 17Yan et al. J Wireless Com Network         (2023) 2023:25 

of execution rounds: The parameter R is varied in increasing steps of 20 in the range 
of 20 to 100, and in each round of the experiment, 1/3 Sybil nodes are randomly 
selected to attack. As shown in Fig. 6, the TPR results of the above three experiments 
are similar, the TPR increases as E increases. The FPR decreases as E increases. In 
particular, when E = 4 , the FPR is slightly worse. One explanation is that when there 
are few edge nodes, the angle between one member node and two edge nodes may 
be small, which it is easy to cause errors in calculating I.

5.2  Summary of the experiments

Our proposed algorithm achieves more than 94% TPR and less than 14% FPR when 
the number of edge nodes is greater than 4, and it also achieves more than 92% TPR 
and less than 16% FPR when the number of edge nodes equals 4. Some conclusions 
in terms of parameters in the experiments are summarized in Table 4.

Fig. 6 Effects of the number of edge nodes C on detection performance

Table 4 Summary of experimental results

↑ : Increase

↓ : Decrease

� : Uncertain

Parameter↑ True positive rate False 
positive 
rate

N ↑ ↓
S ↓ ↑
E ↑ ↓
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6  Conclusion
In this paper, a lightweight mobile IoT Sybil attack detection method based on edge com-
puting is proposed. An important contribution of this paper is strict mathematical veri-
fication used to find out the member nodes’ feature’s feasible fluctuation interval, and 
intelligent algorithms are used to predict the position of member nodes, which makes 
the interval more accurate. In theory, our scheme has a small overhead in aspects of 
computation, communication and memory. The experimental results show the scheme 
has good performance in mobile IoT. The FPR of our scheme is relatively susceptible 
which is one of the shortcomings, which can be improved by improving the algorithm in 
the future work.
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