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Abstract 

With the purpose of providing higher data rate and ultra-reliable and low-latency com-
munications for the users, employing the small cells in the upcoming Fifth-Generation-
New Radio (5G-NR) cellular networks and beyond is leading to the serious challenges 
in mobility management due to dynamicity of the user equipments (UEs). Among 
different issues related to the mobility of the UEs, the handover management is one 
of the key procedures to let the UEs experience a high quality of service (QoS)/qual-
ity of experience (QoE). So far, many protocols and algorithms have been proposed to 
enhance the mobility management in 5G-NR from various aspects, but still a thorough 
survey has not been incorporated to summarize the recent advances and future direc-
tions of the mentioned issue. Thus, the handover management and the corresponding 
challenges stand in the center of concentrations in this paper, with a glance on 4G 
to the advancements of 5G-NR. The challenges include QoS/QoE, throughput, delay, 
traffic load, the attacks during authentication process and resource allocation. To over-
come the mentioned challenges, the handover procedure is evaluated by some key 
performance indicators  such as handover ratio, handover failure, radio link failure and 
such like which depend on the received signal quality. The lack of new advancements 
and novel aspects of handover plus the separation of security and handover issues in 
previous works are perceived as research gaps and motivations for the current paper. 
In this regard, this paper aims to specify and analyze the technical issues, to provide 
an overview on the proposed methods and recent advances and to bring the future 
directions into the limelight. We categorize the concurrent standards and methods 
about the handover, and then, we survey the proposed algorithms including theoreti-
cal, algorithm-based and pattern-capturing approaches following the authentication 
process along with the vulnerabilities and the algorithms to counteract the attacks 
during handover. Also, we study various issues corresponding to network performance 
during the handover procedure. Finally, we discuss the open problems and future 
research directions.
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1  Introduction
To cover a wide geographical area and increase the number of users, the cellular net-
works divide the area into several cells in which the communications between the users 
inside or outside of the region are achieved through one or more fixed base stations (BS) 
or temporary replaceable aerial BSs such as hovering unmanned aerial vehicles (UAVs). 
The prospect of high data traffic growing by 1000 times in future years imposes a great 
challenge on wireless communications [1]. The International Telecommunication Union 
Radio communication sector (ITU-R) started the investigations on next-generation cel-
lular networks in 2012 by researching on development of International Mobile Telecom-
munications (IMT) standards for 2020 and later which was called IMT-2020. Then, in 
2015, the ITU-R published some viewpoints and aims about the upcoming generation 
of cellular network based on the worldwide researches abbreviated in the following 
approaches [2]:

•	 enhanced mobile broadband (eMBB). Performance improvement in eMBB-based 
scenarios and highly integrated user experience in comparison with existing mobile 
broadband technologies,

•	 Ultra-reliable and low-latency communications (URLLC). Supporting fastidious 
requirements for operational power, delay and availability for users such as wireless 
control of industrial productions, tele-surgery, automation of smart grids and secur-
ing the transportation systems,

•	 massive machine-type communications (mMTC). Supporting an untold number of 
connected UEs insensitive to delay with low data rate.

The fifth-generation of cellular networks is composed of three main parts: a) User equip-
ment (UE): the device which is used by an end user to access the provided services by 
an operator in the cell; b) next-generation radio access network (NG-RAN): The set of 
devices which provide radio access technology and lay between the UEs and core net-
work as an interface; and c) 5G-NR core network: The infrastructure which connects the 
different parts of the cellular network to each other or other networks. The access con-
trol, session control, routing and connecting the other networks could be considered as 
the main duties of a core network. The utilized hardware and software in 5G-NR could 
be considered as:

•	 gNB: the connection point of the UE to the network (BS),
•	 Access and mobility function (AMF): the mobility management entity (MME) in 4G 

is superseded by access and mobility function (AMF) in 5G networks which takes 
the burden of accessing of UE to the network such as registration and connection 
and the mobility management, authentication and cryptography [3],

•	 User plane function (UPF): the main unit for separation of user plane and control 
plane [4],

•	 Session management function (SMF): a fundamental unit with responsibility for 
interactions with user plane and also, creating, updating and eliminating PDU and 
UPF management,

•	 Data network (DN): responsible for operator’s service such as Internet,
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•	 Next-generation application protocol (NG AP): the interface to exchange control 
messages between BS and AMF,

•	 Xn application protocol (XnAP): the interface to exchange control messages between 
gNBs.

The prospect of 4G and 5G networks is summarized in Table 1 [1, 5]. The table shows 
an incredible growth of UE density in 5G networks compared with that of 4G. To tackle 
the subsequent problems of these issues, the coverage areas are shrunk and higher fre-
quencies are utilized. The condensed coverage areas in addition to the high-speed users 
in these networks make the handover management an essential challenge to provide a 
seamless connection. The mmWave communications, separation of user plane and con-
trol plane and multi-connectivity are potential solutions for the mentioned problem. 
However, the frequent changes in the radio links affect the performance of the other 
layers and units in the network. Figure 1 exhibits the involved units in the handover pro-
cedure in 5G networks.

The heterogeneous networks (HetNets) could be dubbed as the radio networks with 
different coverage areas such as macrocells and smallcells and integration of different 

Table 1  Summary of parameters and consideration in mobility management from LTE toward 
5G-NR

Parameter LTE requirement 5G target

User plane latency (RTT) 20 ms 1 ms

Control plane latency (idle-to-active time) 100 ms 10 ms

Handover execution time 40 ms 0 ms

Supported maximum coupling loss 140 dB 164 dB

Connection density 105 connection/km2 106 connection/km2

Mobility 350 km/h 500+ km/h

Traffic volume density 0.1 Tbps/km2 10+ Tbps/km2

Peak data rate 1 Gbps 10+ Gbps

Fig. 1  Handover mechanism in 5G networks
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technologies such as 4G legacy networks, Internet of things (IoT), vehicular ad hoc 
network (VANET) and wireless local access network (WLAN). The HetNets’ goal is to 
increase the coverage area and the user capacity in the network [6]. The smallcells could 
be added to the network at the presence or absence of Macrocells, in open or covered 
places and in dense or sparse configurations. Applying smallcells in 5G networks affects 
the network with the following concepts [7]:

•	 The smallcells could enable many devices like mMTCs to connect the network which 
have to be handled by high capacity Macrocells in their absence.

•	 The smallcells could improve the signal quality received by the UE and decrease the 
delay as an improvement for URRLC.

•	 Increasing the power of smallcells increases the throughput of the network and obvi-
ates the UEs’ avarice for high data rates such as high-quality live video streaming.

The coexistence of various cells covered by several technologies comes at the price of 
severe interference between the BSs and UEs. To avoid the interference between adja-
cent cells, different resources are deployed in the coverage area corresponding to each 
cell. This can be attained by allocating different frequencies to each cell or allocating dif-
ferent frequencies along with directional antennas. In the last one, different frequencies 
could be used in a cell to cover the area. A resourceful method to obviate the demand 
for high data traffic created by mobile users in a cellular network is to reuse the avail-
able frequencies by reducing the coverage area of BSs and their aggregation. Hence, the 
mobile users intersect different cells continuously, depending on their velocities.

According to 3GPP reports, three connection modes related to radio resource control 
(RRC) indicate the UE’s connection states to gNB in 5G networks: RRC-Idle, RRC-Con-
nected and RRC-Inactive. In the RRC-Idle mode, the equipment is turned on, but not 
registered in any BS, and also, the mobility management is to choose the primary BS to 
receive service. In the RRC-Connected or RRC-Inactive modes, a radio channel is allo-
cated to UE and the registration is accomplished [8, 9]; then, the mobility management is 
to change the BS regarding the movement and the quality of received signal in the UE to 
maintain or improve the quality of service [10, 11]. The RRC-Inactive mode is added to 
the state machine in radio resource allocation control unit to manage energy and delay, 
as well. The concept of mobility management in RRC-Connected mode is to change the 
BS based on the network requirements which is referred as handover management. Due 
to high-speed users specially in 5G networks and beyond, the handover management 
requires more attention to overcome the related challenges. To maintain a desired ser-
vice in ultra-dense networks, the handover management is required to provide an inte-
grated service with high quality in the coverage area. To this, a swap between the BSs 
has to be done without ceasing the service, the user must be authenticated in the new 
BS and the resources must be allocated to the user if available. The handover manage-
ment is achieved through three main procedures; a) Cell/Beam Selection/Reselection, b) 
Authentication and c) Network Reconfiguration. The direct consequence of reducing the 
coverage area and aggregating the BSs is the intense growth of mentioned procedures 
needed by the users, due to numerous swaps between the coverage areas of different 
BSs. Increasing the number of handovers and authentications between BSs increases the 
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number of controlling messages which subsequently causes the reduction in the opera-
tional performance of the system and increasing the delay.

1.1 � Review of related surveys

In this subsection, we provide a brief review of existing surveys whose main domains are 
related to this paper, namely mobility/handover management, mobility prediction and 
security/authentication.

In the context of mobility management, the contribution in [12] provided a precise 
review on cell recognition, access control, cell search, cell selection and handover in 
Femtocell included networks. Likewise, the available handover methods and corre-
sponding decision-making algorithms were discussed in two-tier networks based on the 
received signal quality, velocity, cost function, interference and energy consumption. The 
article [13] presented an overview on the structure of mobility management in 5G, cat-
egorizing the challenges in mmWave frequencies, dual connectivity, carrier aggregation, 
etc. Furthermore, they discussed the potential solutions such as conditional handovers 
and multi-connectivity for the mentioned challenges. The authors in [14] investigated 
the mobility management specially the concepts of RRC, initial access, involving units 
and exchange of control messages during handover in 5G networks. They provided vari-
ous dual connectivity solutions, SDN-based solutions and conditional handovers for 
corresponding challenges in 5G, as well. The beam-level and cell-level managements in 
5G were discussed in [15] from the aspect of URLLC requirements for vehicle to every-
thing (V2X) networks. The authors categorized the mobility management under beam 
misalignment, beam’s coverage area and frequent beam swap branches with three class 
of solutions; cost-aware handover decision, mobility-aware handover decision and beam 
management development. In the other approach, the authors in [16] distinguished the 
discrepancies and main challenges of handover management in 4G, 5G and HetNets and 
restated the enhancements of 5G compared with the 4G. Moreover, they paid attention 
to the handover management in high-speed scenarios, beam-level handovers and uplink 
handovers. The main concentrations of the authors in [17], are handover and real-time 
video streaming in vehicular ad hoc networks (VANETs). They surveyed the constraints 
of existing handover mechanisms and handover failures as the causes of service disin-
tegrity. The solutions to handover management were widely discussed from the aspect 
of mathematical prediction models, channel characteristics, speed of vehicle and use 
of mobile IP, and the solutions for handover failures were classified in mobility, inter-
ference, communications jamming, blockage and coverage area categories. A compre-
hensive study on machine learning algorithms, the advantages and deficiencies were 
achieved in [18], based on the resource of inputs. The inputs were classified into visual 
data and network data sets, and the considered algorithms were divided into supervised 
learning, unsupervised learning, reinforcement learning and distributed learning meth-
ods. In another study, the authors reviewed the reinforcement learning techniques in 
ultra-dense small cell (UDSC) providing a comparative observation for different hand-
over scenarios [19]. The importance of handover challenges and mobility management 
in drone networks was clarified in [20], as well. Since the mobility prediction is very 
important for handover management, resource allocation and location-based services, 
the authors in [21] surveyed several topics such as Markov chain, hidden Markov chain, 
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artificial neural networks, Bayesian networks and data mining methods which predict 
the moving direction, transition probability, future location of UE and target BS.

In the other approach, the authors in [22] reviewed the structure and benefits of 
deploying V2X communications in cellular networks, providing the solutions to enhance 
the authentication algorithms in 4G and D2D communications and the security meth-
ods for employing V2X in 5G. The security requirements and vulnerabilities and evolved 
packet system authentication and key agreement (EPS-AKA) algorithms in 4G and the 
corresponding solutions for enhancements and standards issued by 3GPP in 5G were 
reviewed by S. Behrad et al. [23, 24]. In addition, the authors in [25] studied the secu-
rity performance of 5G networks beside the vulnerabilities and requirements of newly 
developed concepts such as mIoT, D2D, V2X and network slicing, coming to the conclu-
sion about the various solutions to consolidate the authentication process. Likewise, the 
handover was classified based on RAT and frequency in HetNets and the privacy and 
security threats during vertical handovers (within 3GPP, between 3GPP and non-3GPP, 

Table 2  Summary of relevant surveys/overviews on authentication, mobility and handover 
management and mobility prediction

Main domain Target network Sub topics Refs.

Mobility management LTE-A • Interference Investigations in Femtocells
• Mobility Management in Two-Tier Cellular Networks
• Cell Identification, Cell Search
• Cell Selection/Reselection, Access Control
• Handover Decision, Handover Execution

[12]

5G • A Brief Overview on Handover Techniques,
• mmWave, Dual Connectivity, Carrier Aggregation

[13]

5G • Initial Access Resource Control [14]

5G (V2X) • Beam-Level Management [15]

Handover management 4G/5G • Handover Mechanisms in 4G and 5G and Compari-
sons
• Target BS Selection

[16]

5G (VANET) • Handover Failures and Proposed Solutions in VANETs [17]

5G/Beyond  • Machine Learning Algorithms [18, 19]

5G/beyond (Drones) • Handover Challenges of Drones’ Users [20]

Mobility prediction 4G/5G • Importance of Mobility Prediction and Methods 
Based on:
• Learning Algorithms, Markov Chains, Hidden Markov 
Model,
• Artificial Neural Network, Bayesian Networks, Data 
Mining

[21]

Security/ authentication 4G/5G (V2X) • V2X Overview, Advantages of Using Cellular Networks 
in V2X,
• V2X Security Vulnerabilities,
• Potential Attacking Threats on V2X

[22]

4G/5G (V2X) • Structures and Protocols of Authentication in 4G,
• Vulnerabilities in 4G and Perspectives on 5G

[23, 24]

5G • An Introduction to Security Performance of 5G, Mas-
sive IoT,
• D2D Communications, V2X Communications, Net-
work Slicing

[25]

HeTNeTs • Vertical Handovers: Handovers within 3GPP Networks,
   Between 3GPP and non-3GPP Networks,
   Between non-3GPP Networks
• Horizontal Handover: Intra-Mobile Service Controller,
   Inter-Mobile Service Controller Handovers

[26]
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between non-3GPP) and horizontal handovers (intra-mobile service controller (MSC), 
inter-MSC) and the solutions to foil them, were discussed in [26].

Table 2 briefly summarizes related surveys. It could be observed that an assortment 
between these surveys is perceptible in which the papers that consider handover issues 
do not involve the authentication, new aspects of handover or all of the network param-
eters. To fulfill the research gaps, a comprehensive survey including recent advances in 
5G related to the handover is required to gather all issues together. Table 3 shows the 
comparison between the topics included in previous surveys and the contribution of this 
paper.

1.2 � Contribution

The handover is one of the most important characteristics of the cellular networks. The 
growth of these networks in recent decades has brought new challenges, and a large 
number of studies have been published to enhance the network performance. Aggre-
gation of the high-speed users such as trains and aerial vehicles to the networks in 5G 
and beyond, the handover management has become an outstanding subject, and it has 
been alluring to the interest of many researchers. The main contributions of this survey 
discuss three categories of handover after providing a brief tutorial on handover mecha-
nism which makes the reader familiar to the procedure. Then, the methods to execute 
the handover and corresponding issues are represented. The authentication process dur-
ing the handover and vulnerabilities are explained well. The main contributions of this 
paper are summarized as follows:

•	 After a glance on the corresponding units and functions on handover mechanisms in 
5G, we provide a thorough study of recent advances on the handover management, 
authentication and many involving parameters together, which the previous works 
lack such an approach specially for 5G networks.

•	 We represent a new approach-based classification on handover management includ-
ing theoretical, algorithmic and experimental methods. Also, a comparison between 
the studied KPIs for each method and corresponding advantages are well prepared.

•	 We include the interactions between handover procedure and network structure 
consisting of resource management, auxiliary technologies (such as multi-connectiv-
ity, D2D and mmWave communications), backhaul (such as NF placement) and TCP, 
which have been rarely paid attention.

1.3 � Paper organization

Section 1 is a prelude on the involving units and features of handover in 5G, followed by 
a comparison between several surveys/overviews related to the present paper. In Sect. 2, 
a brief tutorial on the handover mechanism and different categories are provided and 
the corresponding characteristics in 5G are identified along with the involving units and 
some of important discrepancies with 4G, including different handover initializations 
from the aspect of UE and network. Different protocols for initiation time of hando-
ver procedure and choosing the proper target BS for reconnection are elaborated and 
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categorized into theoretical approaches, algorithm-based and other methods, and the 
comparisons are prepared precisely in Sect.  3. The users’ numerous authentications 
could increase the delay and create security problems. The investigations of various lit-
eratures and proposed protocols to solve these problems and also various attacks during 
handover and preventive actions to counteract these attacks in recent investigations are 
represented in Sect. 4. Section 5 describes the mutual effects between network param-
eters and handover procedure and several approaches for better realization. The chal-
lenges of handover management and directions for future works are represented in 

Fig. 2  Paper organization
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Sect. 6. The organization of the paper is exhibited in Fig. 2. Also, a list of acronyms is 
provided in Abbreviations.

2 � A brief overview on handover
To acquire a better realization on the handover mechanism and the affected parameters, 
we briefly discuss the various handover categories, involving units and parameters, cor-
responding units and functions exploited in 5G networks. The handover could be inter-
preted as the most important part of the mobility management in cellular networks to 
preserve an integrated communication with good quality of service. In fact, the hando-
ver is to deliver the service of an active connection from one BS to another one without 
any disconnection. This process is executed for various purposes, such as preserving the 
signal quality being lost due to exiting the coverage area of serving BS, resource alloca-
tion, network load balancing and energy savings [27, 28]. The decision to handover is 
made based on the received signal quality in downlink, the transmitted signal quality in 
uplink, the coordinations of UE and BSs, user mobility direction, velocity of the user, etc. 
QoS, QoE and such parameters have been used to evaluate the mentioned criteria. The 
handover procedure could be classified in different categories based on size, type, radio 
access technology of serving and target base stations, interface used to transmit control 
messages, participated network functions in the handover procedure, etc. Each category 
has its own features and characteristics and adds extra challenges to the handover proce-
dure which should be considered in the handover management.

2.1 � Handover categories

In this subsection, we study the categories of handover from different aspects.

2.1.1 � Access‑based handover

Three scenarios could be considered in handover management, based on the size, type 
and radio access technology, as follows:

•	 Intra-/inter-frequency. If both serving and target BSs use the same frequency, the 
handover is considered as intra-frequency, and if they use different frequencies, it is 
considered as inter-frequency.

•	 Intra-/inter-cell. If both serving and target BSs are similar from the aspect of femto-
cell or macrocell, the handover is considered as intra-cell, and if they are in different 
hierarchy (one as femtocell and the other as Macrocell), it is considered as inter-cell.

•	 Intra-/inter-RAT​. If both serving and target use the same technology like 4G, the hand-
over is considered as intra-technology and else it is considered as inter-technology.

2.1.2 � Network function‑based handover

The handover procedure varies based on the participated network functions. Different 
scenarios are available in Fig. 1 where the serving gNB, AMF, user plane, NG and Xn are 
involved in this procedure. The scenarios are described as follows [6, 29]:



Page 12 of 57Haghrah et al. J Wireless Com Network         (2023) 2023:52 

•	 Intra-gNB. The serving and target gNBs are the same and the handover procedure 
occurs in the frequency level or in the beam level.

•	 Inter-gNB (intra-AMF/intra-UPF). The serving and target gNBs share the same AMF 
and UPF and hence the handover procedure could be achieved on gNB level if inter-
face Xn exists.

•	 Inter-gNB (intra-AMF/inter-UPF). Since only the AMF is the same for both gNBs, 
the handover procedure could occur on gNB level if Xn exists. The control messages 
could be exchanged via NG interface.

•	 Inter-gNB (inter-AMF/inter-UPF). Since the AMF and UPF are not the same for 
serving and target gNBs, the handover procedure is handled in NG level between 
two AMFs.

•	 Inter-gNB (inter-AMF/intra-UPF). The handover procedure is handled in NG level 
between two AMFs, while the UPF remains the same for gNBs.

2.1.3 � Beam‑level/cell‑level handover

The coverage area of a BS in 4G networks encompasses a circle or a sector of circle which 
covers a vast area. However, engaging the high frequencies of mmWave communications 
in 5G networks attenuates the signals severely, and the resulted path loss thins this area. 
This problem is overcome via beamforming antennas so that the signal power is concen-
trated on small regions. In the last release of LTE standards, only a few of beams have 
been applied to cover the target area, while in 5G standards, using 64 beams by a gNB 
has been considered for that area [30]. As a result, the handover procedure could be 
done in both cell level and beam level. Due to exiguity of the regions covered by serving 
beams, the UEs have to change their serving beams continuously. Thus, one of the most 
important issues in these networks is the handover management in beam level with low 
latency and high reliability. To decrease the delay, this kind of handover is managed in 
physical and MAC layers without involvement of RRC layer [28].

2.1.4 � Standalone (SA)/non‑standalone (NSA) handover

The 3GPP organization has confirmed two implementation options for 5G networks: SA 
and NSA. These options have been introduced in technical report [31] as follows:

In NSA architecture, LTE network and EPC infrastructure core networks cooperates 
with the 5G-NR access technology which is called E-UTRA-NR dual connectivity (EN-
DC) or architecture option 3. In SA architecture, only NR access technology is used 
alongside with the 5G core network. In NSA architecture, the LTE anchor tackles the 
control messages and UE’s mobility management issues. Regarding these architectures 
for 5G networks and signaling, the handover procedure becomes different [32].

2.1.5 � UE‑initiated/network‑initiated

The UE-initiated handover begins if the request to handover is issued by UE, which 
mostly occurs to maintain the quality of service during channel degradation. On the 
other hand, if the network decides to initiate handover for some purposes such as load 
balancing, the handover will be a network-initiated type [28].
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2.1.6 � Xn/NG interface‑based

If the handover management is achieved via the Xn interface between serving and tar-
get BSs but without the involvement of network function, then it is called Xn-based. 
If the AMF, UPF and other units are involved, the control messages are sent via NG 
interface and the handover is kind of NG based or network based [33]. It was shown 
that the handover delay in interface-based method is six times smaller than that of 
network-based on the condition that the X2/Xn interface exists [34].

2.2 � Classic handover procedure

Since the handover procedure is initiated if the signal qualities are satisfied, the measure-
ments are one of the most important stages in the handover procedure. The signal qual-
ity could be measured either in downlink or uplink to manage handover in 5G networks. 
According to the resource grid of NR physical layer, some standard signals called refer-
ence signals are defined to measure the quality of received signals. The reference signals 
include synchronization signal block (SSB) and channel state information reference sig-
nal (CSI-RS) block in downlink and sounding reference signal (SRS) in the uplink which 
is used by gNB. It is reminded that in the LTE networks, this measurement is only done 
in SSB and cell-specified reference signal in downlink direction [28, 35]. It is implied that 
for experiencing better services in the connected mode, the handover management has 
to be executed in a proper manner. The on-time decision to change the BS is achieved by 
channel quality measurements. These measurements could be attained either in down-
link by the UE in classic approaches, or in the uplink by the BS which could be found in 
recent studies [36]. In the measurements in downlink direction, the UEs send the infor-
mation and measured values about the serving and neighbor cells to the serving cell in a 
frame of control message called measurement report (MR). The MR comprises different 
data such as received signal quality in downlink from serving and target BSs. The MR 
consists of two phases: In the first phase, RRC message including the configuration of 
this process is sent to UE by gNB and in the second phase, the UE measures the signals 
in the required format and sends them to gNB. These measurements are processed and 
averaged via L1 filter in physical layer and L3 filter in RRC layer [11, 37]. Then, this mes-
sage is sent to the serving BS to begin the handover process. Due to channel fluctuations 
in high frequencies, consecutive measurements of signal quality are prepared instead of 
one measurement which would not be proper for decision-making process. The three 
common criteria to evaluate the channel quality in 4G and 5G are:

•	 Reference signal received power (RSRP): the average received power without con-
sidering noise and interference.

•	 Received signal strength indicator (RSSI): the total received power including noise 
and interference.

•	 Reference signal received quality (RSRQ): the ratio of rsRP to RSSI.

3GPP standards provide detail description of these parameters for LTE and NR, 
respectively, [38, 39]. Also, based on the method or transmission time, the MR is clas-
sified [11, 37] as:
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•	 Event-based MR: The MR is sent if a specific event is occurred such as reducing the 
power of serving BS from a given value specified in the network.

•	 Periodical MR: The MR is sent during specified periodic intervals.
•	 Requested MR: The MR is sent if asked by serving BS.

Many approaches based on measurements of signal qualities in uplink or downlink have 
been provided, and mathematical models have been applied via the help of stochas-
tic geometry considering technology, coverage area, interferences, the user movement 
models, etc., to find the optimum points. The outcomes could result in setting up the 
network parameters in order to increase the successful handovers. The following KPIs 
are considered to analyze the performance of handover and enhance the operational 
performance of the system:

•	 Handover frequency It is equal to the number of attempts per second in the serving 
BS which increases by increasing the speed of mobile user and coverage area reduc-
tion. As a trade-off, increasing the handover frequency decreases the handover fail-
ure rate [40].

•	 Handover success rate It is defined as the ratio of the number of successfully per-
formed outgoing handover procedures to the number of attempted outgoing hando-
ver procedures [41].

•	 Handover failure rate It is defined as the ratio of failed handovers to the total hando-
ver attempts in the serving BS [40].

•	 Ping-pong handover rate It is equal to the number of ping-pong handovers per sec-
ond which occurs if the connected UE to the target BS returns back to the serving 
cell during a small time interval [42].

•	 Data latency It is defined as the average time duration between the last transmit-
ted packet before the beginning of handover process in the BS and the first received 
packet in the target BS after handover process [43].

Although the mentioned KPIs exhibit the handover performance, the early setup hand-
over, late setup handover and inappropriate selection of target BS could be the most 
important reasons for a handover process to be failed.

2.2.1 � Main procedure

A general example of classical handover is shown in Fig. 3. In this procedure, based on 
measuring the received signal power from serving and neighbor BSs in downlink direc-
tion, a successful handover is achieved through five stages as follows [27, 28]:

•	 A3 event condition The handover procedure is initiated if the defined conditions 
about the received signal quality are satisfied. As shown in Fig.  3, the handover 
begins within A3 event if the quality of received signal from the neighbor BS is better 
than that of serving BS plus threshold. Note that several events have been foreseen at 
the handover preparation phase in 5G networks [11, 37].
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•	 Time-to-trigger (TTT) interval This is considered as the time to be sure about start 
of handover procedure, that is, the UE awaits for TTT before sending any report or 
handover request to the BS. TTT is defined by the network operator to prevent the 
ping-pong handovers.

•	 Measurement report If the start of handover procedure lasts for TTT, the UE trans-
mits MR or handover request to the serving BS.

•	 Handover command If the serving BS confirms the request of handover and makes 
the agreement with target BS, a command is sent to set up handover and sends con-
trol messages to the UE.

•	 Handover complete After a successful handover, the procedure ends by transmitting 
an ending message to the attached BS.

Based on the above discussion, optimizing the classical handover procedure is to 
determine optimum TTT, handover entering conditions (e.g., A3 offset) and L1 and L3 
filter coefficients.

2.2.2 � Control messages

The handover procedure requires different levels of internal communications between 
network functions and signaling, based on the type of handover and involving units. 
The simplest kind of this process from the aspect of signaling complexity is the inter-
gNB communications via Xn. Figure 4 shows the general structure of signaling order. 
The decision to initiate the handover procedure is made by receiving the MR in the 
serving BS. Note that in the Xn handover, the AMF and UPF units do not get involved 
and if they do, more signaling processes have to be done which increase the delay in the 
network.

Fig. 3  The classic handover procedure
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2.3 � Novel aspects of handover

2.3.1 � Conditional handover

In 16th release of 3GPP standards [37], the conditional handover (CHO) has been intro-
duced to increase the robustness of mobility management during handover by decreas-
ing the number of RLFs. As explained in Fig. 3, the handover request and transmitting 
control messages like MR in classic handover were initiated when the radio link expe-
rienced serious attenuation. Initializing the handover during the channel attenuation, 
causes the failure in transmitting MR or receiving handover command which fails the 
handover procedure. In conditional handover this command (indicating the target BS) 
is sent to the UE before channel attenuation, to be saved and used in the proper time for 
handover [37, 44].

A general example of CHO is shown in Fig. 5 in which the CHO procedure is achieved 
through the following stages:

•	 CHO add event The handover procedure is initiated if the defined conditions about 
the received signal quality are satisfied.

•	 CHO add TTT interval The UE awaits for TTT due to radio link fluctuations.
•	 CHO add MR If the start of handover procedure lasts for TTT, the UE transmits MR 

about the candidate BSs to the serving BS.

Fig. 4  Inter-gNB Xn handover procedure

Fig. 5  The conditional handover procedure
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•	 CHO command The RRC reconfiguration command, including the confirmed 
target BSs is sent to the UE by serving BS.

•	 Wait The UE awaits for the CHO to be satisfied. However, the information about the 
candidate BSs could be updated by replace and remove command.

•	 CHO execution event If the conditions are satisfied, the CHO is initiated.
•	 CHO execution TTT interval This is the awaiting time to be sure of UE’s conditions.
•	 CHO execution The UE executes CHO based on the RRC​reconfiguration command.
•	 CHO complete After a successful handover, the procedure ends by transmitting an 

ending message to the attached BS and reserved resources and candidate BSs are 
released.

Figure   6 depicts the signaling process of conditional handover via Xn interface. This 
kind of handover is initiated if the conditions are satisfied, similar to the classic hand-
over, but the difference is in the use of saved RRC reconfiguration message instead of 
transmitting MR and handover preparation. In the other words, the resources are allo-
cated to UE before handover initiation and remain as spare until the handover is done 
which is not suitable for high-load scenarios. Since the UE has saved the handover com-
mand in advance, there is no need to search the target BS in the failure situations and the 
procedure would be accomplished to connect to gNB which decreases the delay. Like-
wise, this type of handover improves the RLF in medium and high UE velocities. On 
the contrary, the increased number of early preparations for CHO is the cause of a great 
deal of signaling overheads in the network. A novel prediction-based CHO (PCHO) 
was offered in [45] to compensate the weakness of CHO using deep learning method, 
which shows 98.8% accuracy in predicting the next gNB. A. Prado et  al. introduced 
enhanced CHO (ECHO) based on the user’s mobility and reserved resources in that tra-
jectory. Then, they developed a sequence to sequence (Seq2Seq) prediction model which 
reduces handover rate up to 23% , RLFs up to 77% and control messages up to 69% [46]. 
The simulations of baseline handover proved that CHO decreases the RLF and the sys-
tem recovery process accelerates reconnections up to 80% despite RLF occurrence [47]. 
Moreover, the extension of fast CHO (FCHO) was introduced to decrease the handover 
failures and signaling load and resource allocation time [48, 49].

Fig. 6  The conditional handover signaling
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2.3.2 � Uplink channel sounding

The decision for trigger the handover procedure is made on the downlink signal quality 
in present generation of telecommunication network. Since the coverage area is wide, 
the handover occurs rarely. The juxtaposed or even intersected shrunk cells in 5G net-
works make the mobile UEs experience handover frequently and cause larger amount 
of signaling overhead and consequently the higher delay for waiting the response of 
transmitted MR to the BS. Using the uplink signal quality for handover and transmission 
of synchronization signals by BS periodically help the network to acquire information 
about the angular directional space without a need to search over [50, 51]. It was shown 
that eliminating the MR transmission in the uplink method and sharing the UE’s uplink 
signal quality between serving and target BSs improve the paging miss rate up to 38% 
and decreases the energy consumption by 63% [52]. Actually, the algorithms based on 
the uplink signal quality decrease the delay and handover failure rate while increasing 
the network reliability [53].

3 � Handover and network interactions
Cellular networks consist of a core network and a radio access platform. The core net-
work allocates resources and provides routing and the communication between sub-
networks and UEs. Also, it is responsible for transferring the control messages between 
serving and target BSs during handover, resource reallocation and rerouting data accord-
ing new conditions. The access network contains all software and hardware, to make the 
wireless transmissions possible. Recently, many efforts have been made to develop and 
enhance both core and access networks. The main concerns of handover and network 
interactions consist of resource management, backhaul communications, auxiliary tech-
nologies and TCP. The following subsections pertain to the related discussions on hand-
over and the mutual effects over various parts of the network.

3.1 � Resource management

The resource management during handover procedure could be subcategorized as radio 
resource management (RRM) and energy management which is critical for dense small-
cell regions. The following subsections describe the advancements in this area.

3.1.1 � Radio resource management

The growth of low-power BSs near the railways comes at the cost of more frequent 
handovers. To investigate such high mobility scenarios, the performance of the net-
work was evaluated by a reinforcement learning algorithm for different combinations 
of speeds and handover parameters showing that the handover parameter adaptation 
mechanism finds the optimal handover parameters [54]. W. Y. Lee et  al. developed a 
unified mobility-aware framework in which a proper handoff mechanism is selected 
to minimize the switching latency, and an inter-cell resource allocation improves the 
network performance [55]. Although it seems that the movements of UEs in cellu-
lar networks happen completely by accident, they do have specific directions between 
the source and destination in real scenarios. Most of UEs show a repetitive movement 
pattern in their daily activities such as transportation between home and their office or 
work place, which is called diurnal mobility and could be useful in accurate prediction 
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of their future locations. The knowledge on the location of UEs would achieve better 
resource allocation in the network. Kuruvatti et al. exploited the diurnal mobility infor-
mation of UEs to prognosticate the next cell as the next routes of the UEs in a real urban 
scenario. The authors monitored the UEs in a while to obtain the number of connecting 
BSs and calculate the probability of transition to another BS based on a Markov model. 
This model was improved by incorporating the source of UE to the previous model. They 
showed that resource allocation under sustain streaming/full buffer services, increases 
the throughput of UEs significantly even in coverage holes, in such scenarios [56]. In the 
other approach in a wireless mesh network (WMN), Qin et al. employed some access 
points (APs) with the same frequency to serve some UEs which move and switch from 
one AP to another one. The authors have studied the UE’s throughput with fairness con-
straints in long-term period which exploits the resources via handoff management and 
timeline allocation. In handoff management channel allocation (HO-CA), a heuristic 
handoff decision is made based on the link efficiency between UEs and APs, whereas in 
channel allocation handoff management (CA-HO), the channel is assigned based on the 
APs’ interferences and then, UE is allowed to proceed the handoff. Both methods main-
tain a high fairness, while the HO-CA has higher throughput [57]. Jangsher introduced 
a femtocell-based resource allocation in which a macrocell base station uses OFDM to 
communicate with two kinds of femtocells: fixed and moving femtocells with determin-
istic velocities and directions. The author has used the data about the speed and tra-
jectory of the femtocells to derive the interference in between and specify them as an 
interference graph in different times. Then, a cluster-based resource allocation has been 
analyzed which shows that the scenario including moving femtocells is approximately 
similar to the scenario without moving femtocells, but it has better performance com-
pared with the random resource allocation [58].

3.1.2 � Energy management

The development of communication networks and high demand to data transfer have 
led to consuming more energy in this industry. The concern on energy consumption 
would be concentrated on both BS and UE sides in cellular networks. Besides, the cor-
responding methods have to be conformed according to the dynamic network topology. 
The on/off strategy for BSs based on UE’s movement behavior was considered as one of 
the methods to optimize the energy consumption in 5G networks [59]. The fluctuation 
of energy consumption is due to heterogeneity of the network traffic, and most of the 
energy is consumed in lower layers of the network compared with the higher layers. An 
apt-RAN problem was solved to minimize the energy consumption in UE and the num-
ber of handovers under separation of planes. The proposed solution, called lightweight 
polynomial time heuristic, reduces the computational load and properly maps the neigh-
bor distributed units (DUs) to UEs which is an important factor in energy consumption 
[60].

3.2 � Backhaul

The backhaul communication as an underlying infrastructure includes user plane/con-
trol plane separation, network function (NF) placement and control messages from the 
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handover perspective. In the following, we describe the mutual interactions between 
these modules and handover.

3.2.1 � User plane/control plane separation

To obviate the demand for capacity, 5G networks exploit the frequency bands higher 
than 5GHz up to 300GHz to achieve more spread spectrum. The severe attenuation 
in this frequency band makes it harder to cover the target area and increases the RLF. 
Separation of control plane and user plane is a potential solution to increase the capac-
ity while providing integrated and reliable communications. The user plane maintains 
the high capacity in higher frequencies, and the control plane keeps integrity and reli-
ability. L. Yan et al. [61] proposed a new structure to physically separate the user plane 
and control plane in railways telecommunications so that the user plane remains con-
nected when the control plane, connected to the macrocell BS, executes the handover 
to another BS; similarly, the control plane remains connected when the user plane, con-
nected to the smallcell BS, executes the handover. In another train scenario [62], it was 
shown that installing two antennas in front and at the end of a train maintains a stable 
communication and achieves soft handover with lower outage probability as a metric 
for reliability. On the other hand, this kind of separation improves the successful hand-
over rate while reducing the outage probability and increasing the throughput. Since 
the handover is necessary for both user and control plane, an SDN-based strategy was 
developed upon predicting the available resources which decreases the handover delay 
and handover failure rate compared with the traditional methods in LTE networks. In 
this approach, Markov model was used to obtain the probability of UE’s transition to 
the other cell [63]. However, the advantages and deficits of separating these planes were 
investigated compared with unseparated planes and the results demonstrated that in 
traditional networks, the growth of macrocell BSs in unseparated planes and growth of 
smallcell BSs in separated planes reduces the handover costs [64]. The effect of separat-
ing user plane and control plane on the handover management was investigated, and 
then, it was shown that the presence of small auxiliary BSs on the boundaries between 
serving and target cells could handle the control messages between macrocells and 
increase the number of successful handovers while improving the handover procedure 
delay by maintaining the connectivity [65].

3.2.2 � NF placement

The NF module offers the required flexibility and reactivity and enables the operators to 
dynamically reconstruct the network, regarding their requirements, and to assign the 
resources to each function according to the demand for data. The placement of NFs has 
a great role in decreasing the delay and network costs in cellular communications. For 
example, in [66], the authors showed that by taking the user plane closer to the BS, the 
control message load decreases. The virtual NF (VNF) placement was optimized in [67], 
considering the UE’s moving models to reduce the handover delay and a divide-and-con-
quer subgraph-based method was proposed to find the proper place of VNF for large 
topologies. Despite the centralized handover management in LTE networks in which the 
whole network could be disrupted by increasing the number of UEs, the authors in [68] 
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considered a distributed handover management method, equipped with SDN. In this 
method, the P-GWs are located around radio access network and reduce the handover 
delay by two-level buffering technique. Regarding the separated structure of NG-RAN 
into central units and DUs, and also the lack of security between them in 5G networks, a 
new protocol was represented in two phases: initial access and handover. The first phase 
is responsible for mutual AKA between the UE and gNB-DU, and the second phase 
secures the link between the UE and gNB-DU. Both phases are achieved via a master key 
(MSK) and the other keys derived from MSK [69].

3.2.3 � Control messages and S1‑X2/Sn‑Xn interfaces

The plethora of control messages is the consequence of numerous smallcells and the 
growth of the UEs with high mobility in 5G networks. Hence, updating and the optimi-
zation of the structure of these messages and their transmission procedure are necessary 
to improve the network performance. A new unit named integrated MME/SDN con-
troller (IMSC) was added to the core network to improve signaling mechanism at the 
initiation stage of handover, which is responsible for establishing tunnels and reduction 
of handshakes between various parts of the network and it can decrease retransmission 
costs [70]. Likewise, an optimized signaling method with three stages less than present 
protocols was proposed to estimate the probability of handover failures and to control 
the handover procedure at the stage of initiation or failure situations. This is achieved 
by preventive actions and reduces the computational costs and occupation of chan-
nels which are needed for transmission of the control signals [71]. A predictive mobility 
management (PrMM) algorithm was introduced in [72] to mitigate the cost of signaling 
overhead in the idle mode at dense paging areas and lower cell crossing rates.

3.3 � Auxiliary technologies

The 5G network and beyond are very keen on newly developed technologies specially 
device-to-device (D2D) connections, mmWave and multi-connectivity. Despite quench-
ing some parts of the ever-ending thirst of data rates by these technologies, they bring 
new challenges in delivering the superior experiences for subscribers. The following 
subsections discuss these opportunities and problems corresponding to the handover 
issues.

3.3.1 � Multi‑connectivity

To overcome the bombastic demand for exorbitant data rates in 5G networks and 
beyond, the use of high frequencies seems unavoidable which are very susceptible 
to blockages. A potential solution to this problem is to connect UE to several BSs 
simultaneously, so that the UE will remain connected if the main link degrades. An 
analytical approach in [73] was represented to evaluate the impact of multi-connec-
tivity in THz frequencies on out-of-service and RLF probabilities, resulting in that 
increasing the coverage comes at the cost of increased initial access and base station 
discovery times. Although the dual connectivity to LTE and 5G in the urban areas 
seems immature from the aspect of reliability [74], the authors in [75] optimized 
control plane applications such as handover, beam tracking and initial access for 
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uplink multi-connectivity which improves the energy consumption and outperforms 
the cell selection process compared with the downlink-based methods. In the other 
study in a dual connectivity mode, the 4G data and 5G data were split optimally via 
applying MDP model on the handover management [76]. However, the multi-con-
nectivity imposes some negative effects like the growth of control messages. A frac-
tional duplication method instead of full packet duplication was applied in [77] to 
decrease the load of control messages by taking the advantages of fade duration out-
age probability (FDOP) information. A theoretically analysis on the effects of higher 
degree of multi-connectivity was suggested considering the dynamic blockages and 
self-blockages in mmWave and THz links which could envision abundant bandwidth 
for 6 G networks [78]. K. Qi et al. employed a dual connectivity method to reduce 
the handover delay and increase the reliability. They used predictive resource reser-
vation scheme to improve outage probability, throughput and fairness, and also, they 
used proactive handover scheme to decrease the frequent handovers and complexity 
[79].

3.3.2 � D2D connections

The D2D technology enables a direct communication between devices besides the 
communication with base station. One of the benefits of D2D links is to reduce 
the computational load and data traffic of the cellular network which increases the 
throughput of the core network and decreases the energy consumption. The D2D 
sidelinks could increase the reliability by helping the handover procedure of UEs 
which are not in the coverage area of base stations [80]. The authors in [81] designed 
a multi-layer neural network to select the optimal D2D relay in mmWave communi-
cations for the UEs out of the direct beam of the BS. Also, the D2Ds are very effec-
tive in the handover procedure of UEs with group mobility. Y. H. Chang et al. [82] 
classified these vehicles in three groups with the following duties:

Main leader: transmitting reference signal to all followers, gathering the informa-
tion of link quality between all nodes and BS, transmitting the gathered data to 
BS,
Sub-leader: gathering the information of link quality between all nodes except BS,
Followers: measuring the signal quality of main leader, sub-leader and BS and 
transmitting them to main leader and sub-leader.

This classification helps the network to decrease the handover failures and increase 
the service integrity in V2V communications. On the contrary, a mode selection map 
was prepared based on the UE’s trajectory and its distance from the boundary of cover-
age area to manage the handover procedure under the interference of D2D links [83]. 
The D2D communications completely benefit the context-processing capacities of the 
network and UEs’ behaviors. But, the mobility of UEs results in instability of D2D com-
munications. X. Yuan proposed a two-dimensional social--physical model for the move-
ments of the UEs which pertains to the history and diurnal mobility. In this model, the 
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communication pattern switches to the cellular one, if the quality of D2D links degrade 
due to mobility of the UEs [84]. A peer-to-peer (P2P) method was utilized so that gNB 
could identify the best operating mode, either direct or D2D, which provides a seamless 
handover. Also, it was shown that D2D mode-based handover outperforms the direct 
mode with negligible latency [85]. Integrating fuzzy logic into SDN assisted UE to dis-
cover FAPs and D2Ds and select the best network to reduce the unnecessary handovers 
[86]. In the other approach, it was shown that SDN-based handover with D2D candi-
dates reduces signaling overhead [87]. A mobility-aware femtocaching scheme was pro-
posed to reduce the frequent handovers due to numerous FAPs supported by D2D pairs 
[88].

3.3.3 � mmWave

The directional transmission is one of the beneficial methods to compensate the high 
path loss of beamforming technique. However, the mobility of the UEs creates severe 
inter-beam interferences. Shen et  al. proposed the mobility-aware subband and beam 
resource allocation (MSBA) for subband--beam massive multi-input multi-output (SB-
MMIMO) systems which decreases the complexity of calculations while maintaining the 
QoS for UEs. The authors have allocated the resources in the first phase, whereas they 
have specified the beam width and transmission direction in the second phase based 
on the analytical results [89]. Another analytic model was represented to expose the 
trade-off between the handover constraints and impact of multi-connectivity on delay 
and reliability [90]. Also, a dynamic matching game between UEs and BS was expressed 
to find a handover mechanism in mmWave-µ W communications which obviates the 
handover failures, UE’s limited cache size and reduces the energy consumption [91]. In 
a very recent study, the reconfigurable intelligent surfaces (RISs) helped the UE to make 
a new path during the handover when a moving object like a vehicle, randomly cuts the 
mmWave signals in line-of-sight (LoS) direction between the serving cell and UE. This 
blockage-aware method could reduce the number of RLFs in the network and maintain 
seamless handover [92]. To estimate the behavior of mmWave radio links, the combi-
nation of two methods called, jump Markov linear system-deep reinforcement learning 
(JMLS-DRL) was represented which can decrease the redundant handovers below 5 % 
within 200 episodes [93].

3.4 � TCP

In 1970, TCP was designed and utilized for wired telecommunication networks for 
the first time. The immobility of devices and wired links were the basis of characteris-
tics of this design. Due to efficiency of this protocol, it was deployed in the advanced 
wireless communications later. However, the mmWave channels and their susceptibil-
ity to blockages and the mobility of users, on the other hand, the performance of TCP 
has demonstrated some infirmity which need to be paid attention by researchers. For 
example, the authors in [94] showed that even short flows in TCP highly affect the 
LTE-A performance during handover from D2D to BS. The effect of TCP in mmWave 
communications was simulated under short/long blockages and frequent handovers, 
and the performance of TCP congestion control algorithms was compared with each 
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other such as Cubic, new Reno, Scalable TCP, Vegas, Westwood, YeAH and BBR. It 
was inferred that Cubic algorithm is more stable and combinational methods like 
YeAH improves RLFs [95]. Applying IrVegas, Westwood and new Reno in multi-hop 
wireless networks brought the following results: (a) The drop-based congestion algo-
rithms would decrease the size of the congestion window (CWND) for false drops, 
(b) the delay-based congestion algorithms would decrease the number of CWNDs 
for wrong estimation of RTT (i.e. additional path switch delay during handover), (c) 
wrong estimation of RTT results in wrong estimation of band width. The fluctuation 
of CWND, besides the flat changes of CWND, leads to spoiling the bandwidth and 
throughput reduction [96]. The handover management based on X2-interface and its 
effects on TCP showed that Cubic is the optimum method from the aspect of fairness, 
and Cubic and Scalable TCP have optimum performance from the aspect of goodput 
[97]. However, high packet data rate could be counted as the weakness of the handover 
management algorithms.

It was shown that the performance of TCP is highly dependent on the appropriate 
combination of multi-connectivity, frequent handovers, size of packets, 3GPP stack 
parameters, edge and central services, but the congestion management algorithms 
in mmWave communications seem feeble in accommodation of CWND with avail-
able bandwidth [98]. The multi-path TCP allows the communication systems to send/
receive packets on several paths with different RATs to make optimal use of resources 
[99]. This multi-path protocol is a potential solution for integrity of service in HetNets 
under multi-connectivity, handover procedure and RLFs. The purpose of multi-path 
TCP configuration is to aggregate the band width, but it can be used as a compro-
mising factor between network performance and energy consumption. It was used in 
vehicular networks to estimate the UE’s trajectory and find a new route for data trans-
fer [100]. Also, it was used to track UE via distributed anchor points which improves 
delay and data rate in dedicating the new routes for data during handover [101]. In 
another paper, the multi-path TCP between WiFi and cellular network sped up the 
seamless handover via MultiMob method. Although the simultaneous connection in 
two paths is not justified, the MultiMob reduces the energy consumption in smart 
phones, but improves the TCP performance [102]. As an experimental method, the 
authors in [103] compared the Cubic, LIA and OLIA algorithms on multi-path TCP 
from the aspect of energy consumption in which OLIA outperforms the others. The 
YeAH also outperformed Cubic under hierarchical mobile IPv6 (HMIPV6) in both 
one-path and multi-path connections [104]. To reduce the ping-pong handover and 
the consequent delay in heterogeneous networks, an SDN-enabled vertical handover 
was proposed based on the estimation of user’s location, network selection and hando-
ver execution. This method keeps at least one Subflow multi-path TCP connected dur-
ing handover and decreases the number of handovers about 10% to 30% compared to 
the traditional algorithms [105].

Table  4 summarizes the interactions between handover and network. Some of the 
unexplained references will be elaborated in the next sections to show how the above-
mentioned subjects affect the handover procedure.
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4 � Handover management
We categorize various studies in theoretical, algorithm-based and experimental methods 
which have tried to overcome the handover issues. Our classification has been prepared 
according to the approaching methods as follows.

4.1 � Theoretical approaches

Based on the BS’s coverage area, interference, type of access technology, UE’s moving 
model and velocity, various mathematical models have been propose to analyze the 
handover procedure and find the optimal points of the network. These tools could be 
enumerated as stochastic geometry, queuing theory and such like. The main purpose of 
these methods is to expose the effect of network parameters in RLF, handover success-
ful probability and finally help the optimal configuration of the network parameters in 
different scenarios. Some of dominant works in this area are explained in the following.

Table 4  Handover and network interaction

Main topic Main issues Refs.

Resource management Load balancing
Optimum resource reservation in conditional 
handover
Optimum resource reservation in multi-connec-
tivity

[55–60, 84, 89, 103, 106]

CP/UP separation Growth of handover rate
High signaling traffic
CP/UP Signaling synchronization
Growth of authentications
Optimum placement of CP/UP nodes

[61, 62, 64, 65, 75, 76, 107]

NF placement Dynamic NF placement
Adaptive NF placement
Fully autonomous NF placement
Optimal signaling between separated NFs

[67–69, 108]

Signaling Smooth transition from current to future cellular 
networks
Latency, transmission and processing costs.
Inter-RAT signaling
3GPP/non-3GPP signaling

[70–72, 86, 87, 109–113]

Multi-connectivity Optimal selection of secondary BSs
Soft path switch (Minimize path switch delay)
Higher signaling load
Radio resource management
Energy management

[36, 62, 73–78, 100–103, 114–117]

D2D connections Interference cancellation
Network discovery
Security
Beam forming at device side
Selection and establishment of relay stations

[80–89, 91, 94, 118]

mmWave Severe channel intermittency
Highly susceptible to blockage
Beam forming needed due to high isotropic 
pathloss
High handover frequency
Imprecise signal quality measurement

[36, 45, 50, 51, 64, 65, 73, 75, 
78, 81, 89, 91, 95, 98, 113, 114, 
119–127]

TCP Congestion control algorithm
Optimum TCP packet size
Buffer size in different protocol stack layers

[94–96, 98, 100–103]
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4.1.1 � Queuing theory methods

4.1.1.1  Markov chain  The Markov processes would be described as an extension to 
independent processes in which the output of the current state only depends on the pre-
vious state, i.e. the past events do not affect the future events in these processes. The 
Markov chain is a special case of Markov processes that the states are countably limited 
and the evaluation of the future state only depends on the present state not on the way 
that the system has entered to this state [128]. The Markov chain model has been used in 
mobility management either in management of handover procedure or in the prediction 
of user movement behaviors.

In [114], a simple but precise and effective Markov model was proposed to analyze 
the dynamic behavior of link blockage which considers all movements of UEs, blockers 
and APs (like UAVs). Also, an extension was added to the model to cover multi-connec-
tion communications which is a potential method to decrease the number of RLFs in 
3GPP-5G. This model is capable of calculating the SNR and capacity process dynam-
ics, probability that the system is at blockage or non-blockage state at time t, fraction 
of time in blockage state and the mean and distribution of time to outage. The authors 
in [118] proposed a novel 2D Markov model including two separate queuing systems: 
the handover from first cell to the second cell and vice versa, to analyze the probability 
of D2D blocks, handover failures and number of unnecessary handovers between D2D 
pairs which follow a reference point group mobility (RPGM) as the moving model. It was 
shown that increasing the number of channels increases the successful D2D communi-
cations. In the other method, the radio frequency fingerprint (RFF) accelerated the local-
ization of femtocell access points (FAPs) by UEs in two-tier HetNets and improved the 
vertical and horizontal handovers. The FAP is selected according to UE’s traveling time 
and achievable capacity and the probability of transition between vertical and horizontal 
handovers is derived via a semi-Markov model. To be more precise in selecting the FAP, 
the probability to handover is regularly measured in RFF region, but it is limited to a 
dynamic sensing interval to save energy by canceling the excessive measurements and 
skipping non-proper handovers [106]. However, most of the mathematical models apply 
the single-input memoryless exponential distribution which is not capable of depicting a 
multi-dimensional entity for handover requests. A new model based on matrix exponen-
tial (ME) was proposed which considers all moving characteristics together and derives 
the handover blockage probability in terms of time to process the handover request, 
available resources and the capacity of buffer for received requests [129]. A local mobil-
ity management was proceeded in 5G networks with dense smallcells based on locator 
identifier separation protocol (LISP) and local mobility anchoring considering the fast 
handover concepts. The authors divided the area to more smaller regions and analyzed 
total signaling costs, data delivering costs handover latency and packet loss using a dis-
crete-time Markov model, which improves the performance of handover management 
and decreases the computational complexities by 90% [130].

The discrete-time stochastic control process is called Markov decision process (MDP) 
in which includes a set of possible states, a set of transition model for moving one state 
to another one, a set of possible actions to determine the next state and a real-valued 
reward function for a decision, resulting in a specific action [131]. S. Zang et al. used 
MDP algorithm to optimize the handover management and improve the quality of 
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experience for the users. The method defines a three-dimensional state as network con-
nection to MBS or SBSs, location of mobile user in x − y plane and the velocity of the 
user in that plane. Then, a two-factor action was taken considering the user network con-
nection and receiver beamforming beam width with attributed rewards which include 
the characteristics of mmWave communications. The reward purpose is to decrease the 
beam-formed signal blocking and beamforming misalignments which could be consid-
ered as QoE. Maximizing the reward function has been achieved for high and low mobil-
ity situations which has better performance in comparison with traditional schemes. 
Also, reducing the action space by eliminating the beam width factor has reduced the 
complexity of the MDP and has decreased the processing time [119]. B. Canberk et al. 
studied the handover management with delay approach to avoid the mobility interrup-
tion in eMMB services of virtual EPC (vEPC) with 4ms end-to-end (E2E) delay con-
straint in 5G networks. The study on mobility interruption would be incomplete if core 
and edge delays are not considered along with the three stages of a handover, consist-
ing of preparation, execution and completion processes. The authors have designed a 
software-defined ultra-dense network (SUDN) which eliminates the execution stage and 
makes use of four states instead of seven states. The proposed SUDN has increased the 
packet delivery ratio and E2E delay by decreasing the time complexity process and mem-
ory usage in the network [132]. In addition, the predictions about the future locations of 
the UE have shown great improvements in handover procedures (see HMM methods); 
hence, they could be used as the states of a Markov chain. Prognosticating the location 
of a user was achieved by studying the movement behaviors of the mobile user which is 
deduced from the information about the previous locations and movement histories of 
the user [133].

4.1.1.2  Hidden Markov model  The hidden Markov model (HMM) is similar to Markov 
model with nuance differences. The HMM takes the unknown and imperceptible param-
eters to the account to model the system; hence, the challenge becomes the effort to 
obtain theses hidden parameters which cannot be observed directly. In the other word, 
HMM is a probabilistic model in which the sequences are generated by coexistence of two 
stochastic processes [134]. One of the processes moves between the states of the model, 
and the other process generates the system output corresponding to that state for indi-
rect recognition of unobservable system. However, HMM is also memoryless like Markov 
model. The HMM has been extensively used to investigate the handover procedure and 
optimize the network parameters.

The handover could be triggered using the estimation of received signal and consider-
ing the trajectories of the UE. He et al. proposed an adaptive handover trigger strategy 
(AHTS) to estimate RSSI and guarantee the precise handover trigger. First, the move-
ment patterns of the users were classified to predict the users’ trajectories and then, the 
HMM was trained to predict RSSI which decreases the unsuccessful handovers in the 
system [107]. The more precise the trajectory, the better the training and hence success-
ful handover is achieved. (The prediction of the user movement behavior---based on 
user’s life style---was improved by HMM to increase the accuracy about the points of 
interest [135].) Yap et al. applied the predicted behavior of the user’s visiting points to 
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find the proper target BS where the number of handovers and the received signal quality 
have become the evaluating parameters [136].

4.1.2 � Stochastic geometry methods

Since the quality of received signal from neighbor base stations is the main criterion to 
proceed the handover procedure, a new model was proposed based on this parameter 
considering the UE’s velocity and base station coverage area. Then, the effects of clas-
sic handover parameters such as TTT and sampling period on the performance of L1/
L3 layer were investigated and the closed-form expressions were extracted for probabil-
ity of handover failure and probability of cell selection in ping-pong conditions under 
fading channels for different scenarios [137]. In the other approach, the same model 
was exploited to introduce radio environment map (REM) algorithm based on the 
UE’s trajectory, which stores local distribution of RSS average in each cell. This method 
decreases the number of ping-pong handovers by at least 10% in different scenarios 
without any influence on the handover failure [138]. To decrease the handover rate while 
maintaining longer connectivity duration, R. Arshad et al. considered four strategies to 
ignore some of base stations in the network as follows [139]:

•	 Best connected strategy, in which the UE is always is connected to the BS with the 
best RSS.

•	 Femto skipping strategy, in which the UE ignores some of the BSs based on the trajec-
tory.

•	 Femto disregard strategy, in which all BSs within Femtocells are compromised for 
handover.

•	 Macro skipping strategy, in which some of BSs are ignored in high-speed scenarios.

The velocity-aware model was employed to evaluate the mentioned strategies via the 
help of stochastic geometry which aimed to enhance the average rate of the UEs. It is 
implied that the introduced strategies improve the network performance by compensat-
ing the destructive effects of handover procedures in high-speed scenarios with dense 
cells. The authors in [120], derived the closed-form expressions for handover rate and 
coverage probability in HetNets consisting of active BSs in mmWave (M) and µWave ( µ ) 
frequency bands, with distribution intensities of �M and �µ . They showed the relationship 
between handover rate and coverage probability under handover between these frequen-
cies indicated by HOµ2M , HOM2M , HOM2µ and HOµ2µ conditions where the HOµ2M and 
HOM2M increase by �M but HOM2µ experiences reduction, the HOµ2µ is not influenced 
by �M , as well. As an outcome, if the blockage of radio link is the matter of important, 
it is favorable to increase the number of mmWave links, whereas the µwave links could 
coexist with mmWave links in trivial situations. Likewise, a closed-form expression was 
obtained to specify the number of beams within a cell or a mobile terminal to optimize 
the area spectral efficiency (ASE). This beam management considers the antenna con-
figurations, signal propagation, physical layer, coding, interferences, resource share and 
mobility management all together [121]. H. Zhang et al. derived the formula of hando-
ver probability for user plane and control plane based on multi-connectivity in dense 



Page 29 of 57Haghrah et al. J Wireless Com Network         (2023) 2023:52 	

cellular networks. In this method, the UE is connected to several APs where the best 
AP remains as an anchor to establish the connection with control plane and causes 40% 
reduction in handover rate compared with the classic handover [115].

4.1.3 � Other theoretical methods

Regarding the rigorous susceptibility of mmWave frequencies to blocking, even a tempo-
ral passing of a human or a vehicle could cause RLF. A simple way to overcome the prob-
lem is to cover the target area with a lot of BSs so that the blocked radio link would be 
replaced by the others to keep the integrity of the communication. The M/GI/∞ queu-
ing system was proposed to calculate the duration, rate and probability of channel blocks 
at the presence of temporal blockers where M indicates the arrival of blockers with Pois-
son distribution and GI is the distribution of blocking time which depends on the veloc-
ity and moving direction of the blockers. The authors showed that the minimum number 
of BSs to satisfy the QoS for URLLC applications is dominantly determined by the chan-
nel blockers and delay, instead of coverage probability or channel capacity parameters 
[122]. To obviate the beam problem in mmWave communications, the effective beam 
coverage probability (EBCP) was introduced to calculate the probability that a UE is 
exposed to a serving beam after a while, under Gauss--Markov moving model. In this 
strategy, the decision to handover is made not only upon the received signal quality but 
also upon TTT and EBCP which reduces the handover rate by 35% without a signifi-
cant impact on the throughput [123]. Apollonian circles and the straight line were the 
geometry elements to model the handover procedure in self-organizing networks (SON) 
and jointly analyze the RLF and ping-pong handovers [140], and it was revealed that the 
velocity of the UE and TTT has scaling and shifting effects, respectively. The individual-
istic dynamic handover parameter optimization algorithm based on an automatic weight 
function (IDHPO-AWF) was offered in [141] to estimate the handover control param-
eters (HCPs). The method uses bounded functions, namely UE’s SINR, UE’s speed and 
cell’s load, and then, the output is prepared as an input for AWF to optimize HCPs. This 
can outperform the handover parameter self-optimization (HPSO) methods for differ-
ent scenarios from the aspect of velocity. Recently, a bio-inspired algorithm similar to 
genetic algorithms was suggested to minimize the cost function for an aircraft dual con-
nectivity problem, under model for predictive control (MPC) constraints [116].

4.2 � Algorithm‑based approaches

This subsection investigates the methods which acquire specific data as system input to 
process and decide about the actions. Then, a network parameter is used to evaluate the 
performance of the network under these decisions.

4.2.1 � Learning algorithms

The growing complexity of 5G/beyond networks imposes substantial costs from the 
aspect of management and operational configurations. The artificial intelligence (AI) 
is a potential solution to manage the various parameters in cellular networks. The hin-
drances of employing AI were discussed, and the challenges of AI-enabled 5G/beyond 
networks such as training issues, lack of bounding performance, lack of explainability, 
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uncertainty in generalization and lack of interoperability were introduced in [142]. The 
machine learning, neural networks and deep learning are the dominant AI algorithms 
which have been the cases of study to evaluate the handover performance. The next dis-
cussions belong to this category.
4.2.1.1  Machine learning  The network topology ceaselessly changes in cellular net-
works, due to continuous movements of UEs, and the proposed methods based on 
the stochastic models do not seem to have adequate performance. In a totally different 
approach, a multi-purpose learning method has been introduce in which the parameters 
such as delay, network load, service rate, price and energy cost are used as the inputs of 
the system instead of network stochastic data [143]. Theses parameters define the QoS 
and QoE in the network that are used to attribute a score to each BS. Then, the algorithm 
is evaluated by handover rate and satisfaction ratio which is defined as the proportion of 
the score of the selected BS to the score of the best BS that could have been chosen. This 
would help the handover rate while maintaining QoS/QoE. The handover data are also 
useful to specify the coverage areas in ultra-dense networks (UDNs). Since the manual 
drive test (MDT) is not proper for UDN, T. Zhang developed a four-stage algorithm---in-
cluding data collection, pre-processing block, data mining block and localization block--
-to precisely determine the coverage area based on the UEs’ handover information [144].

To select the best BS based on data rate, sojourn time and cell load indicators, an opti-
mization problem was defined over the following conditions: RSRP of target Cell, RSRP 
of serving Cell, distance, UE speed, movement direction of UE, angle between UE and 
corresponding cell, maximum number of nodes that can be connected to a cell and the 
number of nodes connected to the corresponding cell. This problem has been solved 
by linear programming (LP) to keep delay under 1ms in 5G networks. The algorithm 
runs in two phases: data collection and handover execution, which reduces the handover 
rate by selecting the best BS [109]. Regarding the alternatively changes in link quality 
and the sensitivity of mmWave communications to blockages, M. Giordani introduced 
a novel method to trace the quality of communication link in such networks. On the 
knowledge of radio link quality, the prediction of rate, time and target BS to handover 
and also monitoring and adjusting the transmission parameters become easier. In tra-
ditional methods, the directions of all available beams are scanned in every orienta-
tion periodically in a duration of TPR . In an enhanced method, first, every orientation 
is scanned to find the proper beam and then, the previous and next beams are scanned 
in duration of less than TPR to modify the beam direction. The results have shown that 
the beam direction modification increases the data rate specially in scenarios including 
moving vehicles [124]. The mmWave links are very sensitive to blockages which cause 
the missing of LoS and sever decrease in received signal. A geometry method dependent 
on the angle of arrival (AoA) and angle of departure (AoD) of the beam could predict the 
occurrence time of LoS blockages and duration of the blockage. This could lead into an 
on-time handover decision and avoid the unnecessary handovers [125]. A. Alhammadi 
developed a method to recognize too early handovers, too late handovers and wrong cell 
selections, and hence, TTT and handover margin (HM) could be determined based on 
RSRQ which decreases the ping-pong handovers and number of RLFs [145].
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A supervised machine learning method was proposed for sub-6GHz with LTE radio 
access technology and with mmWave for 5G technology to increase the number of suc-
cessful handovers. The method decides based on the previous successful handovers and 
the corresponding measurements such as location data, distance, present RSRP and pre-
vious ones. Not only the successful handovers are increased but also the requirement of 
measuring the signal quality between different RATs are decreased [113]. It is favora-
ble to prevent throughput decline while reducing the number of handovers. Zhao suc-
ceeded to decrease the number of handovers compared to the classical handovers via a 
multi-connection algorithm which estimates the received signal quality. This method is 
composed of preparation, decision making and execution stages in which the received 
signal quality measurements are prepared by UE for estimation and finally for decision 
so that the connection between one or more BSs is created [117]. However, such algo-
rithms that use the received signal quality for handover management would not meet 
the QoS requirements in telecommunication networks. Considering the complexity of 
QoS-based methods, the SDN technology was applied to make decisions regarding the 
attributed scores, based on RSS, delay, bandwidth, application type based priority, block 
error rate and jitter. This method enhances the network throughput by reducing the con-
trolling messages and handover rate [110].

Despite the Q-learning methods which include one neural network as a nonlin-
ear approximator function, a new learning method was exploited which uses a linear 
approximator function for state--action pair. The goal of reward function is to jointly 
optimize the throughput and latency. This method reduces the unnecessary handovers 
by 20% and the delay by 58% and improves the throughput up to 12% , while the number 
of handover failures comes to zero [146]. The frequent handovers are one of the main 
challenges in ultra-dense networks due to their high dynamicity. An online learning 
called Cost-aware Cascading Bandits Neighbor Cell List (CCB-NCL) configuration algo-
rithm was introduced to reduce the number of scanned BSs and shorten the length of 
NCL which decreases the signaling costs and latency of handovers [147].

4.2.1.2  Neural networks  Inspired by the performance of human brain in which bil-
lions of integrated neurons process the input data, a neural network is formed of an 
input layer, one or two hidden middle layers and an output layer. The relation between 
the neurons is specified by given weights. A neural network with the mentioned prop-
erties could be used as a global approximator to approximate any favorable function. 
These networks are employed in situations that the number and type of data entries are 
too vast to estimate, or predicting the functions/relations between the untold number 
of input data are too complex [148]. This complexity is the main reason for the atten-
tion on neural networks in management and configuration of the parameters in next 
generation of telecommunications networks specially in handover procedures which 
need jointly configuration of many parameters.

Zineb et  al. [149] investigated a neural network composed of two subnetworks in 
decision making for handover trigger: The first subnetwork estimates mean opinion 
score (MOS) as QoE indicator from the gathered data about QoS indicators, such as 
user’s data rate, delay, latency and jitter, and the second subnetwork decides about 
the handover trigger based on QoE indicator of first subnetwork’s output, RSS, 
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SNR, battery charge level, velocity and QoS classes. The proposed vertical hando-
ver method has shown improvement compared with the fuzzy methods and multi-
attribute decision making (MADM) [150] by decreasing the number of handovers and 
packet loss ratio. Likewise, Schmidhuber trained a recurrent neural network using 
long short-term memory (LSTM) [151] via the help of RSS to connect the UE to three 
close target BSs in which the proposed algorithm makes a correct decision on choos-
ing the right target BS in 98% of the scenarios [152]. A mobility prediction algorithm 
including neural networks and Markov chains was combined with an online Lyapu-
nov-based optimization solver to specify when and where the computation services 
(Virtual Machines) migrate in vehicular 5G networks [153].

4.2.1.3  Deep learning  It can be interpreted as a branch of machine learning which is 
based on neural networks and the word “Deep” indicates the existence of several layers 
in these networks. The purpose of these layers is to distinguish the linear and nonlinear 
relations between the inputs accurately and to learn the characteristics from the raw 
data. Similar to the neural networks, the learning could be supervised, semi-super-
vised and unsupervised [154]. Regarding the complexity and heterogeneity of 5G and 
the next generation of cellular networks and also the increasing size of effective and 
usable data for configuring network parameters [155], the deep learning algorithms 
have attracted the attentions of many researchers.

Deep learning algorithms are very beneficial in predicting the handover fail-
ures, UE’s velocity, UE’s location and the proper time to handover. S. Khunteta has 
designed a two-stage learning algorithm to predict the successful and unsuccessful 
handovers based on RSRP and RSRQ. The first stage makes an estimation about the 
channel condition via recurrent neural network of type LSTM, and the second stage 
classifies the handover procedure data in successful and unsuccessful categories based 
on the first-stage data. The second stage itself applies feed forward neural network 
(FNN) and K-nearest neighbor (KNN) in which FNN shows better performance for 
simulation cases with equal successful and unsuccessful handovers. But for real data 
with lower unsuccessful handovers, KNN outperforms FNN. This method has proven 
that the handover failure could be predicted several hundreds in milliseconds which 
is very workable for handover procedure [156]. In another method, Shubyn predicted 
the UE’s movement behaviors from one coverage area in a BS into another one, via 
recurrent neural network process. Using an altered network called gated recurrent 
units (GRUs) instead of traditional recurrent neural networks with low memory has 
increased the prediction accuracy about UEs’ traffic data up to 90% [157]. M. Elkourdi 
proposed virtual cell (VC) and coordinated multipoint (CoMP) as the proper solution 
to maintain the radio link quality in the cell edge of BSs which seems very lucrative 
for next generation of cellular networks to avoid the data rate reduction. The time 
to trigger and selecting the BS in activating this protocol has been very challenging. 
A GRU-based algorithm was taken to account for on-time activating/deactivating of 
VC. In this method, the next RSS is estimated regarding the previous information 
about RSS and activation of VC is learnt which implies a 92% success for on-time 
activations [158]. Deep learning method has been utilized for next-generation SONs 
for handover procedure in which the data relating to all layers of protocol stack are 
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taken to account in decision process. A multi-layer LSTM with the mentioned char-
acteristics has been trained in decision process to improve QoE which provides 18% 
improvement in comparison with classical handover which considers received signal 
quality for decision making [159]. Besides, an autoencoder and a multi-layer percep-
tron (MLP) neural network were added to traditional LSTM to accurately detect the 
nonlinear dependents of input data. Likewise, the handover procedure was modeled 
by MDP in which the selection of BS has been considered as an action and the RSRQ 
from serving and other cells forms the state vector of the system. Then, a reward is 
defined as the proportion of throughput to the handover rate in the reinforcement 
learning algorithm, and the optimization problem is solved via the help of recurrent 
neural network of kind LSTM. Since all of the users participated in the learning algo-
rithm, the speed and accuracy of the learning increased [160].

Due to urgent demand on efficient mobility management algorithms in beamform-
ing nodes in 5G, a deep learning method based on the dynamic optimization of the 
network parameters has been explored. In this method, two neural network has been 
considered: The first one estimates the location of UE, while the second one is used 
for handover management through the whole network [161].

4.2.2 � Fuzzy logic

The fuzzy logic belongs to multi-value methods capable of taking any real number 
between zero and one. Besides two concepts: the absolute rightness for “1” and abso-
lute wrongness for “0,” a partial rightness could be realized for any real number between 
zero and one. The fuzzy logic as a flexible and adaptable method is utilized in wide vari-
ety of engineering applications. Its privilege is to manipulate the mathematical models 
of the phenomena based on verbal expressions. That is, the performance of a system 
is described by verbal expressions. A fuzzy logic is composed of three main phases: a) 
fuzzification: in which the crisp numbers as the system inputs are converted to fuzzy 
sets; b) inference engine: in which the input data is processed based on “if--then” rules; 
and c) defuzzification: in which the outcomes as the fuzzy sets are converted to crisp 
numbers [162, 163]. Various parameters corresponding to the handover procedure could 
be processed to make a decision via the help of fuzzy logic. E. Cardoso et al. proposed 
a fuzzy logic system which triggers the handover procedure in SON by an intelligent 
adjustment of A2 entrance condition threshold. The system includes 48 base-rules on 
the velocity of the user, RSRQ and the current A2 entrance condition threshold to pre-
dict the subsequent threshold. This dynamic threshold controlling decreases the hand-
over rate specially for high-speed users [164]. Although considering diverse inputs in 
decision making could enhance the handover performance, it increases the number of 
base-rules which results in complexity and delay in the system. Zhao has proposed a 
three-layer hierarchical fuzzy logic based on the physical layer requirements with SDN 
capability to solve this problem: the first layer as mobility fuzzy logic controller, the sec-
ond layer as network fuzzy logic controller and the third layer as personalized fuzzy 
logic controller. The first layer extracts the user’s sojourn time in serving cell based on 
the distance between the user and BS, velocity and direction, the second layer gets RSSI, 
throughput and the output of the first layer as the inputs and returns a QoS metric, 
and finally, the third layer considers the monetary cost, user specific QoE preferences 
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and application-specific requirements to select the proper BS using a fuzzy set as 
{Accept,Probably Reject,Probably Accept,Reject}. This method decreases 
the number of handover rate in the network [111]. Liu achieved the handover manage-
ment through the optimized weighting of decision factors based on network and service 
type and user configurations in HetNets including 4G, 5G and WLAN. In this method, 
the received signal quality, network traffic, available bandwidth, energy consumption 
and packet loss rate were optimally weighted as the key inputs to a fuzzy logic control-
ler for final decision. Choosing the proper type of network and BS improves the hando-
ver from the aspect of delay, by decreasing the number of handover rate and increasing 
the network throughput [165]. Another method called weighted fuzzy self-optimization 
(WFSO) [166] considered SINR, traffic load of serving and target BSs and UE velocity to 
exploits 27 base-rules (less rules than [164]) in handover decisions. WFSO acquires the 
appropriate TTT and threshold value to begin handover which could decrease the RLFs, 
average handover failures and number of ping-pong handovers. On the other hand, O. 
Semenovaa has proposed the neuro-fuzzy controller (NFC) including 27 base rule for 
5G networks in which RSSI, the distance between UE and BS and the velocity of the UE 
have been used as linguistic input parameters to make term for the handover indicator. 
Considering three terms as low, medium and high for each of the inputs, HI is evaluated 
by five terms: very low, low, medium, high and very high. Then, the fuzzy handover tech-
nique is optimized via the five-layer adaptive network fuzzy inference system (ANFIS) 
which incorporates the fuzzy handover with a learning element. The ANFIS decreases 
the handover failures, and the learning element improves the BS selection among many 
other BSs by providing a proper time for handover trigger which could decrease the 
unnecessary handovers [167]. Gong incorporated the fuzzy logic system and gray cor-
relation analysis to combine the long-term network stochastic data and instant handover 
data in decision process. The method exploits RSS, sojourn time in small cell and traffic 
load of BS which results in reduction of unsuccessful and ping-pong handovers [168]. 
The BSs in Cloud-RAN (CRAN) are divided into base band unit (BBU) and remote radio 
head (RRH). The densification of short-range RRHs and mobility of UEs cause frequent 
handovers. Rodoshi et al. used fuzzy logic to optimize the handover parameters such as 
TTT, and then, they chose the best RRH via reinforcement learning method with accel-
erating technique (virtual reward) for faster convergence [169]. This can handle the mass 
of control messages by reducing the unnecessary handovers before re-association of UE 
to the RRH.

4.2.3 � Game theory

The game theory as a modeling tool comprises players, actions, payoffs and informa-
tion known as rules of the game. The modeling purpose is to express a situation based 
on the rules of the game theory, which results in the recognition of the happenstance 
in a specific situation. Each player tries to increase its productivity in decision making 
processes. In fact, the game theory models the performance of the players who affect 
the other players’ performances; hence, if there is no influence on each other, the game 
theory becomes useless [170]. In cellular networks, the UEs act as the players in game 
theory approaches.
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Peddi et al. exploited the game theory and introduced media independent handover 
(MIH) in which the handover procedure begins if the UE experiences a severe decrease 
in received signal quality. Thus, the achievable data rate, battery power and bandwidth 
have been taken to the account to set up a handover, which results in lower delay and 
higher performance [171]. S. Goudarzi et al. also applied MIH in cellular networks where 
the UAVs are used as BSs. The proposed algorithm maximizes QoS while decreasing the 
handover costs by recognizing the proper UAV selection. The optimization problem is 
solved with game theory approach in which the UAV saves more energy while provid-
ing more coverage area for the users. This method uses the SDN technology to keep an 
integrated connection during the handover and to decrease E2E delay and the control 
messages resulting in higher throughput in the network [172].

4.2.4 � Big data

The big data includes the collecting and analyzing the set of data which is extraordinary 
huge, diverse or complex and cannot be processed with traditional methods. Using big 
data leads into discovering delicate patterns and heterogeneity between components and 
inputs which is impossible in small-scale data [173]. Daily increasing active users in tel-
ecommunication networks and the variety of inputs and parameters in optimal configu-
ration of these networks have exposed the algorithms and methods based on big data to 
be very appealing for the researchers in recent years.

Cia has gathered the information about data traffic and movements of urban vehicles 
in London via sensor networks to specify TTT and handover improvement. The big 
data was exploited to optimize the handover range expansion bias for HetNets and the 
number of virtualized mobility management entity (MME) which decreases the ping-
pong handovers and increases the spectrum efficiency [174]. The search time to find 
the appropriate beam direction using the stored data about previous beams increases 
the beamforming efficiency in both line-of-sight (LoS) and non-line-of-sight (NLoS) 
directions. This causes delay and discontinuity in data services. M. Huang proposed 
a two-stage algorithm based on big data in which the data about previous handovers 
are adjusted and managed via a learning algorithm in the first stage, and the appropri-
ate beam selection is executed using the data about previous UEs’ handovers, while a 
new UE enters the handover region in the second stage of the algorithm. This process 
is achieved needless to new measurements and decreases the delay specially in NLoS 
conditions [126].

4.2.5 � Other algorithmic methods

To improve handover procedure and equipoise the load between two BSs while keep-
ing the QoS, the BS capacity, UE’s trajectory, received signal quality and data traffic are 
the essential parameters in reduction of delay and packet loss during the handover [65]. 
Also, a simulation was provided to determine the relation between the velocity of UE and 
the number of handover rates [175]. For the heterogeneous networks with dense small 
cell BSs, downlink SINR, user transmitted power, cell capacity and predicted time of stay 
(ToS) are collected for the stations with RSRP < RSRPth conditions and the correspond-
ing equivalent weighted vector is formed by analytical hierarchy process (AHP). Then, 
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the gray rational analysis (GRA) ranks the BSs to find the best station which decreases 
handover frequency and RLF and improves the energy efficiency compared with the tra-
ditional methods [176]. In a recent study, a six-stage algorithm consisting of configu-
ration, decision making, filtering, narrowing, selecting the highest RSSI and handover 
triggering phases was represented for dense heterogeneous 5G networks which adapts 
with the UE’s characteristics such as velocity, direction, sojourn time and traffic load. 
This algorithm increases the UE’s data rate but decreases the handover rate compared to 
the similar methods based on RSSI measurements [177]. A recovery process is executed 
if RLF is recognized in the network. Although RLF recovery timer (T312) accelerates 
this process, it cannot guarantee an access stratum (AS) and eliminates the disconnec-
tion time completely. An event-based RLF trigger was proposed which decreases the 
recovery time and approximately cancels the disconnection time [178].

4.3 � Experimental methods

Due to dense establishment of base stations with different technologies in HetNets, 
and also, due to effect of different parameters and criteria in handover management, 
the proposed theoretical approaches to control and management of handover do not 
divulge an optimized performance in many real scenarios. To measure the involving 
parameters of the handover more precisely, the researchers have developed hardware 
to extract various data in real scenarios, such as received signal quality in different fre-
quencies and directions, velocity and UE’s moving direction. Such experimental data 
provides a better overlook at HetNets and 5G networks to analyze and obtain effective 
algorithms. Also, this data is very helpful for learning-based algorithms in handover 
management.

To evaluate the performance of ultra-dense networks based on geographically local-
izing the active UE, USRP X-series was employed which makes the integrated handover 
possible. It was shown that the UE’s location could be followed by measuring received 
signal quality in the uplink so that the handover is initiated by the network. That is, the 
initiation and handover management using UE’s location would be feasible for next gen-
eration of telecommunication networks [179]. The authors in [180] studied road trip 
time (RTT) and uplink throughput and the effect of handover interruption time on these 
KPIs and highlighted the inefficiency of some KPIs in practical situations. Collecting the 
related data was achieved in duration of three month via the help of MONROE platform 
in urban and rural environments, which implies that the handover interruption time has 
deep impact on RTT, whereas its effect on throughput could be negligible. Recently, a 
testbed was experimented to evaluate performance of fast handover in a vehicular com-
munication system on a highway, in 22–-23 GHz frequency bands, as well [127].

4.4 � Summary of handover management

According to the above discussions, each method includes some advantages and dis-
advantages. Due to variety of scenarios and diverse configuration of many parameters 
corresponding to the handover, preparing an analogy between the papers for specific 
parameters would not be a reasonable comparison. Thus, we provide two different anal-
ogies for discussed approaches: a table to clarify which algorithm and which KPIs have 
been included in the paper and a figure to demonstrate the characteristics of applied 



Page 37 of 57Haghrah et al. J Wireless Com Network         (2023) 2023:52 	

Ta
bl

e 
5 

Co
m

pa
ris

on
 o

f i
np

ut
 d

at
a 

an
d 

ev
al

ua
te

d 
KP

Is
 fo

r d
iff

er
en

t m
et

ho
ds

Re
fs

.
Ev

al
ua

te
d 

KP
Is

D
at

a 
in

pu
ts

N
et

w
or

k 
pa

ra
m

et
er

s
H

an
do

ve
r

N
et

w
or

k 
pa

ra
m

et
er

s
M

ob
ili

ty
Re

ce
iv

ed
 s

ig
na

l

Th
ro

ug
hp

ut
D

el
ay

Q
oS

/
Q

oE
RL

F 
ra

tio
H

O
S 

ra
tio

PP
 

H
O

 
ra

tio

H
F 

ra
tio

H
O

 
ra

tio
En

er
gy

Th
ro

ug
hp

ut
Tr

affi
c 

lo
ad

H
O

 
da

ta
To

po
lo

gy
D

el
ay

Q
oS

/
Q

oE
Be

ha
vi

ou
r

To
po

lo
gy

Ve
lo

ci
ty

SI
N

R
RS

SI
RS

RQ
RS

RP
M

et
ho

d

[1
19

]
✓

✓
✓

✓
✓

M
ar

ko
v

C
ha

in

[1
32

]
✓

✓
✓

✓
[1

33
]

✓
✓

✓
[1

14
]

✓
✓

✓
✓

[1
18

]
✓

✓
✓

[1
06

]
✓

✓
✓

✓
✓

✓
✓

✓
[1

29
]

✓
✓

✓
✓

✓
✓

[1
30

]
✓

✓
✓

✓
[1

07
]

✓
✓

✓
✓

H
id

de
n

M
ar

ko
v

M
od

el

[1
36

]
✓

✓
✓

✓
[1

37
]

✓
✓

✓
✓

✓
✓

✓
St

oc
ha

s-
tic G

eo
m

-
et

ry

[1
38

]
✓

✓
✓

✓
✓

✓
[1

39
]

✓
✓

✓
✓

✓
✓

✓
✓

[1
20

]
✓

✓
✓

[1
21

]
✓

✓
✓

[1
15

]
✓

✓
✓

[1
43

]
✓

✓
✓

✓
✓

✓
✓

M
ac

hi
ne

Le
ar

ni
ng

[1
09

]
✓

✓
✓

✓
✓

✓
[1

44
]

✓
✓

✓



Page 38 of 57Haghrah et al. J Wireless Com Network         (2023) 2023:52 

Ta
bl

e 
5 

(c
on

tin
ue

d)

Re
fs

.
Ev

al
ua

te
d 

KP
Is

D
at

a 
in

pu
ts

N
et

w
or

k 
pa

ra
m

et
er

s
H

an
do

ve
r

N
et

w
or

k 
pa

ra
m

et
er

s
M

ob
ili

ty
Re

ce
iv

ed
 s

ig
na

l

Th
ro

ug
hp

ut
D

el
ay

Q
oS

/
Q

oE
RL

F 
ra

tio
H

O
S 

ra
tio

PP
 

H
O

 
ra

tio

H
F 

ra
tio

H
O

 
ra

tio
En

er
gy

Th
ro

ug
hp

ut
Tr

affi
c 

lo
ad

H
O

 
da

ta
To

po
lo

gy
D

el
ay

Q
oS

/
Q

oE
Be

ha
vi

ou
r

To
po

lo
gy

Ve
lo

ci
ty

SI
N

R
RS

SI
RS

RQ
RS

RP
M

et
ho

d

[1
24

]
✓

✓
✓

✓
[1

25
]

✓
✓

✓
✓

[1
45

]
✓

✓
✓

✓
✓

[1
13

]
✓

✓
✓

✓

[1
17

]
✓

✓
✓

✓
✓

✓
[1

10
]

✓
✓

✓
✓

✓
✓

✓
✓

✓
[1

46
]

✓
✓

✓
✓

✓
✓

✓
✓

✓
[1

49
]

✓
✓

✓
✓

✓
✓

✓
✓

✓
✓

N
eu

ra
l

N
et

w
or

ks

[1
52

]
✓

✓
[1

56
]

✓
✓

✓
✓

✓
D

ee
p

Le
ar

ni
ng

[1
57

]
✓

✓
✓

✓
[1

58
]

✓
✓

[1
59

]
✓

✓
✓

✓
✓

✓
✓

✓
[1

60
]

✓
✓

✓
[1

61
]

✓
✓

✓
✓

✓
✓

✓
✓

✓
[1

64
]

✓
✓

✓
✓

✓
Fu

zz
y

Lo
gi

c

[1
11

]
✓

✓
✓

✓
✓

✓
✓

[1
65

]
✓

✓
✓

✓
✓

✓
✓

[1
66

]
✓

✓
✓

✓
✓

✓
[1

67
]

✓
✓

✓
✓

✓
[1

68
]

✓
✓

✓
✓

✓
[1

69
]

✓
✓

✓
✓

✓



Page 39 of 57Haghrah et al. J Wireless Com Network         (2023) 2023:52 	

Re
fs

.
Ev

al
ua

te
d 

KP
Is

D
at

a 
in

pu
ts

N
et

w
or

k 
pa

ra
m

et
er

s
H

an
do

ve
r

N
et

w
or

k 
pa

ra
m

et
er

s
M

ob
ili

ty
Re

ce
iv

ed
 s

ig
na

l

Th
ro

ug
hp

ut
D

el
ay

Q
oS

/
Q

oE
RL

F 
ra

tio
H

O
S 

ra
tio

PP
 

H
O

 
ra

tio

H
F 

ra
tio

H
O

 
ra

tio
En

er
gy

Th
ro

ug
hp

ut
Tr

affi
c 

lo
ad

H
O

 
da

ta
To

po
lo

gy
D

el
ay

Q
oS

/
Q

oE
Be

ha
vi

ou
r

To
po

lo
gy

Ve
lo

ci
ty

SI
N

R
RS

SI
RS

RQ
RS

RP
M

et
ho

d

[1
71

]
✓

✓
✓

✓
✓

✓
G

am
e

Th
eo

ry

[1
72

]
✓

✓
✓

✓
✓

✓
✓

✓
[1

74
]

✓
✓

✓
✓

✓
Bi

g
D

at
a

[1
26

]
✓

✓
✓

✓

Ta
bl

e 
5 

(c
on

tin
ue

d)



Page 40 of 57Haghrah et al. J Wireless Com Network         (2023) 2023:52 

methods. Table 5 depicts the algorithms and KPIs. Implementation and computational 
complexities, memory and data requirements, model adaptation and accuracy, opera-
tor control and training cost have been chosen to be compared according to the charac-
teristics of each method. Also, comparison levels consisting of very low, low, medium, 
high and very high with distinguishable colors are attributed to each method as shown 
in Fig. 7.

5 � Secure handover
Regarding the security properties of the network and avoiding vulnerabilities and pos-
sible attacks, the authentication protocol is employed to validate the UE’s identity when 
it is presented to the network to request any services [181, 182]. In second generation 
of cellular networks, the authentication was achieved based on the subscriber identity 
module (SIM) which included the information about UE’s identity. The card was pro-
vided for the UEs by the operator, consisting of international mobile subscriber identity 
(IMSI) and a permanent key for secure communication between the UE and the oper-
ator’s network. However, the lack of mutual authentication in this generation was the 
main reason for the attacks in which the attacker introduced itself as a legit operator to 

Fig. 7  Comparison of different approaches on handover management
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the UE [183]. To solve the problem in 3G networks, the AKA and the mutual authentica-
tion mechanism were added to the procedure [184]. The key agreement is to generate a 
secret key based on a given procedure in two or more devices. However, the authenti-
cation was improved in 4G networks by applying universal mobile telecommunication 
system AKA (UMTS-AKA) compared with the third generation [185]. Providing an 
effective performance, the AKA has been employed in 5G networks with trivial changes 
and improvements to be harmonized with the new structure of these networks [28]. 
Regarding the deep separation of user plane and control plane and also, introducing the 
structures, based on the network function which considers one specific responsibility 
per function, the authentication server function (AUSF) is in charge for authentication. 
As an example for improvement of 5G-AKA, the generated key in AUSF could be used 
for 3GPP and non-3GPP connections without any re-authentication procedure. Since 
the number of handovers would be increased due to existence of plenty of smallcells, it 
is obvious that consequently the number of authentications increases and as a result the 
network costs grows severely. This makes the authentication an important procedure in 
5G handover management.

5.1 � Authentication mechanism

In order to secure the communication link in telecommunication networks, the authen-
tication/re-authentication is needed during connecting/re-connecting of the UE to the 
network. To connect the UE to the target BS in handover procedure, the re-authentica-
tion has to be done which includes different scenarios based on the source and destina-
tion radio access technology and the authentication units in that service provider. The 
common model for handover key chaining is depicted in Fig. 8 [33]. Based on RAT, three 
different states happen during authentication as follows:

Intra-5G-NR (LTE-EPS): In this case, the target and serving cells share the same 
radio access technology. To insure a secure channel between UE and gNB, the AMF unit 
and UE have to obtain the KgNB and next-hop (NH) parameters from KAMF . Regarding 

Fig. 8  Model for the handover key chaining
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the corresponding units and BSs during handover, the key generation and authentication 
comprise three cases as follows:

•	 Intra-gNB-CU (intra-ng-eNB) handover: where the gNB decides upon a predeter-
mined policy to insure which condition is proper to use existing KgNB and which 
condition is proper to use new one. The UE is informed by gNB via a handover con-
trol message to use the existing key or generate a new key. The issued algorithm in 
Annex A.11/A.12 [33] is used to generate the new key, if needed.

•	 Xn handover: where the serving BS generates the new key on the knowledge of 
{NH ,NCC} pair. The algorithm in Annex A.11/A.12 [33] computes the KNG−RAN key 
and sends the {KNG−RAN ,NCC} pair to the target BS via Xn interface which is used 
when the UE connects to that BS. At the end of handover procedure, the NGAP-
PATH-SWITCH command is sent to the AMF to update the UE’s condition and to be 
used for generating new keys in next handover procedures.

•	 N2 handover: where the AMF unit of serving and target BSs are different. If the AMF 
in the serving BS does not change the active KAMF and it is not necessary to generate 
AS key, the AMF generates the key based on specified algorithm in Annex A.11/A.12 
[33] and sends {NH ,NCC} pair to the target BS to be used in handover procedure. If 
the serving AMF has activated a new KAMF , then a new AS key is needed to be gen-
erated in UE and this process is achieved by serving AMF policies.

Note that the authentication procedure is the same for all above scenarios from the 
aspect of the UE.

Inter-3GPP: In this case, two scenarios could happen depending on the serving and 
target BSs as follows:

•	 Handover from 5GC to EPS: where the UE is connected and registered in 5G net-
work and a security context is assigned to UE by the network. This information is 
sent to the MME of target cell via N26 interface so that it is convinced that the AMF 
of serving cell is a MME, as well.

•	 Handover from EPS to 5GC: where the UE is connected and registered in 4G net-
work and there is a security context in MME of serving BS. Receiving a handover 
message, the MME checks whether the UE’s security is capable of connecting to the 
5G network or not. Thus, the MME sends the information to AMF which is need to 
generate security context.

3GPP and non-3GPP: Another authentication unit has been considered in 5G net-
works to support the IoT devices with lower process and power consumption which 
employ Bluetooth or WiFi protocols for communications. The security of connection 
between non-3GPP and 5G network has been satisfied via IKEv2 to setup one or more 
IPsec ESP security associations. In this condition, the UE starts IKE request and non-
3GPP interworking function (N3IWF) responses to IKE request. Also, the AMF gener-
ates the KN3IWF from KAMF key and sends it to N3IWF which is used for authentication 
between UE and N3IWF.
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5.2 � Authentication enhancements

Due to a plethora of BSs with small coverage areas and high-speed users specially in 5G 
networks, the frequent authentications during handovers bring new challenges such as 
security gaps, security attacks, throughput reduction and increasing delay. Various pro-
tocols and mechanisms have been proposed to achieve faster and more persistent solu-
tions for the mentioned problems. A mobile relay node (MRN) was introduced to reduce 
the authentication overheads in 5G high-speed rail networks by fixed-trajectory group 
pre-handover authentication (FTGPHA) schemes based on aggregate signcryption tech-
nique. In this scheme, the next BS could accomplish the authentication before the arrival 
of MRNs and achieve a seamless handover [186]. The authors in [187] proposed a new 
authentication and re-authentication protocol for group-based handover which deals 
with multiple UEs’ requests in mMTC applications while improving the bandwidth and 
controlling messages. A fast SDN-based authentication using EAP-TLS was exploited to 
directly request a certificate from the external network instead of requesting from cer-
tificate issuance unit. Thus, it is more persistent against stealing identity, denial-of-ser-
vice (DoS) attacks and MitM [188]. To overcome the security challenges, a new protocol 
called distributed IP mobility management (DMM) was introduced which depends on 
layer two and performs mutual authentication, confidentiality, integrity, key exchange, 
privacy and defense against redirection attacks by malicious AMF or CMDF [108]. W. 
Haddar introduced a new authentication method for the equipments with PMIPV6 pro-
tocol to provide a robust authentication during handover from LTE to WiFi network 
[189]. The security gaps from the aspect of location and the time of occurrence were 
investigated by demarcation of possible points for handover based on SINR [190, 191]. 
A temporary encrypted identity was used in initial access and subsequent authentica-
tions to reduce the computational load by 50% in V2X networks [192]. The authors in 
[193] updated EAP-AKA for frequent handovers in 5G networks which jointly reduces 
the delay and increases the security. Merging MIH and F-PMIPv6 led to new protocol, 
called MIH-based secure cross-layer handover protocol for Fast Proxy Mobile IPv6 net-
works (MIH-SPFP) which has the capability of decreasing the re-authentications during 
handover between inter-mobile access gateways (MAG), resulting in lower delay [194]. 
It is expected that a wide variety of devices join the 5G networks with different capabili-
ties. Hence, to decrease the authentication costs, an authentication handover module is 
embedded in the SDN controller as an application to follow and monitor the location and 
movements of UE and prepare the authentication requirements before handover [112]. 
Also, a multi-purpose mutual authentication was used to achieve handover between 
5G and non-3GPP networks via the help of Chameleon hash function and blockchain 
[195]. Recently, a region-based secure handover with user anonymity and fast revocation 
properties overcame the delay problem caused by authentication key exchange (AKE). 
This was achieved by issuing a region warrant with revocation possibility at the arrival 
of UE to a macrocell region, to revoke the UE’s warrant if needed [196]. A joint opti-
mum and secure authentication during handover to neighbor cells was achieved via Chi-
nese reminder theory in [197], which counteracts the fake base attacks while reducing 
the energy consumption for high-speed users. The Chinese reminder theory was intro-
duced for neighbor radio stations in 5G networks which is highly secure against the fake 
base station and DoS attacks while reducing the energy consumption and delay which 
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makes it an appropriate method for high-speed scenarios [198]. D. KWON et al. used 
elliptic curve cryptography in key agreement process in urban air mobility (UAM) sce-
nario which is capable of terminating malicious or misbehaving UAVs. Real-or-random, 
Burrows-–Abadi-–Needham (BAN), automated validation of internet security protocols 
and applications (AVISPA) were used to prove the efficiency of the proposed method 
[199].

5.3 � How to tackle the attacks

The security attacks on telecommunication networks predicate the set of impermissi-
ble actions to access, steal, alter and destroy data or network facilities. These attacks are 
divided into active and passive categories. The passive ones intend to access or steal data 
illegally without making changes or destruction of data or network infrastructure, and 
the main reason for these attacks is to trespass the confidentiality of data and UEs’ pri-
vacies. On the other hand, the active attacks intend to ruin data or make disruption in 
the network infrastructure. In the following, we investigate the network vulnerabilities 
confronting the various attacks related to the handover procedure and the methods to 
counteract them.

5.3.1 � Fake base station

The experiments show that the device capabilities are exchanged in the first connection 
to the network before authentication and without any security actions which could be 
used for furthers attacks [200]. The main goal of illegal radio base station or IMS catch-
ers is to obtain the IMS information of UEs [201]. So far, there is no mechanism for UE 
to confirm the legitimacy of a BS in the first connection [202]. Lack of authentication 
in the first connection of UE to a high power quality BS allows the attacker to create 
an illegal BS for UE and make UE connect to that BS [203]. However, the composition 
of absolute priority-based cell reselection in eighth edition of LTE makes it possible for 
the attacker to foist itself as a high-priority BS by proper frequency configuration and 
compels the user to connect to itself even without meeting high-quality requirements 
[204]. Since the IMSI is not coded in 2G, 3G and 4G and is transmitted via a simple text 
message, it can be easily revealed for the illegal BS and to be used in further attacks. In 
5G, a subscription permanent identifier (SUPI) is used to overcome the problem and an 
encoded version, called subscription concealed identifier (SUCI), is employed during a 
connection to a BS. Even in a wrong connection, the obtained data would be useless [33]. 
S. Gupta studied the characteristics of authentication in 5G networks and security vul-
nerabilities against fake base station and de-synchronization attacks [205].

An illegal BS could disrupt the network performance in addition to the data abduction. 
Most of the time, the handover is achieved according to the UE’s received signal qual-
ity. This measurement is accomplished based on the SS block which contains a synchro-
nous message/signal and master information block (MIB) signal without any protection. 
Suppose that the illegal BS C counterfeits itself as a legal BS B; hence, the serving BS A 
receives the corresponding MR containing the channel status of station C and assumes 
that the signal belongs to the station B, instead. Then, a handover command to the fake 
station B is released and the UE is connected to the station C. Since the station C does 
not have the security content of the UE, the UE disconnects itself from that base station. 
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But the station C is also capable of doing more attacks during this interval [201]. To solve 
the problem, a secondary measurement on channel state information reference signal 
(CSI-RS) is accomplished which is prepared by target BS for UE. Since the station C does 
not have any information about CSI-RS, the measurement will be done on the signal 
quality of station B. This time-consuming procedure which increases the delay in the 
network could be achieved in two manners: always-on and on-demand. The on-demand 
manner is executed if the number of handover failures exceeds a standard number in 
the network [206]. Saedi et al. presented a simulator to create a data set pertaining to 
the signal quality received from legitimate and rogue BSs, in 5G networks. The data set 
is used to train the algorithms in recognizing the rogue BSs [207]. Lee et al. proposed a 
blockchain-based method to insure the security of the network. The authors studied the 
fake station approaching by two aspects; if the fake station tries to join the network, it 
needs the block info from blockchain and cannot join if it does not have (even if the base 
station has copied all info about the identity of a legitimate station containing the block 
info), the lack of IP sessions in the new base station will result in handover failure [208]. 
Also, a learning algorithm called light-GBM has been applied to recognize the fake BS by 
network main parameters such as RSRP, system information block (SIB) [209].

Nyangaresi et  al. decreased the delay using globally unique temporary identifier 
(GUTI)-based multi-factor authentication which is highly tolerable against DOS attacks, 
de-synchronization, session hijacking, masquerade and network impersonation dur-
ing handover procedure. These factors include the information about next chain coun-
ter (NCC), next hop (NH), key derivation factor (KDF), physical cell identity (PCI), 
EUTRAN absolute radio frequency channel number on the downlink and randomized 
root key in GUTI algorithm. The GUTI solves the updating problems in LTE-AKA net-
works. Also, the environment has been classified into no handover region, low-proba-
bility handover region (LPHR) and high-probability handover region (HPHR) in which 
the time schedule based on the figure of merit prevents the DOS attacks. The figure of 
merit facilitates the handover in HPHR [210]. One of the fundamental attacks to UE’s 
privacy is the abduction of UE’s indicators which is used to recognize and follow UE. 
Nakarmi et  al. have proposed multi-RAT false base station detector to recognize the 
false base station based on the UE’s measurements which is compatible with all avail-
able radio access technology of 3GPP without any changes in UE. To this, some rules 
are written according to the network topology and UE’s received signal quality and are 
used during handover procedure [211]. The group handover seems inevitable in densely 
crowded areas such as the presence of many UEs in a stadium or in a traveling train. The 
newfound drone-mounted BS technology was applied to achieve a group handover con-
sidering that the credential sharing step is called off between serving and target BSs to 
decrease the power consumption and handover delay. Since a fake base station can take 
the role of drone-mounted BS, the UE converts a public key to a private key by powering 
operation in the elliptic curve group to secure the authentication process [212].

5.3.2 � Replay attack

In this kind of attacks, the attacker retransmits the previously communicated messages 
to make the device respond to a non-existing request. This could cause the message or 
request overflow in the receiver, DOS attack or stealing information [213]. The handover 
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procedure is highly vulnerable against replay attacks. When a handover request is sent 
to the target BS from serving BS, the attacker sends the message containing {Ncc,KgNb} 
to the target BS. Hence, the UE, which has received the duplicate {Ncc,KgNb} , proceeds 
the reconnection since the UE perceives the handover failure during the authentication 
procedure [33].

Alam et al. represented a random Nonce method in UEs to confirm the freshness of 
the messages in the BSs which recognizes and prevents the replay attacks [214]. Like-
wise, Singh et  al. improvised a fresh timestamp data in handover request message in 
addition to the exclusive key, during its transmission from serving radio to target BS 
which prohibits replay attacks [215]. Jover et al. used a signature in broadcasted mes-
sages to distinguish the legitimate and rogue base stations before retry for connection 
by UE. Also, they have added an indicator, representing the freshness of messages which 
prevents replay attacks [216]. Nyangaresi et al. used the hash mechanism for messages 
and timestamp when the attacker wants to manipulate the timestamp and show it as 
valid. Computing the hash by the attacker leads into a false result since the hash key is 
only available for UE and MME; therefore, the effort for altering the timestamp is not 
adequate for replay attack and the attack remains abortive [217].

5.3.3 � Jamming attack

A jammer could be considered as a destructive node which intentionally makes inter-
ference in wireless cellular networks. Regarding the functionality of the jammer and its 
strategy in creating interferences, various types of the jammers could exist in the net-
work [218]. A responsive jammer continuously monitors the wireless channel and only 
interferes when the transmitter is active and proceeds to send a signal [219]. Since the 
handover depends on different parameters and various messages are exchanged between 
UE, serving and target BSs, the jammer could fail the procedure by sending messages 
such as authentication message containing NCC or interfering in acknowledgment mes-
sages. Erpek et  al. predicted the acknowledgment transmission time with deep learn-
ing method to mitigate the jamming attacks in a telecommunication network [220]. 
The physical layer of LTE/5G includes several physical channels and signals which carry 
special information in uplink and downlink for reliable and stable connecting and send-
ing messages without interference over the links between UEs and base stations. None-
theless, some of the jamming attacks on the physical channels disrupt the handover 
procedure.

In cellular networks, the synchronization, primary synchronization signal (PSS) and 
secondary synchronization signal (SSS) signals are very important in searching for BS 
which are used for primary connection before random access process and selecting and 
re-connecting during handover. Thus, any failure in receiving the correct synchroniza-
tion signal leads into endless searching for BS. Since the location of this signal is known 
in the resource grid, the downlink is highly vulnerable against the jamming attacks [221]. 
Krenz et al. investigated the vulnerabilities of LTE networks against jamming attacks on 
physical channels and signals, such as synchronization signals. The experiments have 
been accomplished via USRP-NZIO as RF front end AmariLTE100 software. The authors 
have concluded that if the received jamming signal is 3dB greater than the main signal, 
the connection is dropped [222]. Regarding the structure of physical layer in LTE, the 
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jamming attack is not an optimum method to interfere the synchronization, PSS and SSS 
signals, because these signals have been designed by UE for low SNR conditions [223]. 
Lichtman et al. showed that spoofing the PSS signal and transmitting all three above-
mentioned signals in physical layer frame by the attacker can prevent the access of new 
UEs to the BS [224].

The reference signals are sent in downlink frames via predetermined subcarrier to esti-
mate the channel quality by UE. The UE would not demodulate the downlink frame/
data at the presence of jamming on reference signals and, hence, cannot accomplish the 
handover procedure. But, it should be noticed that a successful jammer on these signals 
must have the previous information about the frames of the intended BS to find out the 
location of that signal in resource grid [225]. Likewise, Sodagari et al. concentrated on 
the jamming attacks on MIMO channels which distort the channel sounding signals like 
reference signals [226].

In wireless communication networks, the UEs connect to the BS via random access 
process to receive the service. During this process, a random access preamble is sent 
to the BS by UE in uplink channel. After receiving the preamble, the BS allocates the 
resources to the UE and the information is sent to the UE via PRACH signal to initiate 
the random access process [227]. The jamming attacks on random access signals deter 
the UE to connect to the network or create a new link in handover procedure. These 
attacks on PRACH signals have been introduced as the main vulnerabilities of LTE net-
works [228, 229].

6 � Features and challenges
As studied in the literature, miscellaneous scenarios have been considered to evalu-
ate the KPIs of the network. Many of the employed algorithms, particularly demon-
strate an excellent performance for specific scenario, while they may fail to improve 
the KPIs in another scenario. It is inferred that finding a proper algorithm depends on 
the scenario and limited KPIs. Thus, it is vital to define a standard testbed to discern 
the algorithms and investigate the performance of the network and value of favorable 
KPIs.

The knowledge on the future location of the UEs would be very beneficial to pro-
ceed a successful handover. The Bayesian networks [230] have shown a good effi-
ciency in predicting the future location of moving objects based on their movement 
histories [231, 232]. Due to lack of studies on the performance analysis of the hando-
ver management using Bayesian networks, the investigations on the combination of 
this method and algorithm-based approaches seem very interesting.

The fifth generation of cellular networks and beyond are expected to show a very 
dynamic topology due to the presence of high-speed users, D2D pairs and mmWave 
frequency bands. The combination of multi-connectivity method and D2D commu-
nications to achieve a seamless handover has not been studied, specially in the case 
that D2D pairs afford the signaling process, while multi-connectivity handles traffic. 
Nonetheless, a few studies have been done about finding uncorrelated links, in order 
not to lose primary and secondary links simultaneously. The method maintains a 
seamless handover, while it can be the cause of more energy consumption in the user 
and infrastructure facilities. That is, a trade-off between the energy consumption and 
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keeping multi-connections to provide an integrated service remains an open problem. 
In addition, the multi-path TCP has been introduced as a potential solution to reuse 
the resources where the UE could access to different RATs, but still the studies on 
the capabilities of this method in multi-connectivity and also considering the other 
layers’ information such as RRC states in stack protocol for 5G networks, are insuffi-
cient or do not exist. Regarding the high sensitivity of mmWave links to the blockage, 
a precise 3D description of environment would be a potential solution for handover 
management before blockage. A 3D reconstruction of indoor space based on point 
clouds technique would be found in [233] which estimates the signal quality. Also, the 
authors in [234] used the point clouds technique to prognosticate the mmWave link 
quality. This method combined by machine vision seems very interesting for hando-
ver management in the next generation of communication networks.

On the other hand, the newly developed RIS technology has shown an outstand-
ing performance in wireless communications, but the mobility management is still a 
challenging problem for RIS-aided wireless networks. Due to the rapid movements of 
the UEs, the BS may lose the connections unless agile mobility management schemes 
are used. Since RISs are passive elements, they cannot send pilot signals to track the 
movement of the users. Hence, it is much more challenging to track roaming UEs, 
especially when the direct links between the BS and the UEs are blocked. Addition-
ally, it is expected that the combination of RIS-assisted networks with mmWave or 
D2D networks would be a potential solution to the stated problems.

Moreover, the researches in the network centric handover decision making, based on 
uplink channel sounding data and exploiting blockchain properties in authentication 
methods are in embryonic stages.

7 � Conclusion
The forthcoming 5G cellular network and beyond are expected to host a great deal of 
gNBs within smallcells to provide a high data rate for UEs while satisfying the QoS 
requirements. The existence of numerous gNBs besides the UEs with different velocities 
is the causes for frequent handovers in the network which affects the network’s KPIs. 
We have reviewed the handover mechanism and categories, and we have discussed how 
the handover impacts the performance of the network and vice versa and how the net-
work implementation would affect the handover procedure. Also, we have addressed the 
handover issues, the proposed methods with different approaches, the advantages and 
disadvantages of enhancement techniques with various classifications, the authentica-
tion protocols and corresponding vulnerabilities in 5G networks. Finally, we have sum-
marized the important challenges and future research directions.
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