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Abstract

In recent years, the development of intelligent reflecting surface (IRS) in wireless com-
munications has enabled control of radio waves to reduce the detrimental impacts

of natural wireless propagation. These can achieve significant spectrum and energy
efficiency in wireless networks. Non-orthogonal multiple access (NOMA) technology,
on the other hand, is predicted to improve the spectrum efficiency of fifth-generation
and later wireless networks. Motivated by this reality, we consider the IRS-based
NOMA network in the downlink and uplink scenario with a pernicious eavesdropper.
Moreover, we investigated the physical layer security (PLS) of the proposed system

by invoking the connection outage probability (COP), secrecy outage probability (SOP),
and average secrecy rate (ASR) with analytical derivations. The simulation results reveal
that (i) it is carried out to validate the analytical formulas, (i) the number of meta-
surfaces in IRS, transmit power at the base station, and power allocation parameters all
play an essential role in improving the system performance, and (jii) it demonstrates
the superiority of NOMA to the traditional orthogonal multiple access (OMA).

Keywords: Intelligent reflecting surface, Non-orthogonal multiple access, Physical
layer security, Downlink, Uplink

1 Introduction

Future wireless networks are expected to play a pivotal role in society as they will offer
access to intelligent applications such as autonomous driving and virtual and augmented
reality. [1]. In order to offer ubiquitous services, though, wireless connectivity should be
provided for everyone and everywhere [2]. Recently, intelligent reflecting surfaces (IRSs)
have been proposed as one of the important technologies to realize wireless commu-
nication smart radio environment (SRE) systems [2]. A IRS is specifically made up of
a number of small, inexpensive, almost passive reflecting elements (REs) that may be
programmed and controlled by the network operator. Moreover, IRS can be modified
to reflect and direct incoming signals in the desired directions [3—5]. Additionally, the
terms reflecting intelligent surfaces (RISs) and large intelligent surfaces (LISs) are also
used interchangeably for IRSs in [6]. The IRSs are known to have very significant spec-
trum efficiency (SE), as well as energy efficiency (EE) with a large number of passive REs
in [7]. As a result of the IRS structure’s simpler installation, it is now possible to deploy
it more widely across the different urban infrastructures in both indoor and outdoor
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settings, including factory roofs, street lights, and traffic signal poles as well as residen-
tial ceilings and rooftops. As a result, IRS is simple to integrate into the current wireless
communication networks [8—10].

Furthermore, the increased demand for wireless access has prompted researchers to
look beyond the traditional multiple access strategies in which users are multiplexed
orthogonally according to time, frequency, or codes. The terms for multiplexing in
time, frequency, and code are time division multiple access (TDMA), frequency divi-
sion multiple access (FDMA), and code division multiple access (CDMA), respectively.
Non-orthogonal multiple access (NOMA) has recently drawn a lot of interest and is now
thought to be a strong contender for future wireless networks [11-14]. It is thought to
support vast connectivity in addition to improving spectral efficiency when compared to
orthogonal multiple access (OMA). It is possible to support more users than the num-
ber of accessible orthogonal resource blocks [15]. The main goal of NOMA is to enable
non-orthogonal resource allocation among users in order to achieve multiple access
(MA). The superposition coding (SC) technology, in which the signals of several users
are multiplexed with varied power levels, served as an inspiration for NOMA in the
power domain (PD)-NOMA. The overlaid messages are decoded at receivers using suc-
cessive interference cancelation (SIC) [16]. Both downlink and uplink transmissions are
compatible with NOMA. Users with poor channel conditions are typically given greater
power for downlink NOMA so that their signals can be deciphered by treating other
users’ signals as noise. The base station must be able to identify signals from all users,
which requires a well-designed power control mechanism for uplink NOMA [17].

In recent years, because both IRS and NOMA are extremely promising approaches,
IRS was combined with NOMA in [18-21]. It has been demonstrated that combining
IRS and NOMA allows for high data rate transfer while improving system performance.
Furthermore, IRS-assisted NOMA improves spectrum resource usage. [22] proposed a
simple concept for downlink transmission of IRS-assisted NOMA, in which the IRS is
deployed to effectively serve the cell-edge user by aligning the reflected beam from the
IRS. In [23], the authors proposed an energy-efficient approach for IRS-assisted NOMA,
where the authors explore the tradeoff between the sum rate of NOMA users and total
power usage. The authors of [24] provided various strategies to increase system perfor-
mance for continuous phase shifts and discontinuous phase changes of IRS elements.
[25] examined the downlink transmit power minimization problem for an IRS-powered
NOMA network. The author in [26] investigated the performance of downlink and
uplink IRS Networks. In [27], a IRS-assisted NOMA system was compared to a classic
OMA system with/without IRS and a traditional NOMA system without IRS, and simu-
lation results revealed that the IRS-assisted NOMA system outperformed the others in
terms of rate performance.

Because electromagnetic transmission has the nature of broadcasting, which makes
internet of thing (IoT) communication vulnerable to eavesdropping assaults, communi-
cation security, and secret protection are highly important in wireless communication
networks [28, 29]. Traditional security approaches rely primarily on authentication and
encryption, both of which are implemented at the upper layer of a wireless communica-
tion system but are generally independent of the physical layer. However, key manage-
ment is problematic using classical encryption technologies [30]. From the standpoint



Le et al. J Wireless Com Network ~ (2023) 2023:105 Page 3 of 26

of information theory, physical layer security (PLS) technology exploits the indetermi-
nacy and time-variability of the wireless channel to realize secure communication of
encrypted links without a key [31] and has established a potential solution for secure
wireless communication. In [32], beamforming was employed to decrease the system’s
transmitted power under the limitation of secrecy rate. When the eavesdropper’s chan-
nel is superior to the user’s and both channels are highly correlated in space, joint beam-
forming was utilized to improve the user’s secrecy rate in [33]. In [34], the secrecy outage
probability (SOP) was calculated in a IRS-aided wireless communication system and the
effect of the number of reflectors in the IRS on secrecy performance was investigated. In
[35], two techniques were described to improve the PLS of a IRS-aided multiple-input
single-output (MIMO) system. In [36], a minimum-secrecy-rate maximization problem
was solved to improve the overall system’s secrecy performance when the system has
several legitimate users and multiple eavesdroppers. The author in [37] studied the PLS
of a multi-user situation for an IRS-NOMA network, providing accurate and asymptotic
SOPs. An IRS was used to aid a cell-edge user in [38], where the secrecy performance
in the Nakagami-m fading channel was examined. In [39], the secrecy performance and
diversity order are analyzed for the IRS-based NOMA network. The SOP and average
secrecy capacity (ASC) are studied of IRS-based NOMA network under the Rayleigh
fading channel in [40].

1.1 Motivation and contribution

According to the previous study, current IRS research priorities include generic IRS
applications, the inherent integration of NOMA and IRS, and the PLS of IRS-aided wire-
less networks. The author in [40] investigated the PLS of IRS-aided NOMA for a down-
link scenario under the Rayleigh fading channel. But the author does not consider for
uplink scenario and the Nakagami-m fading channel for direct link. Therefore, to fill this
gap, we analyzed the PLS of the IRS-aided NOMA network under the Nakagami-m fad-
ing channel for the downlink—uplink scenario. In addition, we have added Table 1 to
compare the proposed work with the current literature. The detailed contributions of
this study, in particular, can be summarized as follows:

+ We considered the downlink—uplink IRS-based NOMA network, in which a base
station (BS) sends and receives the signal from user 1 (D) and user 2 (D), IRS
reflects and receives the signals from Dy in the presence of an eavesdropper.

Table 1 A comparison of this work to related publications

Our study [32] [33] [34] [35] [36] [39] [40]

Secure downlink IRS-OMA v v v 4 v 4 v
Secure uplink IRS-OMA v
Secure downlink IRS-NOMA v v v v
Secure uplink IRS-NOMA v
All users use the Nakagami channel v
COP Analysis v
SOP Analysis v v v v
ASR Analysis v v v v
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+ We analyzed the PLS of the proposed system. Specifically, we provide the reliability
and security analysis of the downlink—uplink by developing analytical formulas for
the connection outage probability (COP), SOP, and ASR for the legitimate user Dj,
Do, an eavesdropper.

+  We offer thorough simulations not only to validate the theoretical analysis results but
also to provide some important technical insights. Throughout the numerical results,
we emphasize the critical influence of utilizing the IRS. Following that, we demon-
strate the effect of the number of IRS elements on the proposed system’s downlink—
uplink.

1.2 Organization

The rest of this paper is structured as follows. Section 2 analyzes the system model of
IRS-based NOMA networks with the downlink and uplink cases. Section 3 presents the
channel model for the system. In Sect. 4, the downlink performance analysis is carried
out, and in Section 5, the uplink performance analysis. Section 6 depicts a simulation of
the model. Section 7 concludes the paper.

2 Method

2.1 System model

In Fig. 1, we consider the IRS-based downlink and uplink NOMA network, which con-
sists of a BS, an IRS with N reflecting elements, and two receivers, D; and D;. The net-
work is communicating while being intercepted by an eavesdropper (E). In more detail,
D; is the near user that can be directly communicated with BS, but D, is the far user that
requires an IRS’s assistance in order to communicate due to the long distance and
obstructions. In addition, the reflection-coefficient matrix of IRS is denoted by
o = diag(alef‘pl,agej‘/’z, .. ,otNe/“’N), (j = \/—_1), where o, € [0,1] is the amplitude-
reflection coefficient and ¢, € [0, 27) is the phase-shift variable of the nth element that
can be adjusted by the IRS with (n = 1,2,...,N). Furthermore, we assume all wireless
links following Nakagami-m fading. Particularly, hf = [hff,l, h‘f,z, ces h‘f’N},

T d d 1d a 17
hi = [hlf,vhlf,z’---rh'f,N} » hy = {h2,1’h2,2""'h2,N:| and h; = [hg,l’hg,Z""’hg,N]

denotes the complex channel coefficient from BS-IRS, IRS-BS, IRS-D,, D>-IRS, respec-
tively. Table 2 lists the primary parameters and functions.

2.2 Signal model of downlink

In this downlink section, the BS sends the superposed signal s = / anBSSTf + 4/ T]ngssg
to D;, in which, is the signal of D;. Please take note that since user D is assumed to be
further away than the other user, a larger portion of power must be provided for user
Dy, i.e., condition 11 < 19 for user fairness and assume fixed power allocation splitting
between two users [22]. The received signals at D are given by

(S-S

yh, =dg *gas + 1. @

The corresponding signal-to-interference-plus-noise ratio (SINR) at D; to detect sg is

given by
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Fig. 1 The IRS downlink and uplink system model

a2 _ dgﬁnzl/f\gﬂz
D - _ ’
b d P myelt 1

where ¢ = %Bj denotes the transmit signal-to-noise ratio (SNR) of the BS.
After implementing the SIC, the corresponding SNR of D; when detecting the own
signal is given by

vo = dgPmv e 3)
Next, the received signal at D is given by

¥b, = di " dy "hiohds + o ()
The corresponding SINR of D5 to detect the own signal is given by

_a _ 2
bl oy | ond]
YD, =

-
di’dy Py | ong| 4+ 1
At the E, the received signal can be expressed as

_B
yﬁ. =dg,* ges + Te. (6)

Page 5 of 26
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Table 2 Definitions for key parameter

Symbol Description

diag(x) Stands for a diagonal matrix for a vector x, where each diagonal element cor-
responds to an element in x

xT The transposition of x

E[] The expectation

() The PDF of a random variable

Fe() The CDF of a random variable

Kkl The factorial operation

Pr() The probability

.| The absolute operations

Ia () The modified Bessel function of the first kind

Qa() The Marcum Q-function

() The gamma function

y(,.) The lower incomplete gamma function

57 The transmitted signals to D, (i = 1,2)

sy The transmit signals of D;

Pgs The transmit power of BS

Pp, The transmit power of D;

n; The power allocation coefficients with (1 + 1, = 1)

B The path loss exponent

T The additive white Gaussian noises (AWGN) at D with zero mean and variance Ng

15} The AWGN at D, with zero mean and variance No

Ths The AWGN at BS

Te The AWGN at £ with the same variance N,

Ri The target data rate of users D;

REi The secrecy rate of the user D;

K Accuracy-complexity tradeoff parameter

dy The distance from BS-IRS

d> The distance from IRS-D;

dg The distance from BS-D;

dg, The distance from BS-£

dge, The distance from Dr-£

dge, The distance from Do-£

h?,n The channel coefficient from BS-nth reflecting element

hY, The channel coefficient from nth reflecting element-8S

hg,n The channel coefficient from nth reflecting element-D,

hs, The channel coefficient from Do-nth reflecting element

[ The channel coefficient from BS-D;

qu The channel coefficient from D-BS

Je The channel coefficient from BS-E

Jei The channel coefficient from DrE

Je2 The channel coefficient from Dy-£

In this work, like [41] and [42], parallel interference cancelation (PIC) is used at E to dis-
tinguish the superimposed mixture. Then, the corresponding SNR at E can be expressed
as

2

) (7)

d,' —
ve' = dgPnive|ge
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where ¥, = %.

2.3 Signal model of uplink
In the uplink section, the received signal at the BS is written by

N

y%1 = g_ 8u V anDlsIf (8)
_B _B
+dy “dy "hY®hy\/n2Pp,sy + Tps.
The corresponding SINR of BS, when decoded the signal of Dj, is given by
dg " v |u ’2
YDy = ©)

B ,— 2 ’
d P dy oy néong|® +1

where ¥ = %, Yoy = %.
Following the completion of the SIC, the corresponding SNR to detect the signal of D,
is given by

—B - 2
v =dy dy P oy hiong[. (10)

The received signal at E can be expressed as

[SlisN
[SlisN

yfé = dg; 8e1/ PDlsil + dg:2 8e2 v/ PDzsg t Te (11)

Similar to (7), we can continue to apply PIC, then the SNR at E can be written by [41, 42]

2

V}?’i = dg_elﬁ NiVYei ’gei , (12)

where ,; = %, (i=1,2).

3 Channel model

Based on [43], the channel gain g, follows Nakagami-m distribution with fading param-
eter mg, and E [‘ gzﬂ = Jg, with z = {d, u, e, el,e2}. Therefore, the probability density
function (PDF) of|gz ‘2 is given by

my Mg, xmngl _ g%

BT (mg) 19)

f| 2(x) =

|
Next, the cumulative distribution function (CDF) is expressed as

F ®) =1 1 r Mg, X
X)=1—-——F-7 Mmeg,, ——
|gz |2 r (mgz) & /ng

x ngz—l

k

_ gy 1 /(mgx

— _ gz E 8z
Sloe kl( >

k=0 ‘g
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N )
Next, we can rewrite the channel of D5 as |h‘1’d>h;‘ = Olnh‘{,nh;,,,el‘ﬂ” withv = {d, u}
n=1

To obtain tl}f best channel of BS-IRS-D,, we adjust the phase-shift element of IRS to

21 anhy bl e
n=
that the phases of all h‘l’,nhg,nei‘p” can be set to be the same. Furthermore, the generalized

maximize . Next, by setting the optimal phase-shift ¢,, this implies

solution can be obtained as ¢, = ¢ — arg(hy ,h; ), where ¢ € [0,27) denotes the arbi-
trary constant. By applying the optimal phase-shift for ¢, we can express as [26]

2

N
[ ons|" = o S as)
n=1 N
(% )
where o, =,V Denzote X, = n:;\l(l—wv) in  which, 1,= ll\i‘z)"v,
. r(my,+1/2) r(ms,+1/2) )
Wy = , where m!, are denoted fading parame-
M r (m‘{,rI) r (mg,n> ’

ters of i}, With N as a large number and applying the central limit theorem (CLT), X,
follows the noncentral chi-square distribution. Next, the PDF and CDF are given by [26]

/’1,1/4 x+iv "
Sx,(x) = V2 e 2 x71/4171/2 (\/ /Wx)
172 (16)

by
= /,ZO;’!22/+1/2F(;'+1/2)’

and

Fx, () = 1= Quz2 (Vi V%)

" i": Ay (j+1/2,2/2) (17)
B = MT(+1/2)

4 Performance analysis for downlink
In this section, we derive the closed-form of COP, SOP, and ASR for user D; with the

downlink scenario.

4.1 COP analysis

4.1.1 COP OF D,

The COP of user D; is defined as the probability of an interruption occurring in the con-
nection of user D; when the connection of user D is also interrupted. Therefore, the
COP of user Dj can be expressed by [44, 45]

d, d,
COPgl =1-"Pr ()’Dlz > Vth2rVD11 > Vthl), (18)
where y,,; = 28 — 1.

Proposition 1  The closed-form expression for COP at D is given by
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mg,—1 gk
d _1_ ,—¢ s
COPp, =1-€" > (19)
k=0
m
wheree = 4%, p = max e )
E71 (n2—vgandg " ¥ dg "myr

Proof From (18), COP]%1 can be written as
- 2
dg ﬁ7721p ‘gd’
- 2
dg ﬂmlﬂgd\ +1

dgﬂmlﬂgd’Z > Vthl)

COP} =1-"Pr < > Yoo

2 Vih2 (20)
=1—-"Pr | gd’ > 5
(2 — Yenam)dg "y
’gd|2 N >
dg Py
We let p = max ( ror ), note that when we set power allocation coef-
(2=Yan)d, ¥ d;"my

ficients, we need to ensure that 72 — y»n1 > 0. Based on the CDF function of |g; ]2 from
(14), C'OP{‘%1 can be derived as

mgdfl sk
d —1_p ¢ i
COPj, = F, 2(p) =1—e 12 L (21)
where ¢ = %. The proof is now complete. O
d

4.1.2 COP OF D,
The COP of Dy occurs when Dj cannot detect correctly the own signal. So, the COP of
D, can be defined by

coPg, =1-Pr (v5? > vun)- (22)

Proposition 2  The closed-form expression for COP at D, is given by

Ay (j+1/2, —1mNd=ed
> dy(’ T e

2 JI2T(j+1/2)

j=0

~
N‘a;

COPY = e~ (23)

Page 9 of 26
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Proof From (22), COsz can write as (24), as shown at the top of the next page.

(% |,
4 d;ﬂd;ﬂ”2¢“2 nlea—w )
COP§, =1—Pr - T > Yun
(& it o4
-8 B e
dy"dy " mya? N—wy)
N ’ N(1
—1—Pr (Z i |1 ) S
1 (12 — Yem)d; "dy " Ya?

n=

Similar to (20), note that when we set power allocation coefficients, we need to ensure

N 2
that 73 — Yyon1 > 0. The CDF of (Z ’hi’n hg'n ) is given by (17). COPI%2 can be
n=1
derived as
qd _ YN — wg)
corp, =F, 2( R
(z I, hgn> (2 = Yoen)d, "dy " Yo
n=1
J N(1-wg) 25)
Zyli+1/2, Y=o
— eil’Td i dy <] / z(nZ*VchWI)dl ﬂdzﬁ‘//az
= JIYT(j+1/2)
The proof is now finished. O

4.2 SOP analysis
Assume the eavesdropper could decode sensitive information from BS by using multi-user
detection techniques. Based on (7) and (14), the closed-form of user D; can be given by [44]

¢ e (e e (e e
SOPp, = Pr (VE > él) =Pr <|ge‘ > dg_ﬂn“//)
-1 (26)
& et

§i o
=1—F Sy — =e€ i )
lee | <dgeﬂ77i‘//e> > k!

k=0

Mg, & R:—Rp:
where p; = —%=—, & =2%""E — 1,
' dgeﬁ Vli‘//e}vgg Tt

4.3 ASR analysis
4.3.1 ASROFD,
The ASR of D can be expressed as [46]

L+yiNTT
=Elog, (1+ )| ~E[log, (1+ ")),

d d
Zl ZZ

Ci =E

(27)

Page 10 of 26
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where [X]T = max {0, X} is to ensure the secrecy capacity strictly positive.

Proposition 3  The closed-form expression for ASR at D, is given by

@gzl{ L 3,§<0,1 ‘ g, ) 1 %(o,l e, ﬂ
! In2 F(mgd) ' 0, ngd,o dg_ﬂnlwzgd F(nge) ' 0, nge,O dg_eﬂnlwe;vge
(28)
Proof The details are given in Appendix A. O
4.3.2 ASROFD;
The ASR of D; can be expressed as [46]
d2\ 1%
_ 1+yp
Ct =E|log,| —%
2 H yﬁ’z (29)

=E [log2 (1 + ygf)} - E[logz(l + yg’z)} .

d d
Wl WZ

Proposition 4 The closed-form expression for ASR at D, is given by (30), as shown at

_ mbtme @k=Dm
the top of the next page, where ® = S otk = €0s | o |
i . ON(1-wy)
. oo K s F(]+1/2,f>
ol = 1| mm 4 ) — e d _ 2m-ondi Py ye? )1 6! 0,1 g, ‘
P2 KT e JUT(j+1/2)(1+ ©) T (mg,) >\ 0,myg,,0 | dg” n2tel,

(30)
O

Proof The details are given in Appendix B. O

5 Performance analysis for uplink
In this section, we derive the closed-form of COP, SOP, and ASR for user D; with the uplink

scenario.

5.1 COP analysis

5.1.1 COP OF D,

If Dy is unable to accurately identify its own signal, the COP of D; will occur. As a result, the
COP for the uplink of Dy can be described as [26]

COP,’%1 =1-—Pr ()/D”1 > J/th1)~ (31)

Proposition 5 The closed-form expression for COP at D is given by
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Mg b1y Ma L oo k k 1\ *4
corp, =1-¢ %S SN (5)(5)
2

k=0 j=0 g=0

’

SKALT(j+ q +1/2) <5 1>U+4+1/2)

X .
kYj12%+1/2r (j + 1/2) 2
— My00 oy _ 4, "y’
where § = P 6 = dgﬂmt//l'ez = " Nt—w,y
Proof The details are given in Appendix C. g

5.1.2 COP OF D,
Similarly to (31), when D, is unable to appropriately identify its own signal, the COP of D,
happens. Consequently, the COP of D, can be described as follows:

coprp, =1—Pr (yD”2 > Vi)

N 2
=1—DPr |6, (Z ’h'il,n||hg,n|) > Vih2

n=1

N 2
(S - e

n=1 (33)
(&

=F

u
hl,n

u
h2,n

)"
o oy (j+1/2,52)
JI2T (j+1/2)

j=0
5.2 SOP analysis
The SOP of user D; can be given by

SOP},, = Pr (yg’i > Ei)
2 &
=Pr | |g| > _)
( dge,ﬁnﬂ/fei

) 34
ZI_FIMZ( ,;l ) o
“ dgei niWei

Mgp; — 1

i (x)*
=e Z k!’

k=0

Mg, &

where x; = —p—4——,
dgei mw”)'gei

5.3 ASR analysis
5.3.1 ASROFD;
The ASR of D can be expressed as



Le et al. J Wireless Com Network ~ (2023) 2023:105

_ 1+ 4 *
s =E 1og2<1+yfﬁ>
E
(35)
= E[log, (1+ v}, )] ~ Elog, (1 + 7).
~—_———
z{ z4

Proposition 6 The closed-form expression for ASR at D is given by (36), as shown at

the top of the next page, where ¢ = ,ﬁL.
dg myn )~gu

mg, —1

) ok k—q —(j+q+1/2) ko +—k—1
Sy 1 - k 1 1 (¢02) iu‘f’
Snoet 222 (0)@) () e

kYj12%+12T (j + 1/2)

o1:1,1:11 (k1,1 O (1-(+g+1/2),1)|1
X Hypih00 0.1 ,20,
0, 1) ©,1)|¢’
e S —— ? O’ 1 L
T (mg,)In(2) >\ 0, 0Py g
(36)
(]
Proof The details are given in Appendix D. O
5.3.2 ASROF D,
The ASR of D; can be expressed as
+
_ 1+ yH
8 = |log, [ — 2
1+ yg
(37)
= E[log2(1 + yDuz)] — ]]"_C[log2 (1 + yg’z)} .
—_——————
wi W
Proposition 7  The closed-form expression for ASR at D, is given by
. 1 pi
> In2 ;;wr(;+1/2)
31( 0,1 1
XG2,3<0’0,]'+1/2‘292> (38)

1 , 0,1 mge2
- 2,3 — \ N
r (mgez) In (2) 0, mg,,,0 dgef M2V¥erlg,,
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Proof The details are given in Appendix E. O

6 Simulation results and discussion
In this section, we define sim. and ana. as short for simulation and analytical. Next,
we verify our theoretical analysis by using Monte-Carlo simulation.

In Fig. 2, we plot the COP for downlink versus v (dB) with varying the number of ele-
ments. First, it can be easily observed that the COP curve corresponds exactly to the
Monte Carlo simulation results. The simulation points of D and D, correspond well to
the analytical results obtained from (19) and (22), respectively. Furthermore, when the ¥/
rises, so will the system COP’s performance. In terms of comparing the COPs of D; and
Dy, the simulation results show that user Dy has the best scenario because it is assisted
by IRS. In addition, the power allocation has a great impact on the COP performance. In
addition, NOMA outperforms OMA for two users D; and D in all SNR ranges.

Figure 3 illustrates the COP for downlink versus ¥ (dB) with varying the number of
elements N, we can see that the COP performance is improved by increasing the number
of reflecting meta-surface elements N for Dy. We can observe that the user D supported
by IRS has better COP performance than the unsupported user D;. The research gap
between two users D; and D, increases when N is large. Moreover, in the case without
IRS, we can observe the COP performance of D is better than D,. This can be explained
because the distance from BS to D is larger than D;. In Fig. 4, the impacts of the SOP
for the downlink of D; and D, versus the transmit power £ (dB) with varying the target
data rate of two users. We can see that the SOP increases significantly with increasing
YE (dB). Under the intended parameters, the suggested NOMA method has somewhat
lower secrecy outage performance than OMA in high transmission power locations.

Fig. 2 COP for NOMA downlink system and OMA downlink system versus ¥ as changing n; (R1= 3 (bps/Hz),

10 g T T
R - = = -D; NOMA ana.
N D, NOMA ana.
s - £1- - D; OMA
10k —%— D, OMA
O m=0.1sim.
\\ Y = 0.2 sim.
4 \
8 [
E 107F \ E
o AY
[a)] \
\
o
S o
3k A 4
A 10 v
o \
o \
\ \
104k fiA \ E
\
b o\ \
\\ \ \
v 0]
1 1 * A 1 \
20 30 40 50 60 70 80
¥ (dB)

Ry=2 (bps/Hz), = 2,dg = 5(m), di = 10(m), d>» = 5(m), mg,= m‘]j/n :m‘zjyn: 2, g, = 1,N=8,¢ =09)
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Fig. 3 COP for downlink system versus ¢ as changing N (7 = 0.1, Ri=R,= 3 (bps/Hz), B = 2,dg = 5(m),
dy =10(m),dy = 5(m),mg,=m{ =md, =274, =1¢=09
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Fig. 4 SOP for NOMA downlink system and OMA downlink system versus ¥ as changing Ry = Ry (in; = 0.7,
Rer=Rep=1(bps/Hz), B = 2,dg, = 5(m), Mg, =2, 4g, =)

Figure 5 depicts the ASR for downlink versus v (dB) varying the path loss 8, assumed
to be K= 100 for the accuracy-complexity tradeoff parameter. First, it is obvious that
ASR increases with transmit power ¥ (dB). Second, the variation of 8 will change the
ASR of two users D;. It means the ASR is decreased when g is increased. Finally, for Do,
when ¢ (dB) is large enough, ASR of D, will converge at one point.

In Fig. 6, it plots the COP for uplink versus ¥; = ¥ (dB) with varying the number of
elements N. It is discovered that the simulation points of D; and D, correspond well to



Le et al. J Wireless Com Network  (2023) 2023:105

12 T T T T T T T T T
= = = :]; ana. ;)
D, ana. ’ ’
QO [=2sim. 4
10 O (= 3sim. ,0 1
* (G=4sim. ,' ]

ASR for Downlink

¢ (dB)

Fig.5 ASR for downlink system versus ¥ as changing g (i1 = 0.1, 8 = 2,dg = 5(m), dy =
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Fig. 6 COP for uplink system versus ¥ = v, as changing N (n; = 0.1,R;= 0.5 (bps/Hz), R,= 0.5 (bps/Hz),
B =3,dy=5(m),d =10(m),d> = 5(m),mg=m, =md, =2,1g,=1¢=09

the analytical results obtained from (30) and (31), respectively. Then, we can observe
that when the transmit y; = ¥ (dB) increases, the COP of D; decreases and approaches
a floor. Because of the uplink NOMA principle, Dy’s signal is viewed as interference
when decoding Dy’s signal. Furthermore, when N increase, the performance COP of D,
is improve significantly.

Figure 7 shows the COP for the uplink of two users D; and D with different fading val-
ues m = 1 and m = 2. It is apparent that m = 2 leads to a better channel, which is signifi-
cant in improving the performance of destinations. The fundamental reason for this is
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Fig. 8 SOP for uplink system versus ye1 = Ve as changing dg,, = dg,,(m = 0.1,R1= 3 (bps/Hz), Rpi= Rer=1
(bps/Hz), Ry= 2 (bps/H2), B = 3, Mg, =Mg,, = 2, Ag,, = Age, =)

those principal SINR and SNR expressions depend on channel gains. As a result, larger
channel gains result in higher SINR and SNR, and outage performance can be improved.

Figure 8 shows the SOP for the uplink of two users D; and D; with different distances
from D; and D, to E. We can see that the wider the distance between two users and E, the
secrecy performance of the two users is better. This is because, as the distance increases, the
power allocated to user D expands to meet its quality of service (QoS) requirements. As a
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result, the power assigned to user D; will drop. Given a secrecy guard distance, two users
perform better at a small distance than a large distance. In Fig. 9, the ASR curves for the
uplink network of two users D1 and D; are depicted. We observe that the simulated findings
match the relevant analytical results obtained from (34) and (36). Then, we see that the ASR
of user D, also converges to a ceiling. Moreover, the distance d is large, which leads to a
decrease in the ASR.

7 Conclusion

In this paper, we analyzed the secrecy performance for IRS-based downlink and uplink
NOMA networks. Based on the proposed system, the closed-form of COP, SOP, and ASR
are derived. All analytical results are verified by Monte Carlo simulations. We show numer-
ical results for various secure performances under the influence of several parameters such
as transmit SNR at the base station and the number of reflecting elements of IRS setup. In
addition, the proposed IRS-based NOMA scheme is compared with OMA. The number of
reflecting elements at the IRS and SNR level at the base station, as the major finding, con-

tribute primarily to the improvement of security for IRS-aided NOMA systems.

Appendix A
From (27), Zf can be written by

, 1 0 1 — Fygf (x)

12@0 1-|—x

Next, the formula for Fyd,l (x) is as follows
Dy
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2 X
F ir(x)=1—Pr | |gy| > ———
VDI1 <|g | dgﬁn1w>
x
=F el —F— (40)
|2a] (dgﬁﬁll/f>

1 1 F( mg, X >
=l=-—== Mgy ——5 . |
F(mgd) dg ﬂ’lll/f)‘gd

From (40) into (39), Zf can be given by

/ (mgd, = rmﬁlgd ) "
In (2)

z¢ = L
mgd) 1+x
L (41)
(mgd)ln 2
o0
x/ (x+1)—1Gf;§< 1 0 7_;”@’6” >dx,
0 Mea> dg "mvig,

where the Meijer G-function is G;Vfi”(.) [47, Eq. (9.301)]. Moreover, we employ the equal-
ities [48, Eq. (2.6)] as

[(A, Bx) = G2 ( M

. Bx> . (42)
With the extra help of [47, Eq. (7.811.5)], Zfl can be written by

d

L (0 1 'm‘g’d ) (43)
1= 2,3 = ‘
I (mg,) In (2) 0,110, 0 | P 1 A,
From (27), Zg can be written by

1 oo 1—F 41(x)
g’ = — S — (44)
In2 Jy 1+x

According to (14), Fyd,l (%) can be given by
E

Fu)=1——2—r (mge, _;"“) (45)
Ve F(mge) dge nll/fe)vge

From (45) into (44), and base on (42), Zg can be formulated as

(e )
Zdz / = g; Vel dx
2 ln(2)

mg 1+x

e

(46)
G20 1 _ Mge¥

B 1 /oo L2\ mg,, 0| dg’ nivesg, dx

B (nge ll’l (2) 1 T .

Similar to (43), with the aid of the [47, Eq. (7.811.5)], Z;l can be written by
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0,1 m
Zd — 3,1 » ’ &e . 47
27 T(mg)In(2) 2’3<0,mge»0 A" mvelq, “)

We can obtain (28) by converting (43) and (47) into (27).

Appendix B
From (29), Wld can be written by

1 0o 1 — Fyg,zz (%)

wio L [T (48)
1 In2 J, 1+x
According to (17) and (23), Fyd,z (%) can be given by
Dy
_*d
F iox)=1—¢e 2
VDZ
Jj . xN (1—wy) (49)
00 /ldr <] +1/2, 2(772—x771)d1ﬂdzﬂ‘/’“2)
X o' i .
= JI2T(j+1/2)

From (49) into (48), and Wfi has to meet the requirement that x < % So, Wld can be

expressed as

Jr(j+1/2, — 2NA—op (50)
/Zf > "d (]+ / 20 —xn)d, Pdy P ya?
X X.
0

JI2T(j+1/2)(1 4 x)
Applying Gaussian—Chebyshev quadrature [47], W is given by

j=0

T 2
d 12 -4

i ON(1—wy) (51)
K 1 thldF (] + 1/21 2(n2—®n1)dlﬁd2ﬂ1//a2>

JI2T(j+1/2)(1+ ©)

’

Q) — Mtctn _ (2k—1)x
where ® = ST t; = cos [7% }

Similarly, Z;l, Wzd can be written as

0,1 m
Wd — GB,I ) ‘ Ze . 59
2 T (mg,) In (2) 2’3<O,mge,0 dg:ﬁflzlﬂeige (52)

We can obtain (30) by converting (51) and (52) into (29).
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Appendix C
From (31), COPp, can bﬂe glven by (53), as shown at the top of the next page, where
6 = Vthl 0y = _ d d2 e’

dg"myn’ N-ou)

dg_ﬁnlwl ’gu|2

COP]%1 =1-"Pr " 3 > Vtni
Z hun hul’l
dPa;? 2<”‘1 B 1
1 dy Ni—aow T
N 2
2 Yihl B ;B (21 |hlf’"| |h§,,,|)
=1-Pr|lg — 1 d;Pd; P nayrna® = +1
o dmyr | 17 N(1 - wy)

2
=1-Pr | |gl>> 6 92<Z|h ol 175, >+1

(53)

N 2
Next, the CDF function of |g, |2 and the PDF of< > ’h’f,n’ |h§n |> are given by (14) and
=1

(16), respectively. COPD can be derived as (54), as shown at the top of the next page,

where § = mgzielez
8u
00
cops =1- / (1= B p@@x+1))f, 2 (%)
70 ’ <E I, hs,n)
n=1

Oo _wm@q 1 [(mg,01(02x + 1) K ainy & Ay =12 dx
=1- e Y g\ ) T X amrerg i)
JO k=0 gy 0 J: (] + / )

-1

P k
m u”1 /iu Mgy 00 00 2o j—1/2 1
—1-e W 3 / Al (mguel(‘92x+1)) (o d)

== kYj12%+1/2T (j + 1/2) g
(54)
Then, using the [47, Eq. (1.111)], COPg1 may be written by
mguel_i‘ Mg, —1 ook k—q
cor, =1- 5 E S S5 (4)(5)
k=0 j=0 q=0 (55)

X 8],(/1”.‘ (j +a + 1/2) / AL RRVE (‘H%)xdx.
kYj12%+12T (j 4 1/2)

The equation (32) can be attained from (55) with the aid of the [47, Eq. (3.381.4)].

Appendix D
Like (39) and (35), Z¥ can be written by



Le et al. J Wireless Com Network  (2023) 2023:105

7 e i (56)
11’12 0 1—|—x

According to (32), the formula for FVD” (x) is as follows

Fy@=1-ct mzii( )(2)

k=0 j=0 g=0

IT(j+q+1/2) (57)
klj12%+1/2r (j 4+ 1/2)

1\ ~U+a+1/2)
X ((])9 x + ) (PpOax)Ke %
p) 5 p) )
— Mgy
where ¢ = P

As seen at the top of the following page, (58) can provide Z¥ from (57) into (56).

» R k=4 (1\ 044D (o) K AT (j + g + 1/2)
1 ln(2)e Z ;}Z( )( ) (E) Klj122 12T (j + 1/2)
o0 xke Px
X/ T (0 1) (a+1/2) gy
0
58
ol N
ln(2) = o\ \e 2 kY125 +12T (j + 1/2)
o0 .
0
We employ the equalities [48, Eq. (2.6)] in (58) as
1 a1/ |0
T3 —Cu <x 0 > (59)
~x _ Gl <Ax o > (60)
_ 1-B
Ax+1)78 —G“ Ax .
(Ax+1) FB) < '0 > (61)

From (58), with the help of the [49, Eq. (2.3)], Z} can be written by (62), as shown at the
top of the next page, where H[-, ..., -]is the multivariable Fox’s H-function whose defini-
tion in terms of multiple Mellin—Barnes type contour integral is given in [48].

Mg, —1

2 7%753 §3§i<k><1>kﬂ(1>‘“”+”” ($02)* 2!
! ln(2) = IS\ \6 2 k\j122+1/2T (j + 1/2)

1o
o)

J=
(—k1,1] 0, D] (1= (j+g+1/2),1)
—1 (0,1) 0,1)

0,1:1,1:1,1
X Hylo1 110
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From (35) and similar (44), Z4 can be written by

1 oo I—Fyu,l(x)

Z¥ = — —E  dx 63
2 ln2 0 1—|—x x ( )

The formula for calculating Fyu.l (%) using (14) and (34) is as follows
E

ﬂM@)=1—1F< @:n%ﬁ> (64)
3 I (mg,, ) gl mVer g,

Based on (42) and (64) into (63), Z% can give by

(mg s mgel )
Zy = / S (D dx
mgel ln 2) 1+«

G20 ( 1 g, )
_ 1 /OO 12 mgep 0 dg_e/f’h ‘//elflgel dx.
(mgel In (2) 1+«
In a manner similar (47), with the assistance of [47, Eq. (7.811.5)], Z} can be written by

m
g ) (66)
dgel nlwel;{gel

i _ 1 1( 0,1
27 T(mg,) In@) >\ 0,7gs,0
We can obtain (36) by converting (62) and (66) into (35).

Appendix E
From (37) and similar to (48), W7 can be written by

wi=— [ — gy (67)
In2 0 1+x

Based on (33) Fygz (%) can be calculated by

o T (172,53

Fou(x)=1—e"2 — (68)
"Dy ]:ZO JI2T (j+1/2)
Based on (42) and (68) into (67), W}* can give by
1 I [o¢] ;1
Wi =—e 2 —_—r
In2 ;]!2/1"(]4-1/2)
oo T(j+1/2, 5
X / 7( 262) dx
0 14x (69)

oo j
2,

1 Ly
= —e 2 —_—
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o0 1
1
X/o e+ b G <0]-+-1/2
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20y
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Similar to (47), with the assistance of the [47, Eq. (7.811.5)], W} can be written by

9] o

u | — Ay

Wl = —e 2 T e———
In2 —jIYT(j +1/2) 70)
- 70

0,1] 1
X Gg; . — .
2\ 0,0,/ +1/2|26,
Similar to Z¥, W/ can write as
1 0,1 m

Wu — GS,] ) e 71
2 r (mgez) In (2) 23\ 0, Mg, 0 dg:f mVe2lg, (71)

From (70) and (71) into (37), we're able to get (38).
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IRS Intelligent reflecting surface
RIS Reflecting intelligent surface
LIS Large intelligent surface

SE Spectrum efficiency

EE Energy efficiency

TDMA  Time division multiple access
FDMA  Frequency division multiple access
CDMA  Code division multiple access
NOMA  Non-orthogonal multiple access
OMA Orthogonal multiple access

MA Multiple access

SC Superposition coding

PD Power domain

SIC Successive interference cancellation
loT Internet of thing

PLS Physical layer security
CcopP Connection outage probability
SOP Secrecy outage probability

ASR Average secrecy rate

BS Base station

AWGN  Additive white Gaussian noises

SINR Signal-to-interference-plus-noise ratio
SNR Signal-to-noise ratio

PIC Parallel interference cancelation

[@h) Central limit theorem

PDF Probability density function

CDF Cumulative distribution function
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