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1 Introduction

The exponential growth of connectivity and widespread adoption of wireless commu-
nications in the Internet of Things (IoT) have resulted in an unprecedented acknowl-
edgment of the importance of data confidentiality [1]. Consequently, a multitude of
encryption schemes have been suggested for enhancing wireless network security.
These can be broadly classified into symmetric encryption and asymmetric encryp-
tion [2]. The secure distribution and management of keys in the former pose a consid-
erable challenge, especially in network environments of significant scale. The security
of the latter is contingent upon the intricacy of the asymmetric encryption algo-
rithm, which directly affects the efficacy of encryption and decryption in resource-
constrained IoT environments. Furthermore, the emergence of formidable quantum
computers presents a risk to the integrity of cryptographic methods, as they possess
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the capability to solve elliptic curve discrete logarithm problems in polynomial time
[3].

Luckily, the issue of key distribution between two legitimate users, Alice and Bob,
has been effectively addressed through the introduction of physical layer key gen-
eration (PLKG). This technique provides a cost-effective approach while maintain-
ing information-theoretic security and lightweight properties [4]. PLKG exploits the
inherent randomness and reciprocity of wireless channels to facilitate the establish-
ment of symmetric keys between Alice and Bob [5]. The time-varying wireless chan-
nels serve as a source of randomness for generating physical layer keys. The reciprocal
nature of channels within the coherence time enables Alice and Bob to acquire nearly
identical channel state information (CSI). With the utilization of these attributes,
Alice and Bob can successfully accomplish physical layer key generation schemes
independently, devoid of any external node involvement [6].

Moreover, PLKG is a promising candidate for the one time pad (OTP) technique [7].
And OTP is commonly acknowledged as the holy grail of cryptography which pro-
vides information-theoretic security [8]. However, only a higher key rate can provide
enough random keys for OTP. This is difficult to achieve in a quasi-static environment
[9, 10]. To solve the problem, reconfigurable intelligent surface (RIS) is usually used
to improve the key rate [11-14]. RIS is able to change the amplitude and phase of the
reflected signals to reconfigure the radio environment [15].

In the OTP process, channel probing, information reconciliation and encrypted
packet transmission all need to occupy channel time [16]. Therefore, time slot alloca-
tion is also a key issue. The work in [17] designs an optimal algorithm for allocating
time slots for channel probing and encrypted packet transmission. The work in [18]
designs a time slot allocation algorithm to maximize the transmission rate. However,
the time slot cost of information reconciliation is ignored in the above schemes. At
the same time, these schemes lack security against a robust adversary model.

To evaluate the security of the OTP, a robust adversary model needs to be designed.
Some studies [17, 19] assume that Eve has a powerful yet finite computational capa-
bility and uses the incomplete randomness of the channel to search for keys. Some
studies [20-23] assume that Eve can get the CSI correlated with the legitimate chan-
nel. But no adversary model considers Eve to have all of the above capabilities. In
other words, none of the adversary models in these studies are powerful enough.

In this paper, we propose a very powerful adversary model. Meanwhile, we propose
a time slot allocation algorithm in the OTP against the adversary model. Our main
technical contributions are as follows:

+ We propose a very powerful adversary model. We assume that Eve has a power-
ful yet finite computational capability and Eve can get the reconciliation informa-
tion and the CSI correlated with the legitimate channel. We give an attack strategy
called eavesdropping channel search, which allows Eve to use its search and eaves-
dropping capabilities to maximize the probability of successful attacks.

+ In order to resist the adversary model, we propose a time slot allocation algorithm
to ensure the security of the key.
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+ Monte Carlo simulation proves that our attack strategy is more powerful than any
existing adversary model. At the same time, our proposed time slot allocation algo-
rithm does not have any security loss, which is superior to the existing schemes.

The remainder of this paper is organized as follows. Section 2 describes the methods.
Section 3 describes a detailed system model. Section 4 presents the details of our pro-
posed adversary model. Section 5 presents the details of our proposed time slot allo-
cation algorithm. The performance evaluation of the proposed scheme is introduced in
Sect. 6. At last, this paper is concluded in Sect. 7.

Notations: Italic letters (A, B, a, b, . ..), boldface lower-case letters (a,b,...) and bold-
face upper-case letters (A, B, .. .) denotes scalars, vectors and matrices, respectively. (~)T
is the transpose. o is the Hadamard product. [a],, denotes the m-th element of vector a.
[Al,.. denotes the (m, n)-th element of matrix A. CN (u, o2) denotes the circularly sym-
metric complex Gaussian distribution with mean p and variance o2. Re(") is the function
of the real part, Im(-) is the function of the imaginary part. erf(-) is the Gaussian error
function. erfc™1(-) is the inverse complementary error function. E(-) denotes the statisti-
cal expectation. Pr[-] represents the probability function. H(:) is the entropy function.
f () is the probability density function.

2 Methods

This article uses PLKG to implement OTP. The security of OTP is a key issue. To ensure
the security of our OTP scheme, we first build a powerful adversary model. The adver-
sary model not only has a strong computing power to search, but also can eavesdrop to
obtain the relevant channel state information. We give an attack strategy called eaves-
dropping channel search, which allows Eve to use its search and eavesdropping capa-
bilities to maximize the probability of successful attacks. In order to resist the adversary
model, we propose a time slot allocation algorithm to ensure the security of OTP. By
increasing the number of channel probes, the probability of the key being breached is
reduced. Monte Carlo simulation proves that our attack strategy is more powerful than
any existing adversary model. At the same time, our proposed time slot allocation algo-
rithm does not have any security loss, which is superior to the existing schemes.

3 System model
In this section, we first give the channel model of this paper and then explain the whole
process from channel state information to key generation.

3.1 Channel model

Our proposed system consists of legitimate nodes (Alice and Bob), a RIS, and an eaves-
dropper (Eve), as shown in Fig. 1. All communication nodes are equipped with a single
antenna. Key generation works in time-division duplex (TDD) mode. In this system, a
RIS equipped with R passive reflecting elements is deployed to enhance the key genera-
tion rate so that Alice and Bob can extract a long key and achieve OTP. We assume the
RIS is controlled by Alice through a reliable and low delay channel. We consider a pas-
sive eavesdropper Eve located around Bob who wants to get the same key as the legiti-
mate nodes based on her own channel observations.
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Fig. 1 System model of a RIS-assisted physical key generation. The system consists of two legitimate nodes
(Alice and Bob), a RIS, and an eavesdropper (Eve). ps represents the space correlation coefficient between
the legitimate channel and eavesdropping channel. hdy, (t) ~ CN (0, “hza) denotes the direct channel,
sy (t) € C*denotes the channel from the transmitter u to RIS, g, (t) € C?*'denotes the channel from RIS
to the receiver v, where u,v € {a, b, e}, and {q, b, e} denote Alice, Bob and Eve, respectively

We consider a narrow-band and slow-fading channel. The RIS-modified channel from
the transmitter u to the receiver v consists of the direct channel and the RIS reflecting chan-
nel, where u,v € {a, b, e}, and {4, b, e} denote Alice, Bob and Eve, respectively. At the ¢-th
time instant, the channel from the transmitter u to the receiver v can be expressed as

My (£) = hdy (8) + DT (1) (g (£) 0 84 (1)), (1)

where h,,(t) ~ CN(0, af) denotes the received channel including the direct chan-
nel and the reflecting channel, hd,,(t) ~ CN (0, G}%d) denotes the direct channel,
&7 ()(g (t) 0 8,-(2)) denotes the reflecting channel, s, (t) € CR*! denotes the chan-
nel from the transmitter u to RIS, g,,(t) € C®*! denotes the channel from RIS to the
receiver v, and ®(t) = [¢1(t),. .., dr(t)]T indicates the reflecting coefficient vector of
the RIS where ¢ (¢) = &% ® B, (¢) is the reflecting coefficient of r-th element. The range of
each passive element is given as 8,(¢) € [0,1]and 6,(¢) € [0, 27 ].

In the slow-fading scenario, there is a time correlation between the two adjacent channel
probe values. The time correlation coefficient of the channel gain is given as

ot =JoQ2rfaTs), (2)

where Jo(-) is a zeroth-order Bessel function of the first kind, T is the sampling period,
fa is the maximum Doppler shift [24]. Allowing for time correlation, channels at the

next time instant is given as

hdy (¢ + 1) = pehdy, (£) + V31— ,Otzwhd, 3)

Sur(t +1) = pisur(t) + /1 — pfos, (4)
8ur(t +1) = pe8ur(t) + /1 — plwg, (5)
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where wy,; ~ CN(0, aﬁd) is independent of kd,,, (t), ws and s, () are independently and
equally distributed, wg and g, (¢) are equally distributed independently.

Without loss of generality, we only consider the case that Eve eavesdrops on the data
transmission from Alice to Bob. The relationship between %, (¢) and /4. (¢, k) in the cor-
related channel model can be presented as

Hae(t) = pshap(t) + \/ 1- pszwh’ (6)

where w;, ~ CN (0, a}%) is independent of /1, (t), ps represents the space correlation coef-
ficient between the legitimate channel and eavesdropping channel. The space correlation

coeflicient is given as

d
ps =Jo <27T)L>’ (7)

where d is the distance between Eve and Bob and 4 is the length of waveform [20].

Considering the channel reciprocity in the coherent time, we have hd,, = hd,y, g = gur
and s, = s,,. Alice configures the ®(¢) same for every channel bidirectional probing to
ensure the reciprocity of the uplink and downlink channels.

3.2 Key generation process

As shown in Fig. 2, key generation protocol comprises four stages, namely channel prob-
ing, quantization, information reconciliation, privacy amplification. Randomness test
(RT) should be carried out before privacy amplification after information reconciliation to

ensure that the key can be used.

3.2.1 Channel probing
The received channel can be estimated by sending a public pilot sequence. At the ¢-th time
instant, the estimated channel at node v can be expressed as

By (£) = hu () + £,(0), (8)

where &, (t) ~ CN(0, 203 /P,Lp) is the channel estimation error by employing zero forc-
ing channel estimation, P, is the pilot power of the transmitter u, Lp is the length of

‘ Channel PmbingH Quantization RIchf:));:il]ai:?iZn Amprlli\f/'izzion FK,
\ | 1K, CK, P )
/
Bob
|
e —— | Correct error bits Randomness test
TS | m
AN
RIS N | Alice

( E A4 N
Channel Probin; Quantization Information Privacy ) FK,
e Reconciliation Amplification @

Fig. 2 Key generation process. Key generation protocol comprises four stages, namely channel probing,
quantization, information reconciliation, privacy amplification. Randomness test (RT) should be carried out
before privacy amplification after information reconciliation to ensure that the key can be used.IK,, CK, and
FK, denote the initial key, the common key and the final key, respectively

5 Downlink
— — —> Uplink
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pilot sequences. y, = PMLPJ}% /o2 is the normalized signal-to-noise ratio (SNR) of pilot
signals.

3.2.2 Quantization

After the channel probing, the communicators put the channel estimate into the quan-
tizer to get the initial key IK,, where u € {a, b, e}. We use a 1-bit quantizer with real part
uniform quantization, which is applied in [20, 25] and is expressed as

0, if Re(h,(t)) <0
1, others

IK,(t) = {
where IK,,(t) represents the bit quantized by the channel estimate of the ¢-th time.

3.2.3 Information reconciliation
However, it can be seen that due to the noise contained in the two legitimate nodes, the
initial key may not be exactly the same and cannot be directly used to encrypt informa-
tion. Information reconciliation is the final step to correct the inconsistency of the initial
key. In this paper, we implement the well-known interactive Cascade protocol [26]. In
the information reconciliation process, the legitimate nodes exchange partial informa-
tion over a public channel, which can be obtained by the eavesdropper.

We denote the bit disagreement ratio (BDR) between IK, and IK,, as P,;,. Thus, the
mutual information [21] of IK, and IK,, can be expressed as

I(IKy; IKp) = H(IK,) — H(IK,[IKp) = L(1 — H(Pgp)), (10)

where L is the length of initial key.

During information reconciliation, Alice and Bob exchange information which can
allow Bob to compute the value of IK,. It follows from the noiseless coding theorem
that the minimum amount of information which Alice and Bob need to exchange is
H(IK,|IK}) [27]. However, in a practical implementation of IR, Alice and Bob need
exchange more than H (IK,|IK}) bits of information. This means that legitimate nodes
can extract less information than I(IK,; IK,) when IR succeeds. We assume that Alice
and Bob can extract SI(IK,; IKy) bits, where 8 € [0, 1] is the efficiency of the IR proto-
col. Thus, the amount of information exchanged can be calculated as

Lg = H(IK,) — BI(IKy; IKp) = L(1 — B 4 BPyp). (11)

3.2.4 Randomness test

After information reconciliation, the legitimate nodes obtain the common key CK with
the same length as the initial key. Next, the common key needs to be tested for random-
ness to ensure that the generated key has sufficient randomness. A common practice
is to adapt the NIST randomness tests to evaluate whether the common key generated
from the wireless channel exhibit randomness properties [28]. The common key that
passes the randomness test goes to the next step, otherwise it is discarded.
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3.2.5 Privacy amplification

In the process of channel probing, the eavesdropper can obtain the relevant channel
information. In the process of information reconciliation, the eavesdropper can obtain
the information exchanged on the open letter channel. The information leaked during
these two processes puts the key at risk of being cracked by Eve. Thus, Alice and Bob
apply the privacy amplification methods to map the results of both nodes to a fixed-
length key bit string in order to eliminate part of the information that may be leaked.
After privacy amplification, the legitimate nodes get the final key FK of length M
(M < L) that can be used for encryption. The common methods used in privacy ampli-
fication contain the leftover hash lemma, the cryptographic hash functions, and the
Merkle-Damgard hash function [29]. Here, we use the 2-universal hash family which is
applied in [30].

4 Formal adversary model

In this section, we propose and analyze the adversary model. We first give the hypothesis
about the capabilities of the eavesdropper, then analyze the secret bits extracted from
the wireless channel, and then give all the possible attack strategies of the eavesdropper,
and analyze the success rate of different strategies.

4.1 Assumptions about Eve’s capabilities

We consider a wireless channel randomness based design scenarios in Sect. 3. We
assume that all design specifications and parameters in the wireless key generation
process (e.g., bandwidth, carrier frequency, quantization methods and privacy amplifi-
cation methods) are known to the public. An adversary Eve can hear all communica-
tions between Alice and Bob. We assume that Eve can neither actively affect the wireless
channel between Alice and Bob, nor modify the content of any communication. We also
assume that Eve has a powerful yet finite computational capability. This enables Eve to
perform intensive computations to search for the secret between Alice and Bob.

Definition 1 (Eve’s Capabilities):

+ Eve and Bob are located close enough to get the CSI correlated with the legitimate
channel.

+ Eve can get the reconciliation information that Alice and Bob exchanged on the open
letter channel.

+ Eve has a powerful yet finite computational capability to search for the secret
between Alice and Bob.

4.2 Analyzing secrets generated from wireless channel

4.2.1 Equivalent channel model

In order to facilitate the subsequent analysis, we first simplify the channel model. According
to the channel model in (1), the received channel consists of a slow-fading direct channel
and a reflected channel controlled by a phase shift matrix. By randomly changing the phase
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shift matrix, the reflecting channel can be regarded as a fast-fading channel with complex
Gaussian distribution [18]. Therefore, the receiving channel at the next time instant is sim-
plified as

hap(t + 1) = prwo + V1 — prw, (12)

where wg = hy(2), w1 ~ CN (0, aﬁ) is independent of wg and p; = pr0y4/0y is the time
correlation coefficient of the equivalent channel.

The eavesdropping channel at the current time instant cannot be simplified, but for the
sake of symbolic unity and to distinguish it from the expression in Sect. 3, it is reformulated
as

hae(t) = prwo + V1 — p22ws, (13)

where oy = psand wy ~ CN(0, a}%) is independent of wy.
Given that the eavesdropping channel at the next time instant /,.(¢ + 1) is both time
dependent on /4. (£) and space dependent on /1, (¢ + 1), it can be expressed as

REEY = p1pawy + p2V/1 = p12w1 + p1V/1 — p22wy + V1 — pi2V/1 = polws,  (14)

where w3 ~ CN(0, O'}%) and wg, w1, w2, w3 are independent of each other.

4.2.2 Calculation of statistical correlation of the initial key
Since the measurements from the wireless channel are correlated in time, the initial key
generated from the measurements is also statistically correlated. Using this statistical cor-
relation, Eve can effectively increase the probability of a successful attack [19]. In addition,
the statistical correlation will be used to calculate the probability of the key passing the ran-
domness test in Sect. 4.4.

The initial key is modeled as a binary correlated sequence with correlation coefficient
p1 € [—1, 1]for consecutive bits IK(£) and IK (¢t 4+ 1), which is written as

cov(IK (¢), IK (t + 1))

PL= GUK@)o UK + 1)) (15)

where cov(IK (t),IK (¢t + 1)) = E((IK(¢t) — E(IK (¢)))(IK(t + 1) — EUK (¢t + 1)))) is the
covariance between IK(¢) and IK (¢t + 1), o (IK(¢)) is the standard deviation of IK(¢) and
the subscript u = {a, b} is dropped for clarity.

Given that Pr(IK () = 0) = Pr(IK(¢) = 1) = 1/2, E(IK(t)) = 1/2. Thus, the standard
deviation is calculated as

1
o(IK(2)) = \/E((U((t) — E(IK(8)))*) = > (16)
the covariance is calculated as

cov(IK (t),IK(t + 1)) = E([K(t) - ;) (IK(t +1) — ;) =EUK@®)IK(t+1)) — i,
(17)
where E(IK (t)IK (t + 1)) is calculated as
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E(IK(OIK(t+ 1)) = PriIK®t) = LIKE+ 1) = 1]

= / / PriRe(2(t)) > —so, Re(e(t + 1) > —(prso + V1 = pr%s1 ) IRe(wo, @1) = s0,51]

D
2 2
:é //[1 + erf(\/gso)] {1 + erf<\/g(mso + msﬂ)} exp (—SO ;Sl )dﬁdSo,
D

(18)

where the integral region D is —o0 < sp < 400, —00 < 81 < +00.

4.2.3 Analysis of the BDR of the legitimate channel
According to (11), the BDR between legitimate communicators affects the amount of infor-
mation exchanged during the reconciliation phase and thus the amount of information that
Eve can obtain. We need to calculate the BDR for subsequent strategy.

We can derive the BDR between Alice and Bob based on [25], which is

1 1 o0 Vas? Vps2 —s?
Py=-—-—— f f — — |ds.
STV, = 2 )¢ 2 9P\ 2 (19)

4.2.4 Analysis of the BDR of the eavesdropping channel
Eve and Bob are located close enough to get the CSI associated with the legitimate channel.
Eve can use her own CSI to generate the initial key IK,. Given the proximity of Bob and Eve,
it is reasonable to assume that they have the same SNR.

We can derive the BDR between Alice and Eve based on [25], which is

1 1 o0 2 22 2
Py=Pgjp=-— — / erf Y5 et Yap2$ exp = s,
2 V2 Jo 2 2(Ya — /022)’u +1 2
(20)

In fact, due to the effect of time correlation, the BDR of each bit of Alice and Eve is not
independent. When IK ,(t) # IK.(t), the probability of IK (¢ + 1) # IK.(¢ + 1)is greatly
increased. Conversely, if IK,(t) = IK.(t), the probability of IK,(t + 1) # IK.(t + 1) is
greatly decreased [21]. We can calculate the conditional probability based on [21], which
is

Py = PrlIKa(¢ + 1) # IK (£ + 1|IK4(2) # IK,(2)]
PrlIKa(t) # IKe(0), IKa(t + 1) # IK (¢ + 1)] (1)
= PrlIK ,(t) # IK.(£)] ’

and

PrIK  (t) # IKo(t),IK,(t + 1) # IK.(t + 1)]
) 400 400 +00 +00
= —— / / / /[1 — erfierfy][1 — erfserfy]
1672 (22)
—00 —00 —00 —00
< 502 + 512 + 5% + 532
exp | — 5

) ngdSzdSldSO,



Chen et al. J Wireless Com Network ~ (2024) 2024:54 Page 10 of 22

where erf; = erf(y/y./2s0), erfy = erf(/yp/2(0280 + /1 — p22s3)), erfs = erf(/y./2
(p1s0 + /1 — p12s1)), erfy = erf(\/yp/2(p1p250 + P2/ 1 — p12s1 + p1v/1 — pa2sy
+v/1 = p124/1 — p22s3)), s1,52,83,84 are the integral variables. Thus, Pr[IK,(t + 1) =
IKo(t + DK 4 (t) # IKe(£)] = 1 — Py.

Similarly, Pr[IK 4(t + 1) # IKo(t + DK 4(£) = IKo(£)] = Py and PrIK (¢ + 1) = IK,
(t + DK ,4(t) = IK(t)] = 1 — P,. These conditional probabilities will come into play in
the Eve’s strategies in Sect. 4.3.

Moreover, according to the Markov chain in Fig. 3, Po, P1, P; are satisfied

Py = PyP1 + (1 — Po)Ps. (23)

4.3 Eve’s strategies
In this section, we give corresponding attack strategy for each link of key generation and
propose an attack strategy named eavesdropping channel search (ECS).

The whole process of key generation can be expressed as

h, — IK, — CK, — FK,. (24)

As Eve knows the process, there are three straightforward strategies:

4.3.1 Random guess (RG)
Search for the final key FK, in the {0, 1} space. Since the final key is completely random
with equal probability distribution, Eve has to rely on random guess to crack it.

4.3.2 Eavesdropping channel search without reconciliation information (ECSwo)
Search for the initial key IKj in the {0, 1} space. Eve uses her own initial key IK, without
reconciliation information to search for IK,. According to (20), if the space correlation
coefficient is larger than 0, it means that the initial key generated by Eve is more likely to
have the same value of the initial key generated by Alice, i.e., Py should be smaller than
0.5. If the space correlation is smaller than 0, Py should be larger than 0.5, respectively.
This helps Eve because she can search for IK, by her own IK,.

As shown in Fig. 4, when pp > 0,IK, = 01101 and IK,; = 01110 will be very similar. Eve
first tests IK, with the original initial key 01101. If the test does not pass, Eve will change a

P,

Py | IKa(t) # IK(2) L IR+ 1) £ IK(E+1)
Py

1- Py | IK.(t) = IKy(2) IK,(t+1) = IKy(t + 1)

Fig. 3 The Markov chain of Pge. Pg denotes the BDR between Alice and Eve.
P1 = PriiKa(t + 1) # IKe(t + DK (1) # IKe(O)]. P2 = PrilKa(t + 1) # IKe(t + DIIKa(t) = IKe(0)]
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‘g IK, = 01110 ‘ [’.ﬁ.‘ IK, :01101]

11101%) 10101(%) 110100
00101(X) 00001(X) 111000

Eve's tests: 01101@:{>01001®C{>01011®:(>11111@

01111(%) 01110 ces
01100(%)
The number of 2 consecutive 2 discontinuous
bits changed: 0bit 1 bit bits bits
® test fails test passes (@ test waits

Fig.4 The process of Eve’s tests when p, > 0.When p, > 0,1K, = 011071and IK, = 01110 will be very
similar. Eve first tests 1K, with the original initial key 01101. If the test does not pass, Eve will change a
bitin the IK¢ (11101,00101, .. .) and test again. If the test still fails, Eve will change the two bits in the IK,
(10101,00001, .. .) and test again. And so on until the test is passed

bit in the IK, (11101, 00101, .. .) and test again. If the test still fails, Eve will change the two
bits in the IK, (10101, 00001, . . .) and test again. And so on until the test is passed.

Furthermore, according to Sect. 4.2.4, when IK,(t) # IK.(t), the probability of
IK,(t + 1) # IK.(¢t + 1) is greatly increased. Therefore, when changing more than one
bit, Eve will preferentially change consecutive bits. As shown in Fig. 4, when two bits are
changed, Eve will first test 10101, 00001, . . . and then 11010, 11100, . . ..

On the contrary, when pp < 0, the BDR between Alice and Eve will be larger than 0.5.
Therefore, Eve will first change all of her bits to test. For example, if IK, = 01101, Eve
will first test 10010. If the test fails, Eve will reserve one bit and change the rest of the bits
(00010,11010, .. .), and then test again. If the test still fails, Eve will reserve the two bits and
test again. Similar to when py > 0, Eve will first reserve consecutive bits when reserving
multiple bits.

4.3.3 Eavesdropping channel search with reconciliation information (ECSw)

Search for the common key CK, in the {0, 1}:~L£ space. Considering that Alice and Bob
will leak Lg bits in the information reconciliation phase, this compresses the search space.
At this point, Eve’s efficiency in using her own initial key IK, to search for the common key
will be greatly improved.

4.4 The attack success probability of Eve

In this section, we will calculate the attack success probability (ASP) for each of Eve’s strat-
egies in Sect. 4.3. We use N to represent Eve’s search capability. This means that Eve can
guess or test the key N times.

4.4.1 The attack success probability of RG
After privacy amplification, each bit of the final key is randomly distributed with equal
probability. This means that Eve has a 1/2 chance of guessing each bit correctly. In addition,
the final key is generated, indicating that it has passed the randomness test. Thus, the attack
success probability of RG is expressed as
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N
Pr[RG] = uE (25)

4.4.2 The attack success probability of ECSwo
Since the search is for the initial key, Eve’s successful attack requires that the correct initial
key is searched and that the key passes the randomness test.

First, we introduce the probability of the generated key passing frequency test in RT [19],
which is given as

1 —
Pr[RTfeql = erf(erfc—l(a) o :ﬁ j : ) (26)

where « is the P-value threshold in RT, and other modules in RT are defined in [19]
Appendix C.

Then, given the fact that RT has been passed, we calculate the attack success probability
of ECSwo. Since Eve does not know Alice’s CSI, she cannot know the correlation coefficient
p2 exactly. Thus, Eve need to consider the positive and negative correlation simultaneously.
Because Eve cannot know the correlation is positive or not, she needs to search from her
original initial key and the initial key in which all bits are changed simultaneously. ECSwo
searches for IK, from the most likely bit sequence toward the least likely one in {0, 1}%.
Given the fact that RT has been passed, the ECSwo success probability searching for IK, is
expressed as

Pr[ECSwo|RT] = Pgcs(L, Py, Pp)

— (é)u -P)l+ (f)(l — PP (1 - Py + (L 1 1)(1 — P! PyPy(1 — P)

+ ((é) - <L11>)(1—P2>L—4P§(1—P1>2+~--

+ <é)(P1)L + (ﬁ)(Pl)H(l — PPy + (L N 1)(P1)L‘3<1 — P1)(1— PP,
+ ((é) - (Lf))(m)““(l — PP+

When the time correlation coefficient p; = 0, whether K, (¢) is equal to IK,(¢) does not
affect whether IK, (¢ + 1) is equal to IK,(¢ + 1). In this case, Py = P; = P; and (27) can

(27)

be simplified as
n/2 I n/2 I
Pgcs(L,Po,Po) = » < ) Py(1 — Po)* " + Z (l> (1 — Po)"(Po)t™
i=0 (28)

=I (L " +1)+1 (L ""+1)
=1p, 22 1-Py 272 ’

where I, (a, b) is the regularized incomplete beta function and # satisfies

n/2 n/2

V=2 (0)+%0) @
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As a result, the attack success probability of ECSwo is calculated as

Pr[ECSwo] = Pr[ECSwo|RT] - Pr[RT]. (30)

4.4.3 The attack success probability of ECSw

Like ECSwo, ECSw uses the same search method, but ECSw uses reconciliation infor-
mation to compress the search space. Thus, the attack success probability of ECSw is
calculated as

Pr[ECSw] = Pr[ECSw|RT] - Pr[RT], (31)

where Pr[ECSw|RT] = Pgcs(L/,P1,Py)and L' = L — Lg.
Because the search space of ECSw is smaller than that of ECSwo, the success prob-
ability of ECSw is higher than that of ECSwo.

5 The proposed OTP scheme

In this section, we propose a time slot allocation algorithm in the OTP against the
adversary model. We first analyze the defense strategy against Eve. Then, we propose
a three-stage OTP scheme. Finally, we propose a time slot allocation algorithm to
ensure the security of the key.

5.1 The defense strategy against Eve

We assume that legitimate communicators cannot restrict Eve’s search capability. In
addition, we assume that the length of the final key will not change, because the com-
monly used encryption keys are 128 bits or 256 bits.

For RG, since neither N nor M can be changed, the probability of success of RG
is fixed. This means that Eve has at least a probability of Pr[RG] attack success. For
ECSwo, in order to reduce Pr[ECSwo], Alice can increase the number of channel
probing to increase the initial key length L. In addition, Alice can reduce the time
correlation by increasing the sampling period or using RIS. For ECSw, in addition to
the above strategy, Alice can also reduce the BDR of Alice and Bob by increasing the
signal power to reduce the information leakage during the information reconciliation.
However, increasing signal power also allows Eve to gain more relevant CSI to Alice,
which in turn increases Pr[ECSw]. Based on the above analysis, the most effective
strategy is to increase the number of channel probing, that is, to increase the length
of the initial key L.

With the increase of L, the probability that the key is successfully attacked by ECSw
and ECSwo decreases. However, when L is too large, it will greatly reduce the efficiency
of key generation, which may cause Alice to have no key available for a period of time.
So we need to set L to an appropriate size. Given that Eve has at least a probability of
Pr[RG] attack success, we just need to set L to satisfy

Pr[ECSw] < Pr[RG]. (32)
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Fig. 5 Time slot allocation for three-stage OTP scheme. Our proposed scheme consists of three stages:
channel probing, information reconciliation and encrypted packet transmission

5.2 Three-stage OTP scheme

Our proposed scheme consists of three stages: channel probing, information recon-
ciliation and encrypted packet transmission in Fig. 5. We assume that Alice and Bob
have performed two-way authentication before generating the physical layer key.

In Stage 1, Alice and Bob probe the channel L times, which occupies total 2L time
slots. In Stage 2, Alice and Bob send the parity checks to realize information recon-
ciliation. According to (11), Alice and Bob send reconciliation information L times,
which occupies total 2Lg time slots. In Stage 3, Alice or Bob uses the remaining time
slots to transmit the encrypted data. Each time slot transmits 1 bit of encrypted data.
Because OTP needs to be given a key of the same length as the message, the length of
the encrypted data is the same as that of the final key. Therefore, Alice or Bob spends
M time slots to transmit the encrypted information.

5.3 Time slot allocation algorithm

Our time slot allocation algorithm will follow the guideline that guarantees both enough
security strength and high efficiency. We want the total time slot from key generation to
encrypted transmission to be minimal, while ensuring security. Thus, we can formulate
the time slot allocation as the following problem:

mLin 2L+ 2L+ M (33a)
s.t. Pr[ECSw] < Pr[RG], (33b)
Pr[ECSw] = Pr[ECSw|RT] - Pr[RT], (33¢)
Prl[ECSw|RT] = Pgcs(L — Lg, P1, Py), (33d)

Lg =L = B+ BPap). (33e)
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Algorithm 1 Proposed optimal time slot allocation algorithm.

1: Set Lo = M and loop = 1.
2: while loop < max number of loop && Pr[ECSw] < Pr[RG] do
. _ Pr[ECSw]—Pr[RG]
3: Lloop = Llonpfl — — aPr[ECSw]
oL
4: Update loop = loop + 1.
5. end while
6: Obtain Lop;.

In (33a), the objective function is the number of total time slots. (33b) is for security
constraint. Variables used in the security constraint are given in (33c), (33d) and (33e).

According to (33b) and (33e), L is positively correlated with L,, and L is negatively cor-
related with Pr[ECSw]. Thus, the problem formulation of (33) is to find the minimum

value of L under the security constraint. And we can solve it by Algorithm 1.

6 Results and discussion
In this section, numerical results are given to illustrate the effectiveness of the proposed
attack strategy and the security of the proposed OTP scheme.

6.1 Setup
We consider an RIS-assisted wireless system. Unless otherwise stated, the experimental
parameters are set in this section.
A RIS, equipped with M = 16 elements, is deployed between Alice and Bob. The sig-
nal power of the direct channel is equal to the signal power of the reflecting channel.
The attacker Eve aims to obtain the secret key through ECS with reconciliation infor-
mation. Given that a realistically powerful capability for Eve is 2931 [31], we consider a

2%% such that the attack success probability of crack-

264,

powerful capability of Eve with N =
ing a 128-bit key by random guess is

For ease of analysis, we assume that y, = y, = y. = 20 dB. The length of the final key
is set to M = 128 and the length of the initial key is set to L = 180. The time correlation
coefficient is set to p; = 0.4 and the space correlation coefficient is set to p; = 0.5. Thus,
p1 = 0.2 and pp = 0.5. The efficiency of the IR protocol is set to 8 = 0.9. The P-value
threshold in RT is set to @ = 0.01 [11].

6.2 Benchmark schemes
6.2.1 Benchmarks for attack strategies
Four benchmarks are as follows, and their ASPs are calculated in Appendix A.

(1) Maximum-Likelihood tree search without reconciliation information
(MLTSwo): Eve uses the statistical correlation to search for the initial key without rec-
onciliation information, which is applied in [17, 19]. Statistical correlation results in the
probability of the initial key not being completely random, and Eve can search for the
initial key in order of probability from maximum to minimum.

(2) Maximum-Likelihood tree search with reconciliation information (MLTSw):
Eve uses the statistical correlation to search for the common key without reconcilia-
tion information. Considering that Alice and Bob will leak some bits in the information
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reconciliation phase, this compresses the search space. At this point, Eve’s efficiency in
using statistical correlation to search for the common key will be greatly improved.

(3) Eavesdropping channel attack without reconciliation information(EAwo): Eve
uses her own CSI to crack the key but does not search, which is applied in [20, 21]

(4) Eavesdropping channel attack with reconciliation information(EAw) Eve uses
reconciliation information to get some bits, and uses her own CSI to crack the rest.

6.2.2 Benchmarks for time slot allocation
Four benchmarks based on RIS are present:

(1) [17]’s scheme: This case is to protect the key against MLTSwo attack.

(2) [18]’s scheme: This case is to maximize the transmission rate.

(3) [22]’s scheme: This case is to maximizes the minimum secret key capacity for the
worst-case eavesdropper channel.

(4) [32]’s scheme: This case is to maximizes key generation rate.

6.3 Metrics
The performance of the attack strategy is evaluated by the attack success probability
(ASP). The performance of the OTP scheme is evaluated by the security loss (SL).

(1) The attack success probability: The ASP refers to the probability of cracking a key
using a certain attack strategy. A higher ASP indicates that the attack strategy is more
threatening and effective.

(2) The security loss: The SL describes the loss of security during key generation [19].
The SL is calculated as

Pr[Eve succeeds]

SL = logy =5, R

) (34)
where Pr[Eve succeeds] is the maximum probability that Eve will break the key by any
attack strategies. If SL=0, the ASP without any attack strategies will be higher than the
ASP of RG, which means that there is no security loss. If SL>0, this indicates that there is
a strategy that can crack the key more efficiently than RG. The smaller the SL, the more
secure the key generation process is.

6.4 Results

6.4.1 Evaluation of ASP

We evaluate the ASP of the attack strategies against the length of the initial key, the time
correlation coefficient of the equivalent channel, the space correlation coefficient of the
equivalent channel and the SNR.

Figure 6 illustrates the ASP versus the length of the initial key L. From this figure, we
can clearly observe that the ASP of all schemes except RG decreases with the increase of
the L. This is because as L increases, the search space for these schemes becomes larger.
This verifies the correctness of our proposed OTP scheme. However, the search space of
RG scheme is always 2, so the ASP of RG does not change. Our proposed OTP scheme
is to find the smallest L to satisfy that the ASP of ECSw is smaller than the ASP of RG.
In addition, the ASP of our proposed ECS strategy is always larger than that of MLTS
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Fig. 6 ASP versus L. We present the ASP of our and benchmarks'attack strategies versus the length of the
initial key L. We can clearly observe that the ASP of all schemes except RG decreases with the increase of
the L. In addition, the ASP of our proposed ECS strategy is always larger than that of MLTS strategy and EA
strategy. This illustrates the effectiveness of our proposed attack strategy
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Fig. 7 ASP versus p. We present the ASP of our and benchmarks'attack strategies versus the p;. We find that
the ASP of all schemes except RG generally increases with the increase of p1. The ASP of our proposed ECS
strategy is larger than that of MLTS strategy and EA strategy. This means that in a slow-fading environment,
the key is more vulnerable to attack

strategy and EA strategy. At the same time, we can also see that the use of leaked recon-
ciliation information can effectively compress the search space and improve ASP.

In Fig. 7, we present the impact of the p;. We find that the ASP of all schemes except
RG generally increases with the increase of p;. The MLTS strategy is the most affected
because it only exploits p; for attacks. When p; = 0, the MLTS strategy is even worse
than the RG strategy because in this case the MLTS strategy is completely a random
guess and the search space for the MLTS strategy is larger. In addition, when p; changes
from 0 to 0.1, the ASP of ECS and EA has an abnormal decline. This is because the prob-
ability of the initial key passing RT is reduced. In addition, the ASP of our proposed ECS
strategy is larger than that of MLTS strategy and EA strategy.
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Fig. 8 ASP versus p,. We present the ASP of our and benchmarks'’attack strategies versus the p,. We find
that the ASP of ECS and EA increases with the increase of p,. When p, > 0.2, ECS strategy is superior to MLTS
strategy. This means that even if Eve and Alice have only a small correlation, our proposed attack strategy is

superior to the others
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Fig. 9 ASP versus SNR. We present the ASP of our and benchmarks' attack strategies versus the SNR. The ASP
of our proposed ECS strategy is always larger than that of MLTS strategy and EA strategy. When SNR changes
from 0 dB to 15 dB, the ASP of the strategies those use leaked reconciliation information decreases, but the
ASP of the strategies those do not use leaked reconciliation information increases. As SNR increases further,
the ASP of each strategy tends to stabilize

Figure 8 presents the influence of the p;. We find that the ASP of ECS and EA
increases with the increase of py. This is because the larger po, the more similar the
CSI of Eve and Alice will be, and the greater the probability that the initial keys gener-
ated will be the same. When py > 0.2, ECS strategy is superior to MLTS strategy. This
means that even if Eve and Alice have only a small correlation, our proposed attack

strategy is superior to the others.
In Fig. 9, we illustrate the performance of the ASP with different SNR. The ASP

of our proposed ECS strategy is always larger than that of MLTS strategy and EA
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Table 1 Comparison of our time slot allocation algorithm with some other schemes

p1 =0.25,p, =03 p1 =0.25,p, =0.5
Ref. L 2L+ 2L+ M SL L 2L+ 2L+ M SL
Our 182 2¥1824-2%194-128 0 222 2%222+42%234+128 0
[17] 164 2¥1644-2%174128 3.64 164 2%1644-2%17+128 8.65
[18] 173 2%17342%184128 2.09 173 2%17342%184128 7.19
[22] 174 2¥1744-2%184-128 1.70 174 2%1744-2%184128 7.14
[32] 177 2%17742%194128 1.40 177 2%17742%194128 5.64

strategy. When SNR changes from 0 dB to 15 dB, the ASP of the strategies those use
leaked reconciliation information decreases, but the ASP of the strategies those do
not use leaked reconciliation information increases. This is because P, is reduced,
less reconciliation information is leaked, and the search space is larger. At the same
time, P, decreases, and the probability of single search success increases. As SNR
increases further, the ASP of each strategy tends to stabilize, because the P,; and P,
change little at this time.

6.4.2 Evaluation of LS

We evaluate the security loss of our and other time slot allocation schemes. Table 1
shows the number of channel probing and the number of information reconciliation
required by our algorithm with no security risk compared to other schemes. The length
of both final key and ciphertext is set to 128 bits, so the time slots occupied by encrypted
packet transmission is 128. Our algorithm has no security loss against any of the listed
attacks in Sect. 4.3 and 6.2.1, whereas the others have varying degrees of security loss. In
addition, when p; changes from 0.3 to 0.5, the SL of benchmark schemes increases sig-
nificantly. This means that in cases where Eve has access to the relevant CSI, the bench-
mark schemes have a greater security loss.

6.5 Discussion
This paper mainly designs a powerful adversary model and proposes an OTP scheme
to counter this model. We found that Eve, after obtaining a CSI correlated with the
legitimate channel, can generate a key similar to that of a legitimate communicator.
And in a slow-changing environment, Eve is more likely to continuously guess the key.
Based on this, we designed Eve’s attack strategy and calculated the probability of suc-
cess. Compared with the adversary model in [17, 19-21], our adversary model has a
higher attack success probability. In addition, we designed an OTP scheme to counter
our adversary model. Compared with the OTP scheme in [17, 18, 22, 32], our OTP has
no security loss.

However, the OTP scheme in this paper needs to know the specific correlation of the
eavesdropping channel. How to obtain the correlation is not considered in this paper,
but it can be solved by radar sensing and other methods.
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7 Conclusion

In this paper, we propose a very powerful adversary model. We assume that Eve has a
powerful yet finite computational capability and Eve can get the reconciliation informa-
tion and the CSI correlated with the legitimate channel. We give an attack strategy called
eavesdropping channel search, which allows Eve to use its search and eavesdropping
capabilities to maximize the probability of successful attacks. Meanwhile, we propose
a time slot allocation algorithm in the OTP against the adversary model. Simulations
validate that our proposed attack strategy is more powerful than any existing adversary
model and our proposed time slot allocation algorithm does not have any security loss.

Appendix A The ASP of benchmarks

A.1 The attack success probability of MLTSwo

Since the search is for the initial key, Eve’s successful attack requires that the correct
initial key is searched and that the key passes the randomness test. According to [19],
given the fact that RT has been passed, the attack success probability of MLTSwo can be

expressed as
Pr[MLTSwo| RT]

n n n n
—I, (L— non +1) Ty (L— 22n
22 2

2 2°2 )’ “y

where I (a, b) is the regularized incomplete beta function and # satisfies (29).

A.2 The attack success probability of MLTSw

Like MLTSwo, MLTSw uses the same search method, but MLTSw uses reconciliation
information to compress the search space. Given the fact that RT has been passed, the
attack success probability of MLTSw is calculated as

Pr[MLTSw]| RT]
nn nn (A2)
=1 (L’—f,f 1) I (L/——,— 1),
1201 2 2 + + 1+2P1 2 2 +

A.3 The attack success probability of EAwo
Eve uses her own initial key to crack the key. Given the fact that RT has been passed, the

attack success probability of EAwo is calculated as

Pr[EAwo|RT] = (1 — Py)~. (A3)

A.4The attack success probability of EAw
Like EAwo, EAw uses the same search method, but EAw uses reconciliation information
to compress the search space. Given the fact that RT has been passed, the attack success

probability of EAw is calculated as

Pr[EAw| RT] = (1 — P,)~. (A4)



Chen et al. J Wireless Com Network (2024) 2024:54

Abbreviations

loT Internet of Things

PLKG Physical layer key generation

oTp One time pad

RIS Reconfigurable intelligent surface

csl Channel state information

RT Randomness test

TDD Time-division duplex

SNR Signal-to-noise ratio

BDR Bit disagreement ratio

ECS Eavesdropping channel search

RG Random guess

ECSwo Eavesdropping channel search without reconciliation information
ECSw Eavesdropping channel search with reconciliation information
ASP Attack success probability

SL

Security loss

MLTSwo  Maximum-likelihood tree search without reconciliation information
MLTSw Maximum-likelihood tree search with reconciliation information
EAwo Eavesdropping channel attack without reconciliation information

EAW

Eavesdropping channel attack with reconciliation information
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