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Abstract

Wormhole attack is one of the most severe security threats in wireless mesh network that can disrupt majority of
routing communications, when strategically placed. At the same time, most of the existing wormhole defence
mechanisms are not secure against wormhole attacks that are launched in participation mode. In this paper, we
propose WRSR, a wormhole-resistant secure routing algorithm that detects the presence of wormhole during route
discovery process and quarantines it. Unlike other existing schemes that initiate wormhole detection process after
observing packet loss, WRSR identifies route requests traversing a wormhole and prevents such routes from being
established. WRSR uses unit disk graph model to determine the necessary and sufficient condition for identifying a

wormhole-free path. The most attractive features of the WRSR include its ability to defend against all forms of
wormhole (hidden and Byzantine) attacks without relying on any extra hardware like global positioning system,
synchronized clocks or timing information, and computational intensive traditional cryptographic mechanisms.

Keywords: Wormhole attack; Secure routing; Unit disk graph; Wireless mesh network

1 Introduction

Wireless mesh networks (WMNs) have emerged as a prom-
ising technology to provide low-cost, high-bandwidth,
wireless access services in a variety of application scenar-
ios [1]. A typical WMN as shown in Figure 1 is comprised
of a set of stationary mesh routers (MRs) that form the
mesh backbone and a set of mesh clients that commu-
nicate via mesh routers. Security is a critical component
that contributes to the performance of WMN. The major
challenges that need to be dealt with in addressing secu-
rity issues mainly arise due to open nature of the wireless
medium and multi-hop cooperative communication envi-
ronment. These factors make network services more vul-
nerable, specifically due to attacks coming from within the
network.

Routing protocols in WMN are susceptible to various
security attacks. A detailed survey of such attacks can
be found in [2]. In this paper, we focus on a particularly
devastating form of attack called wormhole attack (3],
on hybrid wireless mesh protocol (HWMP), the default
path-selection protocol for IEEE 802.11-based WMN [4].
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Wormbhole attacks can be broadly categorized into two
types depending on the type of adversary involved. Worm-
hole attack launched by colluding external adversaries is
called as hidden wormbhole attack. Similarly, a wormhole
attack launched by malicious colluding internal nodes is
called as an exposed/Byzantine wormhole attack. Worm-
hole attacks (both hidden and exposed) in general are
challenging to defend against [3]. However, Byzantine
wormbhole attack is relatively much difficult to detect than
a hidden wormhole, as the nodes involved in the for-
mer form legitimate part of the network, and can bypass
existing security mechanisms [5]. To launch a wormhole
attack, the colluded malicious nodes establish a direct
communication channel between themselves and thereby
bypass several intermediate nodes. The established chan-
nel can be an out-of-band high-speed communication link
or an in-band logical tunnel. The wormbhole link is usu-
ally established between nodes that are located far away
from each other. Once established, the wormhole link
attracts most of the traffic as the control packets travers-
ing through a wormhole link advertise much better link
metric. Selection of such links results in denial of service
(DoS), affecting the performance of the network severely.

It has been shown that a strategic placement of
the wormhole can disrupt on average 32% of all
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Figure 1 A typical wireless mesh network.

communication across the network [6]. In this work, we
consider both hidden and exposed wormhole attacks.
Hereinafter whenever we refer to wormhole attack, it
means both hidden and exposed wormhole attack, unless
specified explicitly.

There are several potential ways of defending against a
wormbhole attack, each of which exploits a different unique
feature exhibited by a wormhole node/link. For example,
schemes like [3,7-13] exploit the abnormal length of a
wormhole. As previously stated, a wormhole link is usually
established between nodes that are physically separated by
large distance, thereby bypass several intermediate nodes.
Therefore, the simplest way to defend a wormhole attack
is by preventing nodes from being tricked into forming a
wormhole link by equipping nodes with location systems
(GPS) and verifying the relative position of a transmitter
during peer-link establishment. Location-based schemes
can successfully defend hidden wormhole attacks but can-
not prevent Byzantine wormholes from being established
as the colluded nodes involved in the attack are legitimate
part of the network. Clock-based mechanisms can restrict
the distance travelled by packets but are constrained
by clock synchronization issues. Even though alternate
mechanisms exist that overcome the synchronization
issue, they cannot prevent malicious nodes from forming
a Byzantine wormbhole for the aforementioned reason.

The other unique characteristic of a wormhole link is
that it abnormally increases the node’s neighbourhood,
and this feature is being exploited in [8,14-16] to detect
hidden wormbhole. Let W7 be a wormhole node that shares
an out-of-band channel with another wormhole node W5.
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Now, W1 can relay its neighbourhood information to W5
and trick W»’s neighbours into believing that they share
direct neighbourhood with W7’s neighbours. This abnor-
mally increases the neighbour count of a node-sharing
neighbourhood with a wormhole node. Unfortunately,
such schemes fail to detect Byzantine wormholes as
Byzantine wormhole link (established between colluded
internal nodes) does not alter the neighbourhood infor-
mation of their respective neighbours. On similar lines,
protocols exist that exploit abnormal path attractions of
wormhole nodes [17].

In this paper, we present a novel routing protocol
(WRSR) that addresses both hidden and exposed worm-
hole attacks in WMN. It depends on neighbourhood con-
nectivity information and relies on existence of shorter
alternate sub-paths. To the best of our knowledge, this is
the first of such kind that prevents Byzantine wormhole
attacks using neighbourhood connectivity information. A
part of this work is published in [18].

The rest of the paper is organized as follows. The related
work is presented in Section 2. Network assumptions and
adversarial model are presented in Section 3. Section 4
presents the proposed wormhole resistant secure routing
(WRSR) protocol. The proof of concept supporting WRSR
is presented in Section 5. The performance of WRSR is
analysed in Section 6. Section 7 presents a brief discus-
sion on WRSR and other existing approaches addressing
wormhole attacks. Finally, Section 8 concludes the paper.

2 Related work

Most of the existing approaches that address wormhole
attacks rely on specialized hardware like GPS, synchro-
nized clocks or directional antennas. These protocols
have been specifically designed to address hidden worm-
hole attacks. The very first countermeasure developed by
Hu et al. in [3] requires GPS and tightly synchronized
clocks. To overcome the clock synchronization issues,
alternate schemes [9-12] have been proposed based on
the message round trip time (RTT). Wormbhole attack pre-
vention algorithm (WAP) presented in [7] is based on
timing information that requires each node to maintain a
Wormbhole Prevention Timer and overhear its neighbour’s
retransmission. WAP assumes that wormhole nodes only
use wormhole link (in-band-tunnel/ out-of-band chan-
nel) and do not re-broadcast control messages in their
local neighbourhood. Recently, Zhou et al. proposed a
wormbhole detection mechanism called neighbour-probe-
acknowledge (NPA) that is based on standard deviation
of RTT (stdev(RTT)) [19]. NPA is triggered when node
detects change in network topology. To obtain RTTs, each
node sends probe messages locally for T times to all its
neighbours and gets T" acknowledge messages from each
neighbour. A wormbhole is detected by identifying large
deviations in stdev(RTT).
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The end-to-end wormhole detection algorithm pre-
sented in [8] is based on euclidean distance estima-
tion technique that requires GPS. The source estimates
the minimum hop count of the shortest path between
source to destination and compares it with shortest route
received. If it is much smaller than the estimated value, the
source node raises an alert of wormhole attack and initi-
ates a wormhole TRACING procedure to identify the end
points of a wormbhole.

The protocol presented in [16] uses local neighbour-
hood information to detect wormholes. It is based on the
observation that formation of a wormhole link changes
the network topology. It assumes that, in a sufficiently
dense network, for every given pair of neighbours, there
exists at least one common neighbour. Nodes sharing
neighbourhood with wormhole node (w;) can detect a
wormhole if it cannot reach the subsequent wormhole
node (w7) through any other node except (w;). Thaier
et al. proposed DeWorm [20] that uses routing discrepan-
cies between neighbours along a path from the source to
destination to detect a wormhole. It is based on the obser-
vation that, to have a successful impact on the network,
the wormhole must attract significant amount of traf-
fic and the length of the wormhole must be significantly
large.

Few protocols exist that specifically address Byzantine
wormbhole attacks. On-demand secure Byzantine resilient
routing protocol (ODSBR) [5] is one such protocol based
on DSR [21] that addresses Byzantine attacks. ODSBR
relies on explicit network layer acknowledgement on the
received data and on a binary search-based probing mech-
anism to detect malicious dropping of packets. The detec-
tion mechanism is instantiated by a source node after
observing log n number of faults, where # is the length of
the path. The source node probes intermediate nodes in a
binary search fashion to determine the faulty link.

SPROUT [22] is another source-routed, link-state, mul-
tipath probabilistic routing protocol that operates in two
stages: route generation and route selection. In the route
generation stage, a large number of routes are probabilis-
tically generated without taking any routing metric to
account. The reliability and round-trip time of each active
route are then analysed to choose an optimal route. In this
scheme, the route performance feedback is used to select
an optimal route which leads to high route establishment
latency.

WARP [17] is a wormhole-avoidance routing protocol
based on ad hoc on-demand routing protocol (AODV)
[23], which avoids wormhole attacks by anomaly detec-
tion. It is based on the fact that wormhole nodes have
abnormal path attractions. WARP considers link-disjoint
multiple paths during path discovery but eventually
selects only one path to transmit data. Each node in
WARP maintains the anomaly values of its neighbours

Page 3 of 12

in its routing table. It computes the percentage of rout-
ing decisions in which a particular neighbour is involved.
That is, it determines the anomaly value by computing
the ratio of number of actual routes established through
that neighbour to the number of route replies transmitted
by that neighbour. If its above a certain threshold, routes
replies transmitted by such a node are ignored and thus
wormbhole nodes are isolated.

A key point to note is that in most of the above existing
work, the discussed approaches are restricted to hidden
wormbhole attacks. Works specifically addressing Byzan-
tine wormhole attacks like ODSBR [5], SPROUT [22] and
WARP [17] depend upon the existence of multiple dis-
joint paths between source S and destination D. In this
paper, we propose a wormhole-resistant secure routing
protocol (WRSR) that detects and prevents the selection
of wormhole paths based on neighbourhood connectivity
information and alternate shorter paths.

3 Network assumptions and adversary model

3.1 Network assumptions

We consider a typical WMN architecture as shown in
Figure 1, where a set of MRs forms the backbone of WMN.
Few of the MRs are equipped with access point function-
ality to provide access services to its clients. In addition
to that, a few of the MRs are designated as gateways and
are connected to the Internet. MRs are more or less static
and communicate in a multi-hop fashion to provide access
services to its clients. MCs are typical wireless clients
connected to specific MRs with access point functionality.

3.2 Adversary model

We assume that an adversary is capable of launching var-
ious kinds of wormbhole attacks. To begin with, an adver-
sary is assumed to be capable of establishing a high-speed
low-latency communication link, required to launch a
hidden wormhole attack. Further, an adversary can com-
promise a few MRs in the mesh backbone to launch a
wormhole attack in participation mode. These compro-
mised MRs exhibit Byzantine behaviour and can manipu-
late routing metric to influence route selection decisions.
We mainly focus on wormhole attacks launched by MRs,
since route discovery is carried out by MRs on behalf of
mesh clients.

An attacker launches a hidden wormhole attack by
recording packets at one location, relays them to another
location through a wormhole link and retransmits them
there into the network [3]. In a WMN, where nodes estab-
lish secure peer links and process packets only from peer
stations, an adversary needs to target the Authenticated
Mesh Peer-link Exchange (AMPE) protocol to successfully
launch a wormbhole attack [24]. In such a case, the attacker
tries to convince two far-away nodes as peers by relaying
AMPE protocol messages. On successfully establishing
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falsified non-existent peer links, an adversary can launch
various kinds of active DoS attacks and passive attacks like
traffic analysis. Various kinds of defence mechanisms have
been proposed, out of which, some of them depend upon
extra hardware such as GPS, synchronized clocks or direc-
tional antennas, while a few others exploit the features
exhibited by wormhole (like neighbourhood information,
large discrepancies in path metric, etc.).

A Byzantine wormhole attack is launched by colluding
malicious nodes that are legitimate part of the network
and can participate in normal network operations. There-
fore, securing AMPE protocol cannot prevent collud-
ing nodes from launching a Byzantine wormhole attack.
Moreover, the colluded nodes do not alter neighbourhood
information of their respective neighbours, therefore
detection schemes based on neighbourhood information
fail to detect such a wormhole. The major challenge lies in
dealing with nodes that are part of the network that can
bypass the existing security mechanisms.

4 WRSR: the proposed secure routing

WRSR, the proposed wormhole-resistant secure routing
protocol prevents the selection of route requests travers-
ing the wormhole link. WRSR is based on HWMP and
therefore inherits majority of its characteristics. The oper-
ation of HWMP can be found in the ‘Appendix’ section.

The operating principle of WRSR is to allow nodes to
monitor the two-hop sub-path on a received route request
(RREQ) and identify a RREQ that traverses a wormhole. A
route request that traverses via a wormhole link would not
satisfy the necessary wormhole-free path criterion, which
can be detected at the neighbours of a wormhole node and
can easily be quarantined.

A path is said to be free from wormbhole links if and only
if for each sub-path of length 2R there exists an alternate
sub-path of maximum length 4R, where R is the transmis-
sion range of a node. WRSR thrives on the fact that the
probability of finding alternate routes between nodes sep-
arated by a distance d(R < d < 2R) is high. This proof of
concept is presented in Section 5.

Since, nodes in WRSR need to monitor two-hop sub-
paths on a received RREQ, they need to maintain neigh-
bourhood relations with all the nodes in their two-hop
range. To facilitate this, the IEEE 802.11s beacon frame
can be extended, as shown in Figure 2, to obtain neces-
sary neighbourhood information. The extended beacon
frame includes two additional fields, a flag bit and a
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variable length neighbour address field. The neighbour
address field accommodates addresses of varying num-
ber of neighbours, and the flag bit is used to indicate
presence/absence of neighbourhood information. WRSR
employs an extended RREQ element and a modified rout-
ing entry as shown in Figure 3 to accommodate addi-
tional addresses for discovering wormhole-free routes.
The notations used in this paper are depicted in Table 1.
WRSR operates in following three processes discussed
subsequently.

4.1 Route discovery process

Route discovery process employed by WRSR is almost
similar to that of HWMP. The source node S initiates route
discovery process for establishing a path to the destina-
tion D by broadcasting an RREQ. The RREQ processing
rules of WRSR are similar to that of HWMP apart from an
additional verification required to validate an RREQ. Any
intermediate node that receives a broadcasted RREQ ver-
ifies the validity of two-hop address present in the RREQ
(i.e. node I checks whether the two-hop address received
in RREQ is present in its neighbourhood information)
along with the usual validation process of HWMP. On val-
idating the RREQ, node I creates a routing entry for the
corresponding RREQ-ID, sets its state as transient and
rebroadcasts it. Otherwise, it drops the RREQ.

4.2 Route selection process

The primary goal of WRSR route selection process is to
select wormhole-free paths. Nodes monitor the received
RREQ’s for a necessary and sufficient condition to classify
a path to be free from wormholes. Once an RREQ is veri-
fied to be wormhole free, the corresponding routing entry
is elevated to stable state from transient state. The route
selection process is shown in Algorithm 1.

Consequent upon receiving a new RREQ (RREQy), the
intermediate node I processes it to take an appropri-
ate action. Initially, the intermediate node I verifies if a
transient routing entry corresponding to the RREQ-ID
and sequence number received in RREQy exists. Multiple
transient routing entries may exist for the same RREQ-ID
that are received through a unique two-hop node. Node
I then compares the two-hop address present in RREQy
with the two-hop addresses of a set of existing routing
entries represented by {RREQo}. If it matches with any
of the existing routing entries RREQo, it is updated with
RREQy provided that it offers better metric. In case of

<Beacon Frame Body—

Frame | Duration | Addr | Addr | Addr
Control 1 2 3

Sequence HT
Control

Flag | Neighbor | FCS

Address

Control

Figure 2 Extended beacon frame format.
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Algorithm 1 WRSR: route selection process. On receiving RREQy by an intermediate node I

1: if no routing entry exists for S then
2: if (2Hop is valid) then
create corresponding RENTRY
state < transient

broadcast RREQy
3: else
drop RREQyN
4: end if
5. else
6: if (RREQp, SEQ_No, 2Hop are valid) then
7: Jor(all routing table entries)
8: if (RREQN 21i0p==RENTRYq11,p) then
9: lf(RREQNfMetric < RENTRY pferric) then
update(RENTRY < RREQy)
10: else
drop RREQy
11: end if
12: else
13: if (RREQN 2Hop ==(RENTRY3Hop |
RENTRY4t,p)) then
update(RENTRY <« RREQy)
state < stable
14: else
update(RENTRY <« better(RREQy;,
RENTRY))
state < stable
15: end if
16: else
create routing entry for RREQy
state <— transient
broadcast RREQy
17: end if
18: else
drop RREQn
19: end if
20: end if

no matching address, node I further compares the three
and four-hop addresses present in RREQy with the two-
hop addresses of routing entries represented by RREQo
or vice versa. If any one of the two addresses match(two-
hop address in RREQp with three-/four-hop addresses of
RREQo or vice versa), provided the 2HA of RREQy does
not match with transmitter address of RREQqp or vice
versa, an optimal of the two RREQ’s (RREQo or RREQy)
is selected and state of the routing entry is set to stable. If
none of the comparisons match, a new transient routing
entry is created for the corresponding RREQ-ID.

This matching of addresses is carried out to select an
optimal wormhole-free path. The necessary and sufficient
condition for detecting a wormhole-free path is presented

in Section 5. Finally, if an intermediate node I receives
an RREQy when it already has a stable routing entry to
a destination D, I processes the RREQy only if the new
route request offers a better metric than the existing route.
WRSR creates a separate routing entry for RREQy and
updates the existing stable entry with RREQy, only after it
has been verified to be free from wormholes. This process
assures the selection of a wormhole free path.

4.3 Route reply process

Like any intermediate node I, the destination node D
processes multiple RREQs before selecting an optimal
wormbhole-free path, satisfying the route selection criteria.
It unicasts an RREP through which a stable the RREQ has
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Element-ID
Length
Flags
Hop Count Destination Mesh STA
Element TTL Address
— RREQ ID Sequence Number
Originator Mesh STA
Address Next Hop Address
Two Hop Address
Two Hop Address Third Hop Address
Third Hop Address Fourth Hop Address
Fourth Hop Address Path Metric
Per Target Flags #1 Hop Count
Target Address #1 Precursor List
Target Sequence Life Time
Number #1 State
(a) (b)
Figure 3 Route request (a) and routing entry (b) in WRSR.

been received. Subsequently, intermediate nodes propa-
gate the RREP through wormhole-free routes.

4.4 Route maintenance

Route maintenance in WRSR is similar to that of HWMP.
Whenever a node I discovers a link failure, it initiates
the route maintenance process by transmitting a RERR
message addressed to the source. Node I can optionally
initiate route discovery process on behalf of the source to
reduce the route selection latency. Intermediary nodes on
receiving a RERR message mark the corresponding rout-
ing entry and propagate the RERR message towards the
source S. The source S on receiving the RERR message can

Table 1 Notations and their meaning in WRSR

Notation Meaning

RREQ Route request

RREQip Route request identity

SEQ_No Route request sequence number
RREQn Newly received route request
RREQo Existing routing table entry
2Hop Two-hop address in route request
RREQN_iHop ith hop address in RREQy
RENTRY Entry in routing table

RENTRY itiop ith hop address of routing entry
RREQN_metric Routing metric in RREQy

RENTRY vetric Routing metric of a particular

routing entry
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re-initiate the route discovery process by broadcasting an
RREQ.

5 Proof of concept

In this section, we show that the route selection process
employed by WRSR avoids the wormhole path by verify-
ing the necessary and sufficient condition for wormhole-
free path. For simplicity reason, let us assume that each
node is equipped with an omnidirectional antenna with
unit transmission range. This can be easily fitted into the
unit disk graph (UDG) model.

5.1 Unitdisk graph

UDGs have been extensively employed to create an ide-
alized communication model for a multi-hop wireless
network [14,20,25]. In UDGs, each node can be modelled
as a disk of unit radius in a plane. Each node is a neighbour
of all nodes located within its disk. We assume that the
network consists of a large number of nodes distributed
uniformly with density p (number of nodes in a circle)
inside a disk of radius R (considered to be unity in our
model). Two nodes can directly communicate with each
other if the distance between them is less than or equal
to R.

5.2 Problem formulation

Hop count is an important field in the routing pro-
cess. Therefore, many popular routing protocols including
HWMP, DSDV-ETX [26], MR-LQSR [27], etc., use hop-
count as an important field in the RREQ element, even
though the metric employed to select an optimal route
is different. Essentially, a wormhole bypasses the multi-
ple intermediary hops to cover a distance of W, between
two wormhole nodes W; and W5 that are usually sepa-
rated by a large distance dw,, (dw;, > 2R) in a single
hop. A typical wormhole path in a network is shown in
Figure 4. The length of a wormhole sub-path which con-
nects two distant nodes u and v that are neighbours of
wormhole nodes w; and w,, respectively, is three hops
apart from each other; that is, a node v can be effectively
reached from w; in two hops through wormhole link. It
has been observed that, in an uniformly distributed net-
work, alternate paths exist between nodes separated by a
distance d (> R). Therefore, in a genuine case (absence of
a wormhole), it is possible to reach v that is two-hop away
from w; in at most four hops with a high probability. This
characteristic can be exploited by node v to differentiate a
wormhole link from a genuine link. The following lemma
tries to prove the existence of an alternate shortest path
between nodes separated by a maximum distance of 2R.

Lemma 1. Lemma 1 A path is said to be free from worm-
hole links if the following condition is satisfied: for each
sub-path of length 2R, there exists an alternate sub-path of
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Figure 4 A typical path passing through a wormhole.

maximum length 4R with a probability of (1 — e PPyt
where "t" is the number of disks on a selected path’

Proof. Consider a network where large number of nodes
are uniformly and independently distributed with density
p, inside a disk of radius R. In such a network, the num-
ber of nodes in a region % with area Ay follows Poisson
distribution that can be realised as follows.

Agp)”
—pAg (0Ag) ) (1)

Pr(N contains 7 nodes) = e .
n!

O

Let N,,, be the number of hops on the shortest path
between u and v. Then, clearly we have

d
Nyy > 1”3 )

In a network where density of nodes p is high, with high
probability we should obtain

d
N, <2 Z”. (3)

Ifd,, > g, then there are t = LZd;éVJ — 1 disks with

radius % and origins at distances di:§i+§, 1<i<t from
u on a line going through u to v, as shown in Figure 5.
Clearly, the distance between two nodes in adjacent disks
is at most R. Using Equation (1) we obtain,

Pr(at least one node in each disk)
= (1 — P(no node in a disk))*
=(1- e*ﬂﬂ((%)z))t' (4)

R/2 Rf2

Figure 5 Finding a path between uand v.

Therefore, there is a path of length t+1=L2d1”e'”J with

probability at least (1 — e_p”((g)z))t. Thus, obtaining such
a path is possible with high probability if (e~*" ((g)z))t <1
that implies

In(|2%> | —1
> n2% -1

(&%)

(5)

In Figure 4, d,,,, < 2R, i.e. the minimum number of
hops required to cover a distance of 2R between w; and
v is 2 (if traversed through a wormhole). Therefore, the
nodes w; and v, separated by a distance 2R, can reach each
other with the help of a common neighbour w; travers-
ing through a shortest path w; — wy — v. Based on the
above observations, if one can obtain a necessary condi-
tion that there exists a sub-path of maximum length 4R
with probability (1 —e™*7 ((%)2))t, which is computed to be
high, is sufficient to identify a wormhole-free path.

6 Simulation results

In this section, we present the simulation results to show-
case the effectiveness of proposed wormhole-resistant
secure routing protocol. The experiments were carried
out on OMNeT++4.2.1, a discrete event network simu-
lator [28]. The performance of WRSR is compared with
WARP [17] and ODSBR [5]. To carry out the following
experiments, we set up a network of 400 MRs over an area
of 2,000 m?, forming the mesh backbone. The transmis-
sion range of each MR is set to 100 m. The IEEE 802.11
MAC protocol is employed with a channel data rate of
54 Mbps.

To begin with, we analyse the effect of wormhole attack
on the performance of WRSR, WARP and ODSBR on a
network, where nodes are independently and uniformly
distributed based on Poisson distribution. To maximize
the impact of wormhole attack, the wormbhole link is cen-
trally placed, as a centrally placed wormhole link can
attract higher number of route selection decisions [6]. The
wormhole link is simulated as a high-speed low-latency
communication link between two malicious nodes. The
comparison results are based on percentage of pack-
ets (PDR) delivered in presence of multiple wormholes.
Source and destination nodes are chosen randomly, and
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the total simulation time was set to 3,000 s. The experi-
ment was designed in such a way that each source trans-
mits 0.5 MB of video traffic to a corresponding destination
in presence of wormhole links. Initially, the length of
wormbhole was set to 4R, where R is the transmission range
of a node. The packet length was set to 1,024 bytes. The
same experiment was repeated by increasing the number
of wormbhole links. For any given combination of simu-
lation parameters, we ran 150 different simulations and
finally averaged over all 150 different topologies.

Figure 6 shows the performance comparison of differ-
ent protocols. We mainly focus on the result of WARP
and ODSBR, as HWMP is devoid of any defence mecha-
nism. The lower percentage of packets delivered by WARP
and ODSBR is due to the latency in detecting the worm-
hole link. Since, WARP is an anomaly based wormhole
detection scheme, it initially suffers from packet loss due
to the possible selection of wormhole nodes in the ini-
tial route discovery process. Its performance is enhanced
once a wormhole node is detected and isolated. Similarly,
ODSBR enters into a probing state only when there is a
violation in packet loss threshold. Therefore, both WARP
and ODSBR suffer from initial packet losses as conformed
in Figure 6. The results depict cumulative packet loss
registered in the network at the end of simulation time.
The lower packet loss percentage of WRSR is attributed
to the zero latency in detecting a wormhole link and
therefore registers consistent performance over rest of the
protocols.

Our second experiment, carried out on the same net-
work topology, analyses the performance of different pro-
tocols by varying the length of the wormhole link. Similar
to the first experiment, the wormhole link is centrally
placed to increase its effectiveness. The results shown in
Figure 7 clearly indicate that the length of the wormhole

40t 1
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Figure 6 Performance comparison of WRSR with WARP, ODSBR
and HWMP.
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has no impact on the performance of WRSR, whereas
performance of WARP and ODSBR falls consistently
with increase in wormhole length. This characteristic is
attributed to the fact that large wormholes can influence
more route selection decisions.

In both the cases (varying percentage of wormhole
links and varying length of wormbhole link), WRSR clearly
performs better in comparison to WARP and ODSBR.
WRSR avoids route requests traversing a wormhole link
at all times whereas WARP and ODSBR selects route
requests traversing a wormhole node, until the route-
building rate is higher than the allowed threshold or the
packet loss threshold falls below the allowed limit, respec-
tively. Therefore, choosing a threshold value plays a vital
role in detection of wormhole node in both the protocols.
The threshold values of ODSBR and WARP are obtained
from the experiments conducted in [5] and [17], respec-
tively. The loss threshold of ODSBR is considered to be
log n faults, where # is the hop-count of the selected path,
whereas a threshold value of 0.51 is considered for WARP.

The above experiments were carried out for network
topologies formed using Poisson distribution. On the
other hand, to analyse the performance of WRSR on ran-
domly distributed network topologies, we carry out sim-
ilar kind of experiments as above with an only difference
that the nodes are randomly distributed. The other net-
work parameters are unaltered. Figures 7 and 8 show the
performance comparison of different protocols in a net-
work under wormhole attack. It can be observed that the
random distribution of nodes does not have any impact on
the percentage of packets delivered by WRSR. The ratio-
nale behind this is the fact that WRSR selects routes only
if the RREQs meet the necessary wormhole-free path cri-
terion. Failing to meet the same results in dropping of an
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Figure 8 Performance comparison of WRSR with WARP, ODSBR
and HWMP.

RREQ that may be genuine. However, existence of alter-
nate paths due to higher node density allows WRSR to
select alternate routes thereby not effecting the packet
delivery ratio. At the same time, it can be observed that
there is no variation in performance of WARP and ODSBR
when compared to their performance in uniformly dis-
tributed network, as the protocols are not dependent on
underlying network topology.

Finally, Figure 9 shows the impact of wormhole length
on the packet delivery ratio of different protocols. The
results clearly show that the length of wormhole link has
no impact on PDR of WRSR. However, PDR of WARP and
ODSBR falls with increase in length of wormhole link.

Packet Delivery Ratio

Length of Wormhole in (R)

Figure 9 Performance comparison of WRSR with WARP, ODSBR
and HWMP.
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6.1 Detection rate of WRSR

The success achieved by a wormhole detection algo-
rithm is measured in terms of percentage of wormholes
detected. Every successful detection of a wormhole link
contributes to the success rate of WRSR. To compute the
detection rate, we set up a network of 400 MRs that are
uniformly distributed over an area of 2,000 m? using Pois-
son distribution function. Wormhole nodes are randomly
selected, and the density of nodes p (number of nodes in
a disk) is varied between 4 to 7. A successful wormhole
detection event comprises of an RREQ traversing a worm-
hole that fails to meet the required wormhole-free path
criterion, which is then appropriately identified and quar-
antined. To achieve this, each node in WMN monitors
the two-hop sub-path traversed by an RREQ, for existence
of an alternate sub-path connecting the two-hop node.
Table 2 summarizes the detection rate of WRSR. WRSR
reports higher detection rate with increasing value of p.
This is due to the fact that, for higher values of p, the
probability of finding an alternate path is high.

6.2 False positives in WRSR

The amount of false positives reported by WRSR is com-
puted in a similar fashion as the computation of the
detection rate. A false positive in WRSR is a situation
where an RREQ traversing a genuine link is dropped for
failing to meet the necessary wormhole-free path crite-
rion. This situation arises when no alternate path exists
within a maximum of four hops connecting a two-hop
node traversed by the RREQ.

However, the existence of an alternate path only
depends on the density (p) of nodes in the network.
Therefore, the impact of false positives reported by WRSR
is studied by varying the density of nodes in the network.
The simulation set up is such that for varying config-
urations of the network, the performance of WRSR is
evaluated for various node densities(number of nodes in a
disk). We specifically monitor for scenarios where a gen-
uine link is falsely considered as a wormhole and such an
RREQ is dropped. Table 3 summarizes the percentage of
false positives reported by WRSR. The amount of false
positives reported is relatively high for a lower density val-
ues. But, as shown in the Table 3, negligible false positives
occur for higher values of p. The values represented are
rounded off to the nearest ceiling value.

6.3 Impact of wormhole length
The length of a wormhole link has negligible impact on
the performance of WRSR. Wormholes greater than 2R

Table 2 Wormhole detection rate of WRSR
Density (p) 4 5 6 7
94.67 99.33 100 100

Detection rate (%)
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Table 3 False positives reported by WRSR
Density (p) 4 5 6 7

False positive (%) 6 3 0 0

have almost 100% detection rate. We evaluated the perfor-
mance of WRSR by varying the length of wormhole link
for a constant node density p(=4). Table 4 summarizes the
impact of wormhole length on WRSR. Results clarify that
WRSR reports almost 100% detection rate for wormhole
links greater than 2R.

6.4 Impact of node degree

Node degree plays an important role in the detection rate
achieved by WRSR. It requires a minimum average node
degree (number of neighbours) of 3. However, the per-
centage of false positives is high for a node degree of 3,
as shown in Table 3. This is due to non-availability of
alternate links between nodes of interest. WRSR reports
100% detection rate for an average node degree of 4 and
above. A node degree of 4 is justified in a network like
WMN, where nodes are strategically placed to provide
access services to its clients.

7 Discussion

Routes traversing through a wormhole link are rela-
tively much shorter and offer better metric when com-
pared to genuine routes. The wormhole link essentially
bypasses intermediary nodes to create non-existent routes
in the network. WRSR successfully identifies a worm-
hole link during route discovery due to the existence of
alternate paths between nodes separated by a distance
d (R < d < 2R). In a uniformly distributed network
with density p, we have analytically and experimentally
shown that the probability of finding at least one alternate
path is very high (98%). The static nature of mesh topol-
ogy in mesh backbone contributes to the higher detection
probability as links are more stable.

Existing protocols like SPROUT [22] and WARP [17]
that address Byzantine wormhole attacks rely on exis-
tence of link-disjoint multiple paths between source and
destination. SPROUT probabilistically generates multiple
routes to destination and monitors the performance of
each active route by means of signed end-to-end acknowl-
edgements. It computes the reliability and round-trip
time of an active route using the fraction of packets
sent over it. SPROUT allows nodes to establish routes
through wormbhole links but based on their performance
they are ignored. On the other hand, WARP considers

Table 4 Impact of wormhole length on WRSR
Length of wormhole 3R 4R 5R 6R

Detection rate (%) 98.33 100 100 100
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link-disjoint multiple paths during path discovery and
provides greater path selections to avoid malicious nodes
but eventually uses only one path to transmit data. WARP
allows nodes to monitor the number of routes created
through each neighbour and isolates a particular neigh-
bour whose anomaly value (route-building rate) is greater
than the threshold. WARP suffers from rapid fluctuation
of anomaly values which results in frequent isolation and
recovery of nodes. Isolation of a node simply involves
ignoring the route replies transmitted by a particular
neighbour. Even though the route replies are not pro-
cessed from such a neighbour whose anomaly value is
greater than threshold, the route reply count maintained
in the routing table for that neighbour is still incremented.
This allows a node to recover from the isolation phase. But
since the anomaly value changes rapidly for each received
RREP, a malicious node can also recover very quickly
from isolation phase. Therefore, determining the thresh-
old value for a network is one of the major limitations of
WARP.

ODSBR [5] addresses all kinds of Byzantine attacks
including Byzantine wormhole. However, ODSBR has sev-
eral limitations. One of the major limitation of ODSBR
is that it can only work with a source routing protocol,
such as DSR, where the source knows all the intermediate
nodes on a selected path. Second, the diagnosis packets
have to be encrypted with a shared key between the source
and the intermediate nodes. Third, the isolation is done
per link rather than per node, i.e. blacklisting a malicious
node results in isolating a honest node. Finally, the black-
listing of malicious nodes is done at the source of packet
and not locally at the neighbours of the malicious node.
Therefore, even if a malicious node is already blacklisted
by some nodes in the network, it continues to be active
and cause harm to traffic from other sources.

WRSR performs better as compared to other wormhole
detection mechanisms. This is because of its ability to pre-
vent a wormhole link from being selected during the path
establishment. Thus, by avoiding malicious wormhole
nodes, WRSR prevents malicious packet loss. The only
scenario in which a path traversing through the wormhole
link may be selected by WRSR is if it satisfies the nec-
essary wormhole-free path criterion. This case can arise
only when the wormhole nodes are neighbours to each
other, i.e. wormhole link of length (< 2R), in which, an
alternate path within a maximum of four hops may exist.
However, as a wormhole link between two neighbouring
nodes has very less impact on path selection decisions, it
can be safely ignored.

Apart from that, WRSR overcomes the limitations of
WARP and SPROUT, without relying on multiple link-
disjoint paths. It does not require multiple routes to be
considered before selecting an optimal route, thus reduc-
ing the route discovery latency. Lastly, the static nature of
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Table 5 Security comparison of various existing protocols
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Protocol Employed mechanism Extra hardware Hidden mode Participation mode
WRSR Connectivity information No Yes Yes
Packet leashes [3] GPS & clock Yes Yes No
Wang et al. [14] Neighbourhood information No Yes No
DeWorm [20] Neighbourhood information No Yes No
ODSBR [5] Binary search No Yes Yes
SPROUT [22] Multipath routing No Yes Yes
EDWA [7] Neighbourhood information No Yes No
Znaidi et al. [16] Neighbourhood information No Yes No
WARP [17] Multiple link-disjoint paths No Yes Yes

wireless mesh routers makes WRSR well suited to WMN.
The comparison of security of the existing protocols is
summarised in Table 5.

8 Conclusions

Addressing wormhole attacks is a crucial issue to ensure
security in a wireless mesh network. In this paper, we pro-
posed a novel wormhole-resistant secure routing (WRSR)
protocol that relies on shorter alternate paths to detect a
wormbhole link. During route discovery, WRSR monitors
for alternate paths for a cached RREQ and quarantines
such RREQ that fails to meet the necessary and sufficient
condition. The necessary and sufficient condition to dif-
ferentiate a normal path from wormhole link is derived
using unit disk graphs. The probability of finding such
alternate paths has been analytically computed and shown
to be high in a uniformly distributed network.

Appendix

Hybrid wireless mesh protocol

Hybrid wireless mesh protocol (HWMP) is the default
path-selection (routing) protocol for IEEE 802.11-based
WMN. As the name implies, HWMP is a combination
(hybrid) of on-demand route selection mode and proac-
tive tree-based approach. The on-demand path-selection
mode of HWMP is based on AODV. The set of proto-
col elements (like route request, route reply and route
error), their generation and processing rules of HWMP
are similar to AODV. HWMP supports two modes of
operation depending upon the network configuration.
The on-demand route selection mode does not require
root MR support and can be employed by any node that
needs to establish a route. Whereas, the proactive tree
building mode that compliments the existing on-demand
mode can be employed only when a root MR is config-
ured. The proactive tree routes can be established either
using proactive route request (PREQ) or route announce-
ment (RANN) messages. The proactive and on-demand
modes are not exclusive and can be used concurrently,

because the proactive modes are extensions to the on-
demand mode.

Whenever a source node needs to find a route to a
destination using the on-demand path-selection mode, it
broadcasts a route request with the target address set to
the address of destination and the metric initialized to ini-
tial value of the active route selection metric. The default
route selection metric employed by HWMP is airtime.
Airtime reflects the amount of channel resources con-
sumed to transmit a frame over a particular link. The
essence of airtime metric is to capture the status of a wire-
less link in terms of required time units to transmit a
frame. On the other hand, there are two ways to proac-
tively establish routes to the root node. The first method
uses a proactive route request element and is intended
to create paths between all mesh routers and the root
node in the network. The second method uses a root
announcement message and is intended to distribute path
information for reaching the root node. The mesh router
configured as root node sends either PREQ or RANN
messages periodically.

The proactive tree building process begins when a root
MR sends out a PREQ message with the target address
set to all ones, implying all the MRs in WMN. Similarly,
the root MR can also periodically propagate a RANN
into the network. On receiving a RANN message, each
MR that needs to create or refresh a path to the root
MR, sends an individually addressed route request to the
root MR via the MR from which it received the RANN.
The root MR sends a route reply in response to each
received route request. Thus, the proactive and reactive
path-selection elements collectively allow HWMP to meet
the path-selection requirements of WMN.
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