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Abstract

data forwarding in farmland sensor networks.

Opportunistic routing

Wireless sensor networks face many threats which drain the energy. The performance of sensor network routing is
much affected in the presence of selfish nodes with messages being delivered with a longer delay. Social network
routing is a method in which the messages are selectively forwarded through the nodes where the encounters
between these nodes are more likely to occur. Network reputations clearly speak about the quality of nodes
involved in data forwarding. The idea is to utilise social network reputations of source or destinations for effective

Keywords: Social networks; Epidemic routing; Wireless sensor network; Farmland sensor network; Collaborative;

1 Introduction

In wireless sensor networks (WSNs), nodes do not physic-
ally move in many directions. Instead, the nodes are at
least temporarily static and are attached to a physical loca-
tion until the task is done [1]. In case of any malfunction-
ing only, the sensor nodes disintegrate themselves from
the network for a while until the problem is attended.
After it is done, the sensor nodes generally reappear again
bounded to the same previous physical location. If any
such topological changes do exist, it shall be attempted by
configuring themselves into the network [1].

However, the configuration of a new node involves
registration in all necessary locations which would be
time-consuming. The only solution is to insert the node
at a desirable location and then allowing the node to
communicate with the network on its own! This com-
munication has to happen casually within fraction of
seconds after the new node joins the network. The same
is applicable when the old node rejoins the network.
These requirements seemed to have been inspired from so-
cial network behaviour where there are no constraints or
limitations in general on their collaborative or social behav-
iour except for security constraints. This social behaviour
of WSNs shall be modelled via opportunistic networks.
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In WSNs, the presence of selfish nodes may interrupt
their cooperative behaviour and therefore trust and
reputation mechanisms are widely practised in network
routing. However, WSNs are a kind of delay-tolerant
networks [2-4], in which nodes are enabled to communi-
cate with each other even if a route connecting them
never exists. These shall be modelled over opportunistic
networks where the seed node grows into a larger net-
work by extending invitations to join other nodes or
node clusters or networks that it is able to contact. A
new node that becomes a member of oppnet also called
as helper can invite external nodes. All helpers collabor-
ate on realizing the goals of the network.

In Figure 1,°S is the source node and ‘D’ is the destin-
ation node. At time ‘t1’, S and D are not in the same com-
munication range, and hence, there is no connection
between the source and destination node. Hence, the
source node opportunistically uses the node ‘3’ to forward
the data to destination. At time ‘t2’, node 3 forwards the
data it holds to node ‘4’. At time ‘t3’, the nodes 4 and D are
in the same communication range and hence the node 4
forwards the data to destination.

But the main problem which could be seen in this type
of routing is that the nodes in the friends list might be-
come malicious or selfish in the future. Hence, it is ne-
cessary to monitor the nodes in the friends list for
finding the misbehaving nodes.
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Figure 1 Farmland network environment.

In this paper, Integrated Social Network Routing
(SoNR) protocol is modelled behind the movement of
cattle in farmland sensor networks. In Figure 1, S could
be seen as a calf and D could be seen as it's mother. S
might require the location or movement pattern of S for
successive time period so that S could rejoin D for some
desired purpose. And it is always easier if such S-D pairs
are always together, while harvesting the healthcare data
[5-7]. In this context, the proposed SoNR protocol
would monitor the friends list for misbehaving nodes
and it would maintain the friends list only with good re-
puted friend nodes. Reputation is calculated by (1) Ac-
knowledgement system and (2) Message delivery-based
reputation system.

The friends list is periodically updated based on the
calculated reputation values. Thus, the updated friends
list consists of only good reputed friend nodes, and the
message delivery increases gradually as all the nodes in
the friends list helps in data forwarding.

2 Related work
Parris and Henderson [8] proposed privacy-enhanced social
routing. In this work, two schemes namely statisticulated

Social Network Routing (SSNR) and obfuscated Social Net-
work Routing (OSNR) were used. In SSNR, the friends list
is modified by adding or removing nodes for each message
transmission. Hence, it is not easy for a node to identify the
original friends list of a sender by just interpreting a single
message. In OSNR, the friends list of source node is em-
bedded in a bloom filter.

Lilien et al. [9] discuss security and privacy challenges
in opportunistic networks. The various privacy chal-
lenges that need to be considered in oppnet are helper
privacy, oppnet privacy, and data privacy. This work dis-
cusses the use of trusted devices for more critical tasks,
and security routing is enabled by selecting a route that
passes through only trusted devices. Alternatively, opportun-
istic feeding and routing [10] has also been experimented.

Li et al. [11] designed a trust-based framework for data
forwarding in opportunistic networks. A watchdog com-
ponent is included in the trust framework to monitor the
behaviour of the forwarding node. The Positive Feedback
Message (PEM) is generated by the receiving node to the
source to inform the behaviour of the forwarding node.
Based on the received PFM, trust to the forwarding behav-
iour of a node is calculated. The forwarding decision of a
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node is taken based on the trust and the forwarding ability
of a node. Trust-based secured routing models [12,13]
concentrating QoS parameters [14] involving artificial
intelligence techniques [15] are well addressed in the
WSN literature.

Novel reputation computation model based on sub-
jective logic is introduced by Liu et al. [16]. This model
identifies and prevents selfish behaviours. This model
consists of two phases namely reputation query and
reputation computation. In the reputation query phase,
a node that receives a service request accumulates the
recommended opinions on the requester from their
common neighbours who have interacted with it. In the
reputation computation phase, node evaluates the repu-
tation with the opinions accumulated in the reputation
query phase.

Bigwood et al. [17] proposed a novel incentive mechan-
ism in which self-reported social networks (SRSNs) are
used to collect social network data. SRSNs can be ob-
tained from an online social network. These SRSNs are
used to provide reputation for nodes. When the network
starts up, nodes assign higher trust values to nodes in their
SRSN. Selfishness is detected by storing a history of en-
counter times and exchanging the histories during en-
counters. Once a node is detected as selfish, the detecting
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Figure 5 Reputation table updation using ACK system.

node decrements the value of selfish node by the behaviour
constant x.

Packet dropping detection scheme and routing misbe-
haviour mitigation scheme is introduced by Qinghua
et al. [18]. In this work, the misbehaviour is monitored
and verified by contact record scheme. Every node re-
ports its encountered node with contact records. Any
forging in contact records would be identified since
there would be inconsistencies in the contact records
within the network. The encountered node announces
every contact records across the network to at least two
witness nodes. Any witness node detecting the inconsist-
ent contact record would report it, and therefore, the
misbehaviour shall be identified.

Reputation-based protocol is introduced by Gianluca
et al. in [19]. Here, the node with highest reputation is
chosen as the next forwarding node. The node list keeps
the list of all nodes through which the message has
passed through to reach the destination. A node adds it-
self only once, even though a message passes through
that node many times. To avoid malicious nodes from
increasing the reputation of other malicious nodes, a list
of digital signatures is also attached. This protocol
adapts to the changing conditions of DTN and has re-
duced overhead compared to the existing protocol.
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Figure 4 An example of acknowledgement system.
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based reputation system.

In addition, few energy-preserving routing protocols
do exist for opportunistic networks [20-26]. Location-
based routing [27] and directional routing [28] is also
experimented for WSNs. Innovative data forwarding
methods based on computational geometry [29] have
equally been researched so far. The following section
briefs the methodology behind the proposed social
network-based opportunistic routing for wireless sensor
networks (SoNR).

3 Methodology

In the assumed network setup, the nodes may be either
fixed or mobile. Different nodes collaborate with each
other to exchange data from source to destination. The
devices exchange data in a spontaneous manner when-
ever they come closer. There is no direct connection
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Figure 7 Threshold-based updation of friends list.
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between source nodes to destination node. A network
node discovers its nearest neighbour node, and by using
this, it forwards message. Message is delivered hop-by-
hop closer to the destination.

Figure 2 shows the overall system architecture. The
contacts between nodes are viewed as an opportunity to
move data closer to the destination. In social network
routing, messages are transferred through nodes where
the contacts between the nodes are more likely to occur.
One such method is forwarding the messages through
the friends of source node or destination node. The net-
work consists of group of nodes in which there is a pos-
sibility of intruder nodes in some of the groups.

Friends list is created among the good reputation
nodes, thus avoiding intruder nodes. But an intruder
node in the group can be a friend of another intruder
node. A random number generator is used for generat-
ing the friends list. The created friends list is stored in a
hashmap, where the source node's id is the key for stor-
ing its friends list. A node cannot be a friend of itself.
An intruder node should not be a friend of a node with
good reputation.

Once the friends list is created, messages should be
forwarded through the friends in the friends list. For
this, the source node first identifies its neighbour nodes.
Then, these neighbour nodes are compared with the
friends list to identify if any of the neighbour nodes is in
the friends list of a source node. If the neighbour node is
a friend node of source node, then the messages to the
destination is forwarded through this friend node. If the
source node meets more than one neighbour friend
node, then it forwards the message to all the friend
nodes. Hence, the chance of delivering the message to
the destination increases.

4 Social network routing
One of the routing techniques available for opportunistic
networks is a routing method called epidemic routing
[30]. In epidemic routing, messages are routed by flood-
ing the network with copies of messages. Therefore, if a
path exists between source and destination, message will
certainly be delivered via that path. But sending large num-
bers of redundant messages is wasteful and will drain the
batteries of the sensor nodes rapidly. Though many sensor
nodes operate under solar power, a methodology which
would not consume much of the energy is ever advisable.

Another main disadvantage of this routing is that the
messages are flooded between intruder nodes also. An
intruder node will not forward the incoming messages
and hence the messages will not reach the destination.
Social network routing is one which provides solution to
the abovementioned problem.

In social routing, the messages are forwarded through
friends of source node or destination node. Friends list is
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Figure 8 Comparison of message delivery probability by varying the number of nodes.

formed only by using good reputation nodes. Hence, there
is no possibility for messages forwarded through intruder
nodes. The source node first identifies its neighbour
nodes. Then, these neighbour nodes are compared with
the friends list to identify if any of the neighbour nodes is
in the friends list of a source node. If the neighbour node
is a friend node of source node, then the messages to the
destination is forwarded through this friend node.

If none of the neighbour node is in the friends list of
source node, then the data is stored in the buffer of the
source node until it meets the destination node and de-
livers it once the source node and destination node
meets each other. Once the messages in the buffer reach
the maximum time to live (TTL) value, they are dropped
by the source node. If the incoming message for a node
is one which is already in the node's buffer or if there is

not enough space for the incoming message, then this
node will reject the incoming message. The main advan-
tage of this type of routing is the probability of deliver-
ing the data to destination is high.

Social network routing is a protocol in which the mes-
sages are forwarded through the friends list of source
node or destination node. There is a possibility that the
nodes in the friends list might become selfish or mali-
cious in the future. If a friend becomes malicious, then it
would drop all the incoming messages to it except for its
own destined message. If a friend node becomes selfish,
then it would forward the messages only for a short
period of time, and after sometime, it would start drop-
ping all the incoming messages except for its own des-
tined message. Hence, it is necessary to monitor all the
nodes in the friends list.
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In this paper, we propose the integrated social network
routing protocol in which the friends list is monitored
periodically for identifying the misbehaving nodes in the
friends list. Once the misbehaving nodes are identified,
they are removed from the friends list and the friends
list is updated only with good reputed friend nodes.

The integrated social network routing protocol calcu-
lates the reputation of all the nodes in the network and
maintains the reputation values in a reputation table. It
uses two methodologies for calculating the reputation of
nodes in the network, namely (1) acknowledgement sys-
tem and (2) message delivery-based reputation system.

In the acknowledgement system, the destination node cre-
ates the ACK messages for each helper node which helped
for transmitting its own destined message to it. It sends the
created ACK to the source node of the message, and if the
source node receives the ACK, it would increment the repu-
tation of the helper nodes. In message delivery-based reputa-
tion system, the destination node will directly increment the
reputation of helper nodes in the reputation table.

The reputation values in the reputation table are period-
ically analyzed, and the reputation threshold (RT) is calcu-
lated. Then the reputation (R) of all the nodes is compared
with this reputation threshold, and if any node's reputation
value is less than the reputation threshold, then the node is
identified as misbehaving node. However, the misbehaving
node thus identified is not immediately removed from the
friends list, but is added to a list of suspicious nodes. And
if a node remains in the suspicious nodes list for a long
time, it is removed from the friends list. Then, the updated
friends list consists of only good reputed friend nodes and
ensures good delivery rate of messages.

5 Reputation calculation using acknowledgement
system

In Figure 3, the acknowledgement system is shown. In
this system, after each message is received at the destin-
ation, the destination node finds the nodes which helped
for forwarding the messages to it. The destination node
uses the path information for finding the helper nodes.
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Figure 11 Comparison of message delivery probability by varying the percentage of selfish nodes.
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Figure 12 Comparison of average delay by varying the percentage of selfish nodes.

Then, it creates and sends ACK message for the helper
nodes to the sender node of the message. Once the
sender node receives ACK message of the helper nodes,
it increments the reputation value of the helper nodes.
In Figure 4, node 1 generates message M1 and sends
to node 4. Message M1 is transmitted to node 2. The
node 2 then forwards the message to node 3, node MN
and node SN. Here, node MN is a malicious node and
hence drops the message M1, and the node SN is a selfish
node, which would keep the message for some time in its
buffer and later drops the message without forwarding it
to destination node. Hence, the node 3 alone helps in for-
warding the message to the destination node. Thus, the
reputation value is incremented only for node 3, and the
reputation values for nodes MN and SN remain the same.
Figure 5 shows the updation of reputation values by
the source node after receiving the ACK messages of the

helper nodes from the destination node. In Figure 5, the
reputation values of nodes 1, 2, and 3 are incremented
as they helped for forwarding the data whereas the repu-
tation values of nodes MN and SN are the same as they
dropped the messages without forwarding it to the des-
tination node.

6 Reputation calculation using message delivery-
based reputation system

This system also creates and initializes the reputation
table for updating the reputation values of the nodes. In
this system after the destination node receives message,
it finds the nodes which helps in transmitting the mes-
sages to it. The destination node uses the path informa-
tion for finding the helper nodes, and then, it directly
increments the reputation values of those nodes which
helps in transmitting the messages to it.
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Figure 13 Comparison of routing overhead by varying the percentage of selfish nodes.
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From Figure 6, we can see that the message M1 is
transmitted from source node 1. The source node then
forwards the message to node 2 and node MN. The
node 2 alone forwards the message to node 3, but the
node MN drops the message M1. The node 3 after re-
ceiving message forwards M1 to node 4 and node SN.
The node SN put the message in its buffer and drops it
after some period of time. Here, node 4 is the destin-
ation node and hence receives its message from node 3.
Once the destination node receives the message, it
would retrieve the path information for message M1.
Then, it finds the node which helped in forwarding the
message for it using the path information. From Figure 6,
it is seen that the destination node directly updates the
reputation values of the helper nodes in the reputation
table, whereas in the ACK system, the source node up-
dates the reputation table.

Algorithm to update message delivery based reputation
system is:

1. Begin

2. Initialize the reputation values of all the nodes in the
network

3. If the message (M) reaches the destination node (D),
then D’
i. Retrieves the path information of the received message
ii. Identifies the helper nodes from path [] of the

message M)

iii. Increments the reputation values of the helper nodes

4. End

7 Threshold-based updation of friends list
The flow diagram for threshold-based updation of friends
list is shown in Figure 7. The friends list is updated at
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Figure 15 Comparison of average delay by varying the percentage of malicious nodes.
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Figure 16 Comparison of routing overhead by varying the percentage of malicious nodes.

regular time interval of every 1,000 seconds. The repu-
tation values for all the nodes is calculated and main-
tained in the reputation table for every delivered
message using the two methodologies namely ACK sys-
tem and message delivery-based reputation system. For
updating the friends list, first, the mean (u) and stand-
ard deviation (o) of reputation values from the reputa-
tion table is calculated. Then, the reputation threshold
(RT) = | pn— c| is calculated. The reputation value of all
the nodes is compared with the calculated reputation
threshold, and if the reputation value of a node is less than
the calculated threshold, then that node is added to suspi-
cious list of nodes. If the node remains in the suspicious
list of nodes for a long time, then that node is identified as
a misbehaving node and is removed from the friends list.
Hence, after certain period of time, the friends list consists
of only good reputed friend nodes.

8 Results
The following parameters are considered for the assessment
of integrated social network routing protocol.

o Delivery probability - maximum probability to
deliver the message successfully.

e Overhead - additional bytes relayed to ensure packet
delivery with maximum probability.

e Average delay - the duration between the message's
generation time and the message's delivery time.

o False negative - if a misbehaving node is classified as
a good node, then it a false negative.

e False negative - if a misbehaving node is classified as
a good node, then it a false negative.

e Classification accuracy - accuracy of a measurement
system is the degree of closeness of measurements
of a quality to that quantity's actual (true) value.
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Figure 17 Comparison of classification accuracy by varying the percentage of malicious nodes.
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Figure 8 shows the comparison of message delivery
probability of SONR under message delivery-based repu-
tation system and ACK system by varying number of
nodes and keeping the number of malicious and selfish
nodes as constant. It shows that the delivery probability
is very high for message delivery-based reputation sys-
tem. The acknowledgement system updates the reputa-
tion table based on the received ACK. If the ACK is not
received for a node, then the reputation value is not
incremented even though the node helps for transmit-
ting a message whereas in the message delivery-based
reputation system, the reputation table is directly up-
dated by the destination node for those nodes which
helps for transmitting the messages to it. Hence, all the
good nodes are involved in message transmission in this
messages delivery-based reputation system, and there-
fore, the reputation probability is high for this system.

Figure 9 shows the comparison of average delay for
message transfer of SONR under the message delivery-
based reputation system and ACK system by varying the
number of nodes and keeping the number of malicious
and selfish nodes as constant. The average delay for

message transfer decreases when the number of nodes is
increased for both acknowledgement system and mes-
sage delivery-based reputation system when the node
density is high. This is because if the node density is
high, then there is a frequent chance for the transmitting
node to meet its friend node and hence the message is
delivered very soon to its destination.

Figure 10 shows the comparison of routing overhead of
SoNR under the message delivery-based reputation system
and ACK system while varying the number of nodes and
keeping the number of malicious and selfish nodes as con-
stant. The result shows that the additional information re-
quired to route message successfully increases when the
node density increases for both message delivery-based
reputation system and ACK system. This is because if the
node density increases, then the additional information re-
quired to route the messages also increases.

Figure 11 shows the comparison of message delivery
probability of SoNR under message delivery-based
reputation system and ACK system by varying percent-
age of selfish nodes and keeping the number of mali-
cious nodes and number of nodes as constant. It is seen
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Figure 19 Comparison of classification accuracy by varying the number of nodes.
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from the figure that the delivery probability remains
high for message delivery-based reputation system even
if the percentage of selfish nodes is very high because
this SONR protocol correctly identifies these selfish
nodes in the friends list and removes them. Thus, the
friends list consists of only good reputed friend nodes
which help in transmitting the messages successfully to
the destination.

Figure 12 shows the comparison of average delay of
SoNR protocol under the message delivery-based reputa-
tion system and ACK system by varying the percentage
of selfish nodes and keeping the number of malicious
nodes and number of nodes (30) as constant. It shows
that there is high delay for both the systems. The delay
is high because of the high density of selfish nodes in
the network.

Figure 13 shows the comparison of routing overhead of
SoNR protocol under the message delivery-based reputa-
tion system and ACK system while varying the percentage
of selfish nodes and keeping the number of malicious
nodes and number of nodes (30) as constant. The result
shows that the additional information required to route

message successfully increases when the node density in-
creases for both message delivery-based system compared
to that of ACK system. This is because if the node density
increases, then the additional information required to
route the message also increases.

Figure 14 shows the comparison of message delivery
probability of SONR protocol under message delivery-
based reputation system and ACK system by varying the
percentage of malicious nodes and keeping the number
of selfish nodes and number of nodes (30) as constant. It
is seen from the figure that the delivery probability re-
mains high for message delivery-based system even if
the percentage of malicious nodes is very high because
this SoNR protocol correctly identifies these malicious
nodes in the friends list and remove them. Thus, the
friends list consists of only good reputed friend nodes
which help in transmitting the messages successfully to
the destination.

Figure 15 shows the comparison of average delay of
SoNR under the message delivery-based system and ACK
system by varying the percentage of malicious nodes. The
figure shows that there is high delay for both the systems.
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Figure 21 Comparison of average delay by varying time.
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The delay is high because of the high density of malicious
nodes in the network.

Figure 16 shows the comparison of routing overhead
of SoNR protocol under the message delivery-based sys-
tem and ACK system while varying the percentage of
malicious nodes in the network. The result shows that
the additional information required to route message
successfully increases when the node density increases
for both message delivery-based system compared to
that of ACK system. This is because if the node density
increases, then the additional information required to
route the message also increases.

Figure 17 shows the classification accuracy of SoNR
protocol under message delivery-based reputation sys-
tem and ACK system by varying the percentage of mali-
cious nodes in the network. The number of nodes (30)
and the number of selfish nodes are kept as constant. It
shows that the classification accuracy is high for both
message delivery-based system and acknowledgement
system. This is because the false negatives are very less
for both the systems and the false positives are high
compared to false negatives. Hence, these figures shows

that all the bad nodes are correctly classified, and some
of the good nodes are classified as bad nodes.

Figure 18 shows the comparison of classification accuracy
of SoNR protocol under message delivery-based reputation
system and ACK system by varying the percentage of selfish
nodes and keeping the number of malicious nodes and
number of nodes (30) as constant. The classification accur-
acy in Figure 18 is lower than in that in Figure 17 since
there are more false negatives than false positives, and
hence, the classification accuracy is reduced.

Figure 19 shows the classification accuracy of SoNR
protocol under message delivery-based reputation sys-
tem and ACK system by varying the number of nodes
and keeping the number of malicious nodes and number
of nodes (30) as constant. The false negatives and false
positives are very less for acknowledgement system when
compared to that of the message-delivery based system.
Hence, the classification accuracy is high for ACK system
when compared to that of the message delivery-based
reputation system.

The comparison of message delivery probability of SONR
protocol under message delivery-based reputation system

Delivery Probability
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Figure 23 Comparison of message delivery probability of message delivery-based reputation system by varying the number of nodes.
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Figure 24 Comparison of message delivery probability of acknowledgement system by varying the number of nodes.

and ACK system by varying time is shown in Figure 20. It
is seen from the figure that the message delivery probabil-
ity of message delivery-based reputation system increases
when time increases.

The comparison of average delay of SoNR protocol
under message delivery-based reputation system and ACK
system by varying time is shown in Figure 21. The figure
shows that the delay increases for ACK system when time
is increased. This is because all the nodes need to transfer
the messages as well as the ACK message. The comparison
of routing overhead of SoNR protocol under message
delivery-based reputation system and ACK system by vary-
ing time is shown in Figure 22. It is seen from the figure that
the routing overhead is increased when the time increases.
This is because when the time increases, the additional byte
to transfer the message successfully also increases.

The comparison of message delivery probability of SONR
protocol under message delivery-based reputation system
by varying number of nodes is shown in Figure 23. The
comparison of message delivery probability of SONR proto-
col under ACK system by varying the number of nodes is
shown in Figure 24. It is seen that the delivery probability is
high when the misbehaving nodes are mitigated.

In a nutshell, message delivery-based reputation system
performs much better than acknowledgement system.
Table 1 provides a comparison of the proposed protocol

Table 1 Evaluation of the proposed protocol with AODV
and DSR - with 50% malicious nodes

Proposed SONR  Proposed SoONR  AODV DSR
(Ack) (Rep)
Packet Delivery ~ 0.58 098 052 031
Ratio
Throughput 3.86 6.38 49 2.86
(kbps)
Routing 39 52 622 413

Overhead %

with that of the standard AODV and DSR protocols. The
packet delivery ratio is higher in both the variations of
SoNR which shows the power of social network routing.

The reputation-based SoNR shows significant reduc-
tion in routing overhead since AODV and DSR are less
efficient in identifying the presence of malicious nodes and
are less capable for malicious node-aware effective data for-
warding. Subbaraj et al [31] support the above claim that
the standard AODV and DSR protocols require trust and
reputation support for handling routing in the presence of
malicious nodes.

9 Conclusions

This research mainly focused on integrated social network
routing (SoNR) protocol which routes the messages only
through good reputed friend nodes. Simulation results show
that the delivery probability of message delivery-based repu-
tation system of integrated social network routing protocol
is 30% better when compared to that of the acknowledge-
ment system of integrated social network routing protocol.
The percentage of classifying bad nodes as good nodes is
very less. However, the present work does not consider the
collusion of malicious and selfish nodes.
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