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Abstract

performance.

In this paper, we propose novel non-linear precoders for the downlink of a multi-user MIMO system in the existence
of multiple eavesdroppers. The proposed non-linear precoders are designed to improve the physical-layer secrecy
rate. Specifically, we combine the non-linear successive optimization Tomlinson-Harashima precoding (SO-THP) with
the generalized matrix inversion (GMI) technique to maximize the physical-layer secrecy rate. For the purpose of
comparison, we examine different traditional precoders with the proposed algorithm in terms of secrecy rate as well
as bit error rate (BER) performance. We also investigate simplified generalized matrix inversion (S-GMI) and
lattice-reduction (LR) techniques in order to efficiently compute the parameters of the precoders. We further conduct
computational complexity and secrecy-rate analysis of the proposed and existing algorithms. In addition, in the
scenario without knowledge of the channel state information (CSI) to the eavesdroppers, a strategy of injecting
artificial noise (AN) prior to the transmission is employed to enhance the physical-layer secrecy rate. Simulation results
show that the proposed non-linear precoders outperform existing precoders in terms of BER and secrecy-rate

Keywords: Physical-layer security, Precoding algorithms, Successive optimization, Secrecy-rate analysis

1 Introduction

Data security in wireless systems has been tradition-
ally dominated by encryption methods such as the Data
Encryption Standard (DES) and the Advanced Encryption
Standard (AES) [1]. However, these existing encryp-
tion algorithms suffer from high complexity and high
latency. Furthermore, development in computing power
also brings great challenges to existing encryption tech-
niques. Therefore, the development of techniques that
are capable of achieving secure transmission under high
computing-power scenario with low complexity have
become an important research topic.

From the viewpoint of information theory, Shannon
established the theorem of cryptography in his seminal
paper [2]. Wyner has subsequently posed the Alice-Bob-
Eve problem and described the wire-tap transmission
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system [3]. Furthermore, the system discussed in [3]
suggests that physical-layer security can be achieved in
wireless networks. Later on, another study reported in
[4] proved that secrecy transmission is achievable even
under the situation that the eavesdropper has a bet-
ter channel than the desired user in a statistical sense.
Furthermore, the secrecy capacity for different kinds of
channels, such as the Gaussian wire-tap channel and
the multi-input multi-output (MIMO) wire-tap channel,
have been studied in [5, 6]. In some later works [7, 8],
it has been found that the secrecy of the transmission
can be further enhanced by adding artificial noise to the
system.

1.1 Prior and related work

In recent years, precoding techniques, which rely on
knowledge of channel state information (CSI), have been
widely studied in the downlink of multi-user MIMO (MU-
MIMO) systems. Linear precoding techniques such as
zero-forcing (ZF), minimum mean square error (MMSE),
and block diagonalization (BD) have been introduced

© The Author(s). 2016 Open Access This article is distributed under the terms of the Creative Commons Attribution 4.0
International License (http://creativecommons.org/licenses/by/4.0/), which permits unrestricted use, distribution, and
reproduction in any medium, provided you give appropriate credit to the original author(s) and the source, provide a link to the

Creative Commons license, and indicate if changes were made.


http://crossmark.crossref.org/dialog/?doi=10.1186/s13638-016-0755-5-x&domain=pdf
mailto: xtl503@york.ac.uk
http://creativecommons.org/licenses/by/4.0/

Lu et al. EURASIP Journal on Wireless Communications and Networking (2016) 2016:259

and studied in [9-11]. Furthermore, non-linear precoding
techniques like Tomlinson-Harashima precoding (THP)
[12] and vector perturbation (VP) precoding [13] have
also been reported and investigated. In the previous men-
tioned works, the implementation of linear or non-linear
precoding techniques at the transmitter are considered
with perfect knowledge of CSI to the users. In the sce-
nario without knowledge of CSI to the eavesdroppers, one
technique which is effective in improving the secrecy rate
of the downlink of MU-MIMO systems is the application
of artificial noise (AN) at the transmitter [7]. Several cri-
teria or strategies applying AN to wireless systems have
been introduced in [14, 15]. In particular, the approaches
reported in [8] have been applied to the downlink of
MU-MIMO systems. Apart from the studies in precod-
ing techniques, there are also some works that intro-
duce lattice-reduction (LR) strategies [16, 17]. The LR
strategies are also implemented prior to the transmis-
sion, and it has been proved that the LR-aided system
can achieve full diversity in the downlink of MU-MIMO
systems.

1.2 Motivation and contributions

Prior work on precoding for physical-layer security sys-
tems has been heavily based on [7, 8], which can effectively
improve the secrecy rate of wireless systems. However, it
is well known in the wireless communications literature
that non-linear precoding techniques can outperform lin-
ear approaches. In particular, non-linear precoding tech-
niques require lower transmit power than linear schemes
and can achieve higher sum rates. However, work on non-
linear precoding for physical-layer security in wireless
systems is extremely limited even though there is poten-
tial to significantly improve the secrecy rate of wireless
systems. The motivation for this work is to develop and
study non-linear precoding algorithms for MU-MIMO
systems that can achieve a secrecy rate higher than that
obtained by linear precoders as well as a lower transmit
power requirement and an improved bit error rate (BER)
performance.

In our work, we develop and study successive opti-
mization Tomlinson-Harashima precoding (SO-THP)
algorithms based on the generalized matrix inversion
approach reported in [11]. Specifically, the proposed
non-linear precoders exploit both successive interference
cancelation, lattice reduction, and block diagonalization,
which can impose orthogonality between the channels
of the desired users. This combined approach has not
been considered previously in the literature and has the
potential of achieving a higher secrecy rate than exist-
ing non-linear and linear precoding algorithms as well as
an improved BER performance as compared to prior art.
The major contributions in our paper are summarized as
follows:
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e A novel non-linear precoding technique, namely
SO-THP+GM], is proposed for the downlink of
MU-MIMO networks in the presence of multiple
eavesdroppers.

e The proposed SO-THP+GMI algorithm combines
the SO-THP with the generalized matrix inversion
(GMI) technique to achieve a higher secrecy rate.

e The proposed SO-THP+GMI precoding algorithm is
extended to a simplified GMI (S-GMI) version which
aims to reduce computational complexity of the
SO-THP+GMI algorithm.

e An LR strategy is combined with the aforementioned
S-GMI version proposed algorithm, and this
so-called LR-aided-version algorithm achieves full
receive diversity.

¢ An analysis of the secrecy rate achieved by the
proposed non-linear precoding algorithms is carried
out along with an assessment of their computational
complexity cost.

e When different power is allocated to generate the
artificial noise, an analysis of the power ratio which
can achieve the optimal value in terms of secrecy rate
is given

The rest of this paper is organized as follows. We begin
in Section 2 by introducing the system model and the
performance metrics. A brief review of the standard SO-
THP algorithm is included in Section 3. In Section 4, we
present the details of the proposed SO-THP+GMI, SO-
THP+S-GMI, and LR-SO-THP+S-GMI precoding algo-
rithms. Next, in Section 5, the analysis of secrecy rate and
the computational complexity of the precoding algorithms
are carried out. In Section 6, numerical evaluation is con-
ducted to show the advantage of the proposed precoding
algorithms. Finally, some concluding remarks are given in
Section 7.

1.3 Notation

Bold uppercase letters A € CM*N denote matrices with
size M x N and bold lowercase letters & € CM*! denote
column vectors with length M. Conjugate, transpose, and
conjugate transpose are represented by (-)*, ()T and (),
respectively; Iy is the identity matrix of size M x M;
diag{a} denotes a diagonal matrix with the elements of
the vector a along its diagonal; and CA(0, 02) represents
complex Gaussian random variables with i.i.d entries with
zero mean and o2 variance.

2 System model and performance metrics

In this section, we introduce the system model of the
downlink of the MU-MIMO network under considera-
tion. The performance metrics used in the assessment of
the proposed and existing techniques are also described.
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2.1 System model

Consider a MU-MIMO downlink wireless network con-
sisting of one transmitter or Alice at the access point, T
users or Bob, and K eavesdroppers or Eve at the receiver
side as shown in Fig. 1. The transmitter is equipped
with N; antennas. Each user and each eavesdropper node
are equipped with N, and Ny receive antennas, respec-
tively. In this system, we assume that the eavesdroppers
do not jam the transmission and the channel from the
transmitter to each user or eavesdropper follows a flat-
fading channel model. The quantities H, € CN-*Nt and
H, e CNexNe denote the channel matrix of the ith
user and kth eavesdropper, respectively. Following [18],
the number of antennas should satisfy N[tOtaI > T x
N,. During the transmission, Ny = M x N, antennas
at the transmitter are activated to perform the precod-
ing procedure. In other words, the precoding matrix is
assumed here for convenience to be always a square
matrix.

We use the vector s, € CNr*! to represent the data sym-
bols to be transmitted to user r. An artificial noise (AN)
can be injected before the data transmission to enhance
the physical-layer secrecy. We use the vector s, € C”*!
with m < (N — T x N;) to denote the independently
generated jamming signal. Assume the transmit power of
user ris E,, and 0 < p < 1 is the power fraction devoted
to the user. Then, the power of the user and the jamming
signal can be respectively expressed as E [sﬁ sy] = pE, and
E[s"s/] = (1—p)E,. Finally, the signal after precoding can
be expressed as

Xy = Prsr + P;S;, (1)

User 1

User T

Access Point

Eavesdropper 1

Eavesdropper K

Fig. 1 System model of a MU-MIMO system with T users and K
eavesdroppers
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where the quantities P, € CNe*Nr and P, ¢ CNexm
are the corresponding precoding matrices. Here, we take
zero-forcing precoding as an instance. Given the total
channel matrix H :[HIT H2T H,T H},[]T,
the total precoding matrix can be obtained as P*f =
HH (HH™)~1. The precoding matrix P%F can be expanded
to P2 =[P, P, --- P, Py]. Simultane-
ously, the precoding matrix P, can be generated from the
null space of the rth user channel H, by singular value
decomposition (SVD) [8]. As a result, we have H,P, =
0, which means the jamming signal does not interfere
with the user’s signal. The received data for each user or
eavesdropper can be described by

T
y, =B | HPsy + HPs,+ H, > Psj+m|,
j=1j#r
2)
E, ,
where 8, = |—————— is used to ensure that the
P[] + |2, ]|

transmit power after precoding remains the same as the
original transmit power E, for user r.

2.2 Secrecy rate and other relevant metrics

In this subsection, we describe the main performance
metrics used in the literature to assess the performance of
precoding algorithms.

2.2.1 Secrecy rate and secrecy capacity

According to [3], the level of secrecy is measured by the
uncertainty of Eve about the message R, which is called
the equivocation rate. With the total power equal to E,
the maximum secrecy capacity C; for the MIMO system
without AN is expressed as [6]

= H
* Qszo,Tn};(i())(shEs log (det (7 + HyaQ.H,,)) )

— log (det (I + HeaQngl)) ’

where the quantity Q; is a positive-defined covariance
matrix associated with the signal after precoding. Es is
the total transmit power. Hy, € CN(0,1) and H,, €
CN (0, 1/m) represent the channel to the users and eaves-

2
droppers, respectively. Here, m = Z% represents the

gain ratio between the main and wire-taalp channels. The
secrecy capacity is defined as the maximization of the dif-
ference between two mutual informations. However, the
channels are usually not perfectly known in reality. This
situation is known as the imperfect channel state infor-
mation (CSI) case in [7], which we will address in our
studies.
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2.2.2 Computational complexity

According to [18], non-linear precoding techniques can
approach the maximum channel capacity with high com-
putational complexity. High complexity of the algorithm
directly leads to a high cost of power consumption. In our
research, however, novel non-linear precoding algorithms
with reduced complexity are developed.

2.2.3 BER performance

Ideally, we would like the users to experience reliable com-
munication and the eavesdroppers to have a very high BER
(virtually no reliability when communicating). The algo-
rithm is supposed to achieve high diversity for the MIMO
system.

3 Review of the SO-THP algorithm

In this section, a brief review of the conventional suc-
cessive optimization THP (SO-THP) in [9] is given. The
general structure of the SO-THP algorithm is illustrated in
Fig. 2, and its main implementation steps are introduced
in the following.

In Fig. 2, a modulo operation M(-) which is defined in
[19] is employed to fulfill the SO-THP algorithm. Based on
[18], THP can be equivalently implemented in a successive
block diagonalization manner. In particular, the precoding
matrix is given by

~ (0)
PP =V, TV, (4)

where 17,(0) € CNexNr s the nullifying matrix of the rth

user’s channel and Ve is a unitary matrix of
the corresponding effective channel, and the
demodulation matrix of the rth wuser is chosen
as D, = Ugf, where I,Iiflff is also obtained from
the effective channel. Given a channel matrix
H, :[Hl H, H,_; Hr+1 HT]T;
‘7,(0) can be obtained by the SVD operation
H, = flrf)r[ffil) ffio)]H. Based on 17,(0), an effective

channel can be calculated, and with a second SVD oper-
ation Hegr = H,V,(O) = UeXerVesf?, we are capable
of getting Vg and U{jff. For each iteration, the SO-THP
algorithm selects the user with maximum capacity from
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the remaining users and processes it first. The selection
criterion is described as

(5)

where Cpax,r denotes the maximum capacity of the rth
user and C, is the capacity considering the interference
from the other users. If we assume there is no interference
from other users and the capacity can be achieved by the
SVD procedure, we have

H, = urzr[ Vr(l) Vr(o)]H ’

arg mrin(Cmax,r - G);

(6)
H
Crnax,r = 10g2 det (I + HrVr(l) Vr(l) HrH> ) )

In the scenario considering the interference from the
other users, the BD decomposition is implemented on the
channels of the remaining users in each iteration:

C, = log, det (I + H,P,P,""H,"); (8)

Therefore, the filters for the SO-THP algorithm can be
obtained as

F= (P Pp), )
Ugin
D= , (10)
Ueiry
B = lower triangular <DHF o diag ([DHF];1 )) .
(11)

It is worth noting that F in (9) and D in (10) are cal-
culated in the reordered way according to Eq. (5) and the

scaling matrix G = diag ([DHF];1 )

4 Proposed precoding algorithms

In this section, we present three non-linear precoding
algorithms SO-THP+GMI, SO-THP+S-GM]I, and LR-SO-
THP+S-GMI for the downlink of MU-MIMO systems and
a selection criterion based on capacity is devised for these
algorithms. We then derive filters for the three proposed
precoding techniques, which are computationally simpler
than SO-THP.

Fig. 2 Centralized SO-THP structure

n
s l ' modulo operatol
modulo operator e
4R\ . : -1
— M F H diag(DHF;;
‘v % NP, 2g(DHFy)
transmitter channel receiver
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According to [18], the conventional SO-THP algorithm
has the advantage of improving the BER and the sum-rate
performances; however, the complexity of this algorithm
is high due to the successive optimization procedure and
the multiple SVD operations. In [20], an approach called
generalized MMSE channel inversion (GMI) is developed
to overcome the noise enhancement drawback of BD
caused by its focus on the suppression of multi-user inter-
ference. Later in [21], it has been shown that the complete
suppression of multi-user interference is not necessary
and residual interference is so small that it cannot affect
the sum-rate performance. This approach is called simpli-
fied GMI (S-GMI). The proposed algorithms are inspired
by dirty paper coding (DPC) [22] and other non-linear
precoding techniques [18, 23, 24] which have been inves-
tigated for the downlink of MU-MIMO systems.

4.1 SO-THP+GMI algorithm

The proposed SO-THP+GMI algorithm mainly focuses
on achieving high secrecy-rate performance with lower
complexity than the conventional SO-THP algorithm.
In the conventional SO-THP algorithm, the precoding
matrix as well as the receive filters are obtained with
(4) using the BD algorithm without considering noise
enhancement. In [20], the GMI scheme uses the QR
decomposition to decompose the MMSE channel inver-
sion H € CNexTNr a5 expressed by

H = H'H + oD 1HY, (12)

Hr =( Q_}"(O) Q_r(l)
where H, € CNeNrp Q € CNoNi js an orthog-
onal matrix and R, € CN*Nr is an upper triangular
matrix. In (12), the noise is taken into account. As a
result, the generation of the precoding matrix will mit-
igate the noise enhancement. When the GMI-generated
precoding matrix is used to calculate the channel capac-
ity with (8), the reduced noise contributes to the increase
of secrecy rate. Also with (13), the QR decomposition
reduces the computational complexity as compared with
the conventional SO-THP algorithm implementing the
SVD decomposition. To completely mitigate the interfer-
ence, a transmit-combining matrix T, given in [20] is

IR, for
0)
r

Vzl,"',T, (13)

applied to Q_r(o). Once we have Q, % and T,, we can write
the relation
= 0 - H
HrQr( )Tr = UrErVr ) (14)
Then, the precoding matrix and the receive filter for the
GMI scheme are given by

Q_T(O) TrVr],
(15)

Py Z[Ql( )T1V1 Qz( T, V,
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Mgwm = diag {lilH " U_TH} , (16)
where Payy € CNONe and Mgy € CNe*Ne | The details of
the proposed SO-THP+GMI algorithm to obtain the pre-
coding and receive filter matrices are given in the table of

Algorithm 1.

Algorithm 1 Proposed SO-THP+GMI Precoding
1: forr=1:Tdo

G, =H,;

3 G, =UX,[ Vr(l) Vr(o)]H;

& F,=V,D;

5 Chpax,y = log, det (I + R,:rl G,F,F" GrH> ;

6: end for

7

8

9

»

M = H;
: loop
whiler =T :1do
10: forn=1:rdo
1 G=M"M + o) M"
) = D)y 5
12: Gn :[Qr( ) QV( )]R"
= (0) iy v
13: MnQr Tr = UnEnVn
14: P, = Q_n(O) Tr‘;"(l)
15: end for
16 forj=1:rdo
7 Cj = log, det (I + R;}MJP/PJHMJ‘H> ;
18: end for
19: a, = arg min;(Cygxj — Cj);
20: Fr=P,;
21: D, = liarH;

22: M =[HT..

23:  end while

24: end loop

25: F=(F1---Fr);
D,

T T T
“Hy 1"Hg. 41" ---Hr']

26: D = .
Dr
27: B = lower triangular (DHF e diag ([ DHF],!))

4.2 SO-THP+S-GMI algorithm

Further development on SO-THP+GMI with complexity
reduction leads to a novel SO-THP+S-GMI algorithm. A
simplified GMI (S-GMI) has been developed in [21] as
an improvement of the original RBD precoding in [9].
This is known as S-GML. In (14), a transmit-combining
matrix is applied to achieve complete interference can-
celation between different users. In this case, the inter-
ference will not be completely mitigated, resulting in a
slight decrease of the sum rate even though the complexity
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will have a significant reduction [21]. Here, we incorpo-
rate the S-GMI technique into an SO-THP scheme and
devise the SO-THP+S-GMI algorithm. The transmit and
receive filters of the proposed SO-THP+S-GMI algorithm
are described by

- © o« ~H
H"Qr( ) - UrErVr ’ (17)
S0~ (O - (0).x
Ps awi =[Q;"Vi @V - @QVyl,
(18)
. ~H ~H - H
MS—GMIZdlag{Ul u, ur }, (19)

where Ps_gmr € CNexN: gnd Ms.gmr € CNexN,

With reduced computational complexity, the SO-
THP+S-GMI algorithm is capable of achieving better
secrecy-rate performance especially at lower signal-to-
noise ratio (SNR). The detailed S-GMI procedure imple-
mented in the proposed SO-THP+S-GMI algorithm is
shown in Algorithm 2. Cooperated with Algorithm 1, the
precoding and receive filter matrices can be obtained.

Algorithm 2 S-GMI Precoding

1. forn=1:rdo

2 G=WMM+aoD) M
= (0 - (1
2 G, =1Q,” Q"R
4

n
= (0 < = - H
MnQn( ) = Unznvn
= (0),7 (1
s P,=0Q,”V,
6: end for

4.3 LR-SO-THP+S-GMl algorithm

The development in linear algebra contribute to the
lattice-reduction technique application in wireless net-
works. According to the study in [16], a basis change
may lead to improved performance as corroborated by
lattice-reduction techniques. The more correlated the
columns of channel H, the more significant the improve-
ments will be. To achieve full diversity of the system,
with complex lattice-reduction (CLR) algorithm [25], the
LR-transformed channel for the rth user is obtained as

Hll, =H[L, (20)

where Hyeq, € CNrxNt s the transposed reduced channel
matrix. The quantity L, € CN*Nr is the transform matrix
generated by the CLR algorithm. Note that the transmit
power constraint is satisfied since M, is a unimodular
matrix.

Compared to the conventional SO-THP algorithm, the
lattice-reduced channel matrix Heq, is employed in the

Page 6 of 12

conventional S-GMI algorithm. The details of the LR-
aided S-GMI procedure are given in Algorithm 3. Coop-
erated with Algorithm 1, we can complete the calculation
of the precoding and receive filter matrices.

Algorithm 3 Lattice-Reduction aided S-GMI Procedure
1: forn=1:rdo
2 G=H"H+ o) 'HH

- (0
3 [Hpa,” Q]=CLLLGH)

= (0 < & = H
5 MnQn =Un2nvn
- -~
6 P, = n(O)V,,(
7. end for

5 Analysis of the algorithms

In this section, we develop an analysis of the secrecy
rate of the proposed precoding algorithms along with a
comparison of the computational complexity between the
proposed and existing techniques.

5.1 Computational complexity analysis

According to [25], it can be calculated that the cost of
the QR in floating-point operations per second (FLOPS)
is 22.4 % lower than BD. The results shown in Table 1
indicate that the complexity is reduced by about 22.4 %
by the proposed SO-THP+GMI compared with the con-
ventional SO-THP calculated in the same way. Based on
the proposed SO-THP+GMI algorithm, further complex-
ity reduction can be achieved by SO-THP+S-GMI and the

Table 1 Computational complexity of the proposed
SO-THP+GMI algorithm

Steps  Operations FLOPS Case
(2,22) x6
1 G =UZX[V,.Dy,OF, 32R(N:N?
+N2) 3072
2 G= (N7 — 2N?
G = (H'H +ol)""H" +Ne + 16NgNZ) 3822
- _ R
3 G, = Q,R, 3 16r(NZN;
r=1
FNNZ + IND) 9472
_ R
4 Heypn = HpQ,T) > 16rNgN? 20,736
r=1
R
H
5 He, = UP TPV, > 64r(ING+
r=1
NeN? + SNEND) 26,496
6 B = lower triangular
(DHF e diag ((DHF];"))  16NgN? 3456
Total 67,054
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complexity is about 34.4 % less than that of the conven-
tional SO-THP algorithm.

Figure 3 shows the required FLOPS of the proposed
and existing precoding algorithms. Linear precoding gives
lower computational complexity, but the BER perfor-
mance is worse than non-linear ones. The three proposed
algorithms show an advantage over the conventional
SO-THP algorithm in terms of complexity. Among all
the three proposed algorithms, SO-THP+S-GMI has the
lowest complexity followed by LR-SO-THP+S-GMI. SO-
THP+GMI requires the highest complexity. In Fig. 3,
the SO-THP+S-GMI algorithm has similar performance
as the LR-SO-THP+S-GMI algorithm. Although the
lattice-reduction procedure is implemented in the LR-
SO-THP+S-GMI, the matrices produced in the lattice
reduction can be also used in the S-GMI algorithm so that
the complexity of the LR-SO-THP+S-GMI algorithm is
just slightly higher than SO-THP+S-GMI.

5.2 Secrecy-rate analysis

Theorem 1 In full-rank MU-MIMO systems with per-
fect knowledge of CSI, the proposed algorithms are capable
of achieving a high secrecy rate, and in the high-SNR regime
(i.e, Es — 00), the secrecy rate will converge to fgc"“
which is given as (21),

> -1
CE = log (det ((HeaHl) ' (i HL)) (D)
Proof Under the conditions
HZZHba = Hg;Hea (22)
rank(Hp,) = rank(H,.,) (23)

x 10

—O— SO-THP+GMI

6 | —&— so-THP

—HB— SO-THP+S-GMI

—5—8D
LR-SO-THP+S-GMI

FLOPs

4 6 8 10 12 14 16
NH>< NT

Fig. 3 Computational complexity in FLOPS for MU-MIMO systems
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and based on (3), we can have the secrecy capacity
expressed as (24). If T'(P) = (H.,PP"H!)~'(H,,PP"
HZ;), (24) can be converted to (25).

max

H\—1 H
G = Q;>0,Tr(Qy)=E; log (det ((I T HeaQllea) I+ Hia QsHb“)))

(24)

_ -1
G = o omas _, log(det (TP, Q)™ 022 Q0))
(25)
®1(P,Qy) = (Hot PP H) ™' (I + H,QH)  (26)

®3(P, Q) = (HpPPTHL) ™ (I + HpQHIL)  (27)

In (25), (26), and (27), P is the precoding matrix derived

from the legitimate users’ channel. With Q, = E [xsxSH 1=
E[ Pss" P, E[ ss"] = E,, and PP = I, we can have

E[(PPT)71Q,] = E; (28)
Then

E[(Hp,PPPHI ) H),,Q.HIL 1 = E; (29)

E[(H..,PP"H?)"'H,,QH"] = E; (30)

In (25), the expectation value is given as (31). Substitut-
ing (29) into (31), the formula can be expressed as (33).

SA = E[®1(P, Q) 102(P, Q)]

=E[®3(P,Qy) " ((Hp PP HIL)™! (31)
+(HbaPPHHZ;)_1HhaQsHZ;))]

®3(P,Q,) = (HeuPPTHE )™
3(P, Q) = ( ea) (32)

+(H,PPPHI! )Y H,,QHY,

SA =E[((HmPPH H) ™ 4 )7 (Hp PP HE ) +ES)]
- E[((HeaPPHHg)—1+ES + I)_l((HbaPPHHZZ)‘l)]

~(HeaPP"Hy) )]
(33)
According to (33), in the high-SNR regime and when

SNR — oo, E; — 00, SA — I. Then, the secrecy rate
expressed in (25) will result in (34).

CE7 ™ = log (det (He PP HIL) ™ (H,,PPYHI.)))
(34)
To satisfy the power constraint, we always have

E[PP"] = I, then the secrecy rate Cgec will converge to a
constant, that is,

CE7 ™ = log (det(HooHE) ™ (Hp, HY.))

sec

(35)
This completes the proof. O
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In the following, the percentage of the injected artificial
noise power is set to 40 % of the total transmit power. The
percentage of the artificial noise power is determined to
achieve an optimal result in terms of the secrecy rate. The
details of the derivation are expressed in the Appendix.
When AN is added during the transmission, Eq. (3) can be
transformed to

log (det( + Hy,QH',))
— log (det (I + (I + HeyQUH™) ™' (Ho,Q.H,)))
(36)

To assess the influence of different channel gain ratios
between legitimate users and the eavesdroppers, we
fix the legitimate users’ channel gain and change the
eavesdroppers. The above Eq. (36) can be further trans-
formed to

log(det(I + H,Q.H )

37
— log(det( + ((HeoHE) ™' + QD 71Qy) 7

In the high-SNR regime, E; — o0, according to (28),
Qs, Q; — 00, the term (Hme;;)_1 then can be omitted
and the result is the following expression

log(det(I +H},, Q.HY ) —log(det(I + (Q) ' Qy), (38)

Considering artificial noise, (Q))~'Q, = p/(1 — p)I.
When p is fixed, log(detd + (Q.)~'Q,)) would be a
constant. From (38), the secrecy rate will increase even
when the eavesdroppers have better statistical channel
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knowledge than the legitimate users. Although, the
secrecy rate can be positive in the scenario that the eaves-
droppers have better statistical channel knowledge. With
more power allocated to the artificial noise 1 — p — 1,
less power will be available for the users p — 0 which
will lead to a fast decrease of the capacity to the intended
users which is expressed as log(det(I + H;,aQSHgZ ).
As a result, the secrecy rate will finally fall down to
zero. By changing the variable p from 0.1 to 0.9, the
secrecy rate will rise to an optimal value, then converge to
zero.

6 Simulation results

A system with N; = 4 transmit antennas and T' = 2 users
as well as K = 1, 2 eavesdroppers is considered. Each user
or eavesdropper is equipped with N, = 2 and N; = 2
receive antennas.

6.1 Perfect channel state information

In Fig. 4, the proposed LR-SO-THP+S-GMI algorithm has
the best BER performance. The SO-THP+S-GMI algo-
rithm has the exact same secrecy-rate performance as the
SO-THP+GMI algorithm. In Fig. 5, all of these non-linear
proposed algorithms can achieve a much higher secrecy-
rate performance especially in low-SNR scenarios. In the
scenario where T > K, the secrecy rate of the proposed
algorithms has around a 5 bits/Hz higher rate than the
other precoding techniques. When T' = K, Fig. 6a shows
that the proposed algorithms achieve a higher secrecy
rate than the other techniques at low SNRs. And the

10°

BER

Q- MMSE

[ ....E... BD

[ | =©=zF-THP

L | = & -so-THP

| | ==B—SO-THP+GMI
—— SO-THP+S-GMI
[ | —©—LR-SO-THP+S-GMI
=--= EVE SO-THP+S-GMI

10°®
0 5 10

15 20 25

SNR(dB)
Fig. 4 BER performance with precoding techniques in 4 x 4 x 2 MU-MIMO broadcast channel, m = 0.5
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20| —©— LR-SO-THP+S-GMI

secrecy rate (bits/Hz)
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(a) 4 x 4 x2 MU-MIMO
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Fig. 5 Secrecy-rate performance with precoding techniquesina4 x 4 x 2
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0 i i i i i i i

15 20

SNR(dB)
(b) 4 x4 x2 Mu-mMIMO

broadcast channel with perfect CSI, m=0.5

MU-MIMO broadcast channel, m = 0.5 and 1

25 30 35 40

secrecy rate will converge to a constant which will depend
on the gain ratio between the main and the wire-tap
channels m.

6.2 Imperfect channel state information

In the simulations, the channel errors are modeled as
a complex random Gaussian noise matrix E following
the distribution CN (0, 082). Then, the imperfect channel
matrix H¢ is defined as

H°=H+E (39)

We assume the channels of the legitimate users are
perfect and the eavesdropper will have imperfect CSI.

In Fig. 6b, the secrecy-rate performance is evaluated in
the imperfect CSI scenario. Compared with the secrecy-
rate performance in Fig. 6a, the secrecy rate will suffer
a huge decrease in the imperfect CSI scenario. When
T = K, Fig. 6b shows that the secrecy rate at low
SNR is degraded and the secrecy rate requires very
high SNR to converge to a constant. It is worth not-
ing that the proposed SO-THP+S-GMI has the best
secrecy-rate performance among the studied precoding
techniques.

6.3 Imperfect channel state information with artificial
noise

In Fig. 6c AN is added and the total transmit power E;
is the same as before. Comparing the results in Fig. 6b,
¢, it is clear that by injecting the artificial noise, the
secrecy rate can achieve a much better performance in
a high-SNR scenario. In Fig. 6¢, the channel gain ratio is
m = 2. According to the secrecy performance of Fig. 6d,
40 % of the transmit power E; is used to generate AN.
In Fig. 6d, it shows the secrecy rate with the change
of the transmit signal power ratio to the artificial noise.
The channel gain ratio is m = 1. Comparing the theoreti-
cal result and the simulation result, the optimal value can
be achieved when the transmit signal power ratio to the
artificial noise is 0.6.

7 Conclusions

Precoding techniques are widely used in the downlink
of MU-MIMO wireless networks to achieve good BER
performance. They also contribute to the improvement
of the secrecy rate in the physical layer. The three pro-
posed algorithms can all achieve higher secrecy-rate per-
formance than conventional techniques. Firstly, if we
consider the complexity as the most important met-
ric, among all the studied non-linear precoding tech-
niques, the proposed SO-THP+S-GMI algorithm requires
the lowest computational complexity which results in a
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significant improvement on the efficiency. Secondly, if the
transmission accuracy comes first in the design, the LR-
SO-THP+S-GMI algorithm is also superior to the existing
linear and non-linear algorithms considered.

Appendix
Based on Eq. (38), if we consider pA = H},Q H!! e 20d
Q- 1Q, = p/(1 — p)I, it can be rewritten as

log(det(I + pA)) — log(det(I + p/(1 — p)I), (40)

Here, we first take the derivative of log(det(I +
pA)). Firstly, we assume A is an m X m matrix.
The eigenvalue of matrix I + pA is 1 + pa,1 +
,0(12, 1—|—pam The elgenvalue of matrix A(I + pA)~1i
. With these assumptlons,

1+pa1 ’ 1+paz
we can have

1+pa

det( + pA) = (14 pa1)(1 + paz) - - - (1 + pay), (41)
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and
_ al a A
Tr(A(I+pA) ™) = + 4t )
A +ed) ) 1+ pa; 1+ pay 1+ pam
(42)

The differentiate of log(det(I+ pA)) can be expressed as

d{log(det + pA))}  dilog((1 + pa1)(1 + paz) - -- (1+pam))}
dp - dp ’
_ d{log(1 + pa1))
=—0
dflog(1
n {log(1 + pa»)} .
dp
d{log(1 + pay)}
+ - 5
dp
al an
_(1+pu1 * 1+ pay +

Am
+ ——)In(2),
1+pﬂm) (2

= Tr(A(I + pA) 1) In(2).

(43)

Similarly, the differentiate of log(det(I + p/(1 — p)I)
can be obtained as Tr(Z) In(2). The optimal value can be
obtained by calculating

Tr(A(I + pA) 1) In(2) — Tr(I) In(2) = 0 (44)
which is equivalent to
1-pA=1L (45)

Substituting A with %H baQsHZl , (45) can be rewritten
as

1
- DHpQH), =1. (46)
Given the constraints Tr(Q,) = pEs and Hy, €
CN(0,1), in the simulation scenario, we can solve (46) as

4(l —1p? =1 (47)
0
The optimal value is achieved at p = 0.5. How-
ever, due to the existence of Gaussian noise, the opti-
mal value is shifted. Based on (44), we focus on the
first term Tr(A(I + pA)~1)In(2). It can be rewritten as
Tr((A~Y) =Y + pA)~1) In(2). Finally, we can have

Tr(A™ + pI) In(2) (48)
when considering Gaussian noise, A = ﬁ”baQsHZf

Here, 02 represents the variance of the noise. When the
signal variance is set to 1, we can have 6> < 1. If we use
the matrix N, to represent the effect of the noise, we can
transfer A = %H haQsHZ, + N, where the elements in N,
are positive. Substituting A with %H baQsHZz + N, (45)
can be obtained as

(% — )(HpQH!L + N =1. (49)
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Comparing (46) with (49), the optimal value of (49)
is achieved at a higher value of p which is 0.6 in our
simulation.
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