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Abstract

This paper investigates the secrecy performance of amplify-and-forward (AF)-relaying cooperative cognitive radio
networks (CCRNs) over Rayleigh-fading channels. Specifically, we consider practical passive eavesdropping scenarios,
where the channel state information of the eavesdropper’s link is not available at the secondary transmitter. In order
to avoid interfering with the primary receiver and enhance the secrecy performance, collaborative distributed
beamforming is adopted at the secondary relays. Closed-form and asymptotic expressions for the secrecy outage
probability of CCRNs in the presence of single and multiple non-colluding eavesdroppers are derived. The asymptotic
analysis reveals that the achievable secrecy diversity order of collaborative distributed beamforming withM AF relays
isM− 1 regardless of the number of eavesdroppers. In addition, simulations are conducted to validate the accuracy of
our analytical results.
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1 Introduction
Cognitive radio has been regarded as a potential means
to improve spectral efficiency by allowing secondary
users (SUs) to share the spectrum originally allocated
to the primary users (PUs), as long as the generated
interference aggregated at the primary receivers is below
acceptable levels [1]. In order to enhance system per-
formance and extend the coverage of secondary trans-
mission, cooperative relay techniques have been further
introduced into cognitive radio networks (CRNs), and
thus, a novel network model, cooperative cognitive radio
networks (CCRNs), has attracted significant interests in
the research community [2]. On the other hand, due to
the broadcast nature of wirelessmedium and the openness
of cognitive radio architecture, CRNs face a more seri-
ous challenge of security, and higher layer cryptographic
authentication and identification have become expen-
sive and vulnerable to attacks [3]. Recently, a promising
approach towards achieving secure communications has
been developed by Wyner in [4] termed as physical layer
security, the key idea of which lies in exploiting the ran-
domness of wireless channels to ensure the security of
confidential information.
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Due to the advantages of physical layer security, many
researchers have devoted efforts to investigate the physi-
cal layer security issues in CRNs [5–10]. In [5], the secrecy
performance of CRNs in terms of the secrecy outage prob-
ability and the probability of non-zero secrecy capacity
was analyzed. In [6], the authors investigated the achiev-
able secrecy rates of multiple-input single-output (MISO)
CRNs with different beamforming schemes. Later, the
secrecy outage performance of single-input multiple-
output (SIMO) CRNs using selection combining (SC)
and generalized selection combining (GSC) was inves-
tigated in [7] and [8], respectively. The authors in [9]
investigated the secrecy outage and diversity performance
for multi-user multi-eavesdropper CRNs. The exact and
asymptotic expressions of the secrecy outage probabil-
ity in multiple-input multiple-output (MIMO) CRNs with
transmit antenna selection (TAS)/maximal ratio combin-
ing (MRC) were derived in [10].
In addition to the multi-antenna diversity, user coop-

eration can also be exploited to enhance the security of
wireless transmission. The authors in [11] proposed an
opportunistic decode-and-forward (DF)-relaying scheme
for CCRNs against eavesdropping. In [12], we investigated
the secrecy outage performance for DF-relaying CCRNs
with outdated channel state information. Different joint
relay and jammer selection policies were developed to
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enhance the secrecy outage performance for DF-relaying
CCRNs in [13]. The security-reliability trade-off perfor-
mance of single-relay and multi-relay selection strategies
for DF-relaying CCRNs was investigated in [14]. However,
very few research has considered the secrecy perfor-
mance of amplify-and-forward (AF)-relaying CCRNs
except [15], in which the authors investigated the security
and the reliability performance of CCRNs with single
AF relay in terms of the intercept probability. It is worth
noting that the intercept probability is a special case of
secrecy outage probability when the target secrecy data
rate is set to zero. To the best of the authors’ knowledge,
no works have considered the secrecy outage probabil-
ity of CCRNs with multiple AF relays. Besides, various
advanced techniques have been employed to enhance the
physical layer security of CRNs, such as multiple antenna
diversity in [7–10], relay selection in [11–14], artificial
noise in [13], and secrecy beamforming/precoding in
[6]. However, collaborative distributed beamforming-
based security enhancement in CCRNs has not been
investigated yet.
Different from the aforementioned works, in this paper,

we investigate the secrecy outage performance of multiple
AF relay-assisted CCRNs with distributed beamforming
against passive eavesdropping attacks. The main contri-
butions of our work are summarized as follows:

1) Compared with [11–14] that only considered the
relay selection for DF-relaying CCRNs and [15] that
only considered the intercept probability for sin-
gle AF-relaying CCRNs, we investigate the physical
layer security in terms of the probability of non-zero
secrecy capacity, the secrecy outage probability, the
secrecy array gain, and the secrecy diversity order for
multiple AF-relaying CCRNs with collaborative dis-
tributed beamforming in the presence of single and
multiple non-colluding eavesdroppers, respectively,
where distributed zero-forcing beamforming (D-ZFB)
is employed at the relays without interfering with the
primary users.

2) We derive the closed-form expressions of the prob-
ability of non-zero secrecy capacity and the secrecy
outage probability as well as the asymptotic expres-
sion at high SNR regimes. Our asymptotic results
accurately predict the secrecy diversity order of M
AF relay CCRNs with collaborative distributed beam-
forming, i.e., M − 1, which is different from the
results obtained in [11] and [13]. This is due to the
fact that the proposed collaborative distributed beam-
forming scheme is designed at relays to avoid the
interference at PUs at the expense of one spatial
degree. In addition, numerical and simulation results
are provided to verify the correctness of the proposed
scheme.

2 Systemmodel
Let us consider a spectrum-sharing cognitive relay net-
work [16], which consists of one secondary source (S),
M AF relays (R1, · · · ,RM), one secondary destination (D),
one primary receiver (P), and one passive eavesdropper
(E), as shown in Fig. 1. All the nodes are equipped with
a single antenna and operate in half-duplex mode. We
assume that the direct links from S toD and from S to E do
not exist due to severe shadowing environment. The data
transmission from S to D can only be done with the help
of relays, with the possible wiretap from the eavesdrop-
per. We assume that all channels experience slow block
fading and additive white Gaussian noise (AWGN) with
variance of σ 2

0 , where the fading coefficients are invariant
during one fading block and the corresponding channel
gains follow independent Rayleigh distribution. Let hab
denote the channel coefficient between a and b. The chan-
nel power gains

∣
∣hSRi

∣
∣2 ,

∣
∣hRiD

∣
∣2 ,

∣
∣hRiE

∣
∣2,

∣
∣hRiP

∣
∣2, and

|hSP|2 are independent and exponentially distributed with
parameters λSRi , λRiD , λRiE , λRiP, and λSP , respectively.
Without loss of generation, all the secondary relays are
close to each other and forming a cluster, i.e., λSRi = λSR ,
λRiD = λRD , λRiE = λRE , and λRiP = λRP for all i. hSR =
[

hSR1 , · · · , hSRM
]T , hRD = [

hR1D, · · · , hRMD
]T , hRE =

[

hR1E , · · · , hRME
]T , and hRP = [

hR1P, · · · , hRMP
]T repre-

sent the channel vectors between the secondary source
and the relays, between the relays and the secondary des-
tination, between the relays and the eavesdropper, and
between the relays and the primary receiver, respectively.
It is worth mentioning that we focus on a passive eaves-
dropper scenario, where the instantaneous channel state
information (CSI) of the eavesdropper’s link hRE is not
known at the secondary source. In addition, the CSI of
interference links, e.g.,

∣
∣hRiP

∣
∣2 and |hSP|2, can be acquired

through a spectrum-bandmanager that mediates between
the primary and secondary networks. However, for those

Fig. 1 Cooperative cognitive radio network with single eavesdropper
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cases where the secondary network has no knowledge of
the interference channel, our results serve as performance
bounds for the considered CCRNs and represent efficient
system design tools [17].
The transmission is divided into two slots. In the first

phase, the secondary source broadcasts the encoded con-
fidential data. According to the underlaying spectrum-
sharing approach, the secondary source adjusts its
transmit power PS under a predefined threshold I to guar-
antee the quality of service of the primary user. Hence, the
transmit power at the secondary source is constrained as
PS = I

/∣
∣hsp

∣
∣2 [7]. In the second phase, the relays amplify

and forward the received signals to the destination with
the transmit power PR. In order to avoid interfering with
the primary transmission and maximize the mutual infor-
mation of the secondary system, the D-ZFB scheme is
applied to null the interference to the primary receiver,
and the M × 1 D-ZFB weight vector is the solution of the

following problem, mathematically,
max
wZF

∣
∣hHRDwZF

∣
∣

s.t.
∣
∣hHRPwZF

∣
∣ = 0

‖wZF‖2 = 1
By applying a standard Lagrangian multiplier

method, the optimal weight vector is given as wZF =
T⊥hRD

/∥
∥T⊥hRD

∥
∥, where T⊥ = I − hRP

(

hHRPhRP
)

hHRP is
the projection idempotent matrix with rank (M − 1).
Thus, the equivalent received signal-to-noise ratio

(SNR) at D and E is given as

γ AF
D = γ1γ2

γ1 + γ2 + 1
(1)

γ AF
E = γ1γE

γ1 + γE + 1
(2)

where γ1 = (

I
/

σ 2
0
) ‖hSR‖2

/|hSP|2, γ2 =
(

PR
/

σ 2
0
) ∣
∣T⊥hRD

∣
∣
2, and γE = (

PR
/

σ 2
0
) ∣
∣hHREwZF

∣
∣
2 denote

the equivalent instantaneous SNRs at the S-R, R-D, and
R-E links, respectively.
Considering that ‖hSR‖2 is a chi-square random vari-

able with 2M degrees of freedom with parameter λSR due
to hSRi , i = 1, · · · ,M being i.i.d exponential distribution
variables with parameter λSR, and |hSP|2 is an exponential
random variable with parameter λSP, then the cumulative
distribution function (CDF) of γ1 is given by

Fγ1 (γ ) =
(

γ

γ̄1 + γ

)M
(3)

where γ̄1 = (IλSR)
/(

λSPσ
2
0
)

.
Let –hRD = hRD

/√
λRD, then each entry of –hRD =

hRD
/√

λRD is i.i.d. CN (0, 1). Considering T⊥ =
I − hRP

(

hHRPhRP
)

hHRP is the projection idempotent
matrix with rank (M − 1),

(

T⊥)HT⊥ is a Hermitian
matrix with rank (M − 1). Based on [18, Theorem 2],
–hHRD

(

T⊥)HT⊥–hRD is a chi-square random variable with

2 (M − 1) degrees of freedom. Then, the CDF of γ2 =
(

PR
/

σ 2
D
) ∣
∣T⊥hRD

∣
∣
2 = (

PRλRD
/

σ 2
D
)

–hHRD
(

T⊥)HT⊥–hRD is
given by

Fγ2 (γ ) = 1 − 1
� (M − 1)

�

(

M − 1,
γ

γ̄2

)

(4)

where γ̄2 = PRλRD
/

σ 2
0 , � (·) is the gamma function [19,

(8.310.1)], and � (·, ·) is the incomplete gamma function
[19, (8.350.2)].

3 Secrecy performance analysis with single
eavesdropper

In this section, we characterize secrecy performance of
the multiple AF-relaying cooperative cognitive radio net-
work with collaborative distributed beamforming in terms
of the probability of non-zero secrecy capacity, the secrecy
outage probability, the secrecy array gain, and the secrecy
diversity order.
Based on (1) and (2), the instantaneous secrecy capacity

of the considered network is given by [8]

CS = max
{
1
2
log2

(

1 + γ AF
D

)

− 1
2
log2

(

1 + γ AF
E

)

, 0
}

(5)

Throughout this work, we focus on the passive eaves-
dropping scenario, where the secondary source does not
have the channel information of the equivalent S-R-E link
and has no choice but to encode the confidential data
with a constant codeword rate RS > 0, which is the tar-
get secrecy data rate for the considered system. If RS is
less than secrecy capacity, perfect secrecy can be guaran-
teed. Otherwise, E can eavesdrop on the confidential data;
therefore, perfect secrecy is compromised.

3.1 The probability of non-zero secrecy capacity
In this subsection, we examine the condition for the exis-
tence of non-zero secrecy capacity. According to (5), the
probability of non-zero secrecy capacity is formulated as

Pr {CS > 0} = Pr {γ2 > γE} = 1 −
∫ ∞

0
Fγ2 (γ )fγE (γ ) dγ

(6)

where the probability density function (PDF) of γE is
fγE (γ ) = exp

(−γ
/

γ̄E
)/

γ̄E and γ̄E = PRλRE
/

σ 2
0 .

Substituting (4) into (6) and using �(n+1, x) =
�(n+1)exp (−x)

n∑

m=0

xm
�(m+1) , we can derive the closed-form

expression of the probability of non-zero secrecy capacity
with the aid of [19, 3.351.3] as
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Pr {CS > 0} = 1
�(M−1)

∫ ∞
0 �

(

M − 1, γ
γ̄2

)

exp
(−γ

/

γ̄E
)/

γ̄Edγ

=
M−2∑

m=0

1
�(m+1)γ̄E

(
1
γ̄2

)m ∫ ∞
0 γm exp

(

− γ̄2+γ̄E
γ̄2γ̄E

γ
)

dγ

=
M−2∑

m=0

γ̄2
γ̄E

(
γ̄E

γ̄2+γ̄E

)m+1

(7)

It is obvious that the probability of non-zero secrecy
capacity is independent of the tolerable interference level
I in the primary network, which is due to the fact that
D-ZFB is employed to null the interference to PUs in the
second phase.

3.2 Secrecy outage probability
The secrecy outage probability is defined as the probabil-
ity of CS < RS and can be expressed as

Pout=Pr
{
1
2 log2

(

1+γ AF
D

)

− 1
2 log2

(

1+γ AF
E

)

< RS
}

(8)

Substituting (1) and (2) into (8), the secrecy outage
probability is rewritten as

Pout = Pr
{

1 + γ1γ2
γ1+γ2+1

1 + γ1γE
γ1+γE+1

< γth

}

(9)

where γth = 22RS denotes the secrecy SNR threshold.
Furthermore, in order to be mathematically tractable,

we apply some approximations into (10) as follows

Pout
a≈Pr

{ γ1γ2
γ1+γ2+1

γ1γE
γ1+γE+1

< γth

}

b≈Pr
{

(γ1+γE)γ2
(γ1+γ2)γE

< γth
}

c≈Pr
{

min
(

γ1
(γth−1) ,

γ2
γth

)

< γE
}

(10)

where we employ the approximations of
(1 + x)

/

(1 + y) ≈ x
/

y in (a), xy
/

(1 + x + y) ≈
xy

/

(x + y) in (b), and xy
x+y ≈ min (x, y) in (c). These

approximations have been used in [20, 21], and the
effect of the approximation error can be neglected in the
medium and high SNR regimes.
Let Z = min

(
γ1

(γth−1) ,
γ2
γth

)

, and the secrecy outage
probability is further expressed as

Pout ≈
∫ ∞

0
Pr {Z < γ } fγE (γ ) dγ (11)

To solve the above integral, we first give the CDF of Z as
follows:

FZ (γ ) = Pr {Z < γ }
= 1 − [

1 − Fγ1/(γth−1) (γ )
] [

1 − Fγ2/γth (γ )
]

=
M∑

k=1

M−2∑

m=0

(M
k
)

(−1)k
�(m+1)

(
γthγ
γ̄2

)m [

1 + (γth−1)γ
γ̄1

]−k
exp

(

− γthγ
γ̄2

)

(12)

Now, substituting (12) into (11), and using
(

x
α+x

)M =
M∑

k=0

(M
k
)

(−1)k (

1+ x
α

)−k , the secrecy outage probability is

given by

Pout ≈ 1 + 1
γ̄E

M∑

k=1

M−2∑

m=0

(M
k
)

(−1)k
�(m+1)

(
γth
γ̄2

)m

× ∫ ∞
0

(

1 + (γth−1)γ
γ̄1

)−k
γm exp

(

−
(

γth
γ̄2

+ 1
γ̄E

)

γ
)

dγ

(13)

Then, with the help of [19, (9.222.1)], the approxi-
mated expressions of the secrecy outage probability can
be derived as

Pout ≈ 1 + 1
γ̄E

M∑

k=1

M−2∑

m=0

(M
k
)

(−1)k
(

γth
γ̄2

)m

× α(m+k)/2
β(m−k)/2+1 exp

(

αβ
/

2
)

W−(k+m)/2,(m−k)/2+0.5 (αβ)

(14)

where α = γ̄1
/

(γth − 1), β = γth
/

γ̄2 + 1
/

γ̄E andWm,n (x)
is the Whittaker function [19, (9.222.1)]. It is noted from
(14) that the secrecy outage probability expression is
derived in closed form and can be easily applied to eval-
uate the secrecy performance with arbitrary numbers of
relays, arbitrary average SNRs, and arbitrary interference
constraint level.

3.3 Asymptotic secrecy outage probability
In this subsection, in order to exploit a novel insight
of design, the asymptotic analysis for the secrecy out-
age probability was provided to characterize the behavior
under the high SNR of legitimate links. The asymptotic
result enables us to explicitly examine the impact of col-
laborative distributed beamforming on the secrecy per-
formance in terms of the secrecy diversity order. Without
loss of generation, let λSR = λRD = λ → ∞, namely γ̄2 =
κγ̄1 = γ̄ → ∞, where κ=PRλSP

/

I. Here, γ̄ → ∞ corre-
sponds to the scenario where the relays have high received
SNRs at the first phase and the secondary destination are
located much closer to the relays than the eavesdropper,
which is a practical scenario of interest. It is obvious that
γ̄
/

γ̄E = λ
/

λRE → ∞ for a given γ̄E when γ̄ → ∞.
Similar to [7], we denote MER = λSD

/

λRE as the ratio
of average channel gain from the relays to the secondary
destination to that from the relays to the eavesdropper.
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With the aid of the Maclaurin series expansion
[19, (1.211.1)], we can rewrite (12) as

F∞
Z (γ )

γ̄→∞= 1
� (M)

(
γthγ

γ̄

)M−1
+ o

(
γ

γ̄

)

(15)

where o (·) denotes higher order terms.
Substituting (15) and the PDF of γE fγE into (11), and

using [19, (3.351.3)], the asymptotic secrecy outage prob-
ability is calculated as

P∞
out = ∫ ∞

0
1

�(M)

(
γthγ
γ̄

)M−1 1
γ̄E

exp
(

− γ
γ̄E

)

dγ

= γM−1
th MER−(M−1)

(16)

Obviously, one can observe from (16) that the secrecy
outage probability behaves as MER−(M−1) for MER →
∞. Thus, the achievable secrecy diversity order of the
proposed collaborative distributed beamforming yields to

dsingle = M − 1, (17)

and the achievable secrecy array gain is given by

	single = γ −1
th (18)

which implies that as the number of relays increases, the
slope of the secrecy outage probability curve becomes
steeper when MER → ∞ in the geometric sense. There-
fore, collaborative distributed beamforming can effec-
tively improve the physical layer security of cognitive
transmission to defend against eavesdropping attacks.
However, comparing with the relay selection scheme
in [11] and [13], the proposed collaborative distributed
beamforming scheme cannot achieve the full diversity
order, i.e., d = M. This is because the proposed collabora-
tive distributed beamforming scheme allocates the power
into the projected channels to enforce zero interference
to the PUs, which reduces the achievable secrecy diversity
order toM − 1.

4 Secrecy performance withmultiple
eavesdroppers

In this section, we extend our cooperative cognitive sys-
tem model to K non-colluding eavesdroppers, as shown
in Fig. 2. We assume that all the eavesdroppers are
located close to each other, which implies the same aver-
age received SNR at eavesdroppers. We denote hREk =
[

hR1Ek , · · · , hRMEk
]T as the channel vector between the

relays and the kth eavesdropper. Then, the equivalent
instantaneous SNR between the relays and the kth eaves-
dropper can be denoted by γEk = (

PR
/

σ 2
0
)
∣
∣
∣hHREkwZF

∣
∣
∣

2
,

which is exponentially distributed with the same parame-
ter γ̄E .

Fig. 2 Cooperative cognitive radio network with K eavesdroppers

Under this scenario, the instantaneous secrecy capacity
should be rewritten as

CK
S = max

{

1
2 log2

(

1 + γ1γ2
γ1 + γ2 + 1

)

− max
k=1,··· ,K

(

1
2 log2

(

1 + γ1γEk
γ1 + γEk + 1

))

, 0
}

(19)

Similar to (6), the probability of non-zero secrecy capac-
ity withK non-colluding eavesdroppers can be formulated
as

Pr
{

CK
S > 0

}

= Pr
{

γ2 > max
k=1,··· ,K

γEk

}

= 1 −
∫ ∞

0
Fγ2 (γ )fγ K

E
(γ ) dγ

(20)

where fγ K
E

(γ ) denotes the PDF of γ K
E = max

k=1,··· ,K
γEk .

Considering that γEk , k = 1, · · · ,K are i.i.d exponen-
tial distribution variables, the CDF and PDF of γ K

E can be
expressed as

Fγ K
E

(γ ) =
K

∑

K=0

(
K
k

)

(−1)k exp
(

−kγ
γ̄E

)

(21)

and

fγ K
E

(γ ) =
K−1
∑

K=0

(
K − 1
k

)
K
γ̄E

(−1)k exp
(

− (k + 1) γ

γ̄E

)

(22)

Substituting (4) and (22) into (20), the probability of
non-zero secrecy capacity with K non-colluding eaves-
droppers can be derived as

Pr {CS > 0} =
M−2
∑

m=0

K−1
∑

k=0

(
K − 1
k

)

(−1)k
K γ̄2
γ̄E

[
γ̄E

(k + 1) γ̄2 + γ̄E

]m+1

(23)
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Similarly, the secrecy outage probability with K non-
colluding eavesdroppers is further expressed as

PKout ≈ ∫ ∞
0 Pr {Z < γ } fγ K

E
(γ ) dγ

= 1 +
M∑

l=1

M−2∑

m=0

K−1∑

k=0

(K−1
k

)(M
1
) K(−1)k+l

�(m+1)γ̄E

(
γth
γ̄2

)m

× ∫ ∞
0

(

1 + γ
α

)−l
γm exp

(

−
(

γth
γ̄2

+ (k+1)
γ̄E

)

γ
)

dγ

t=γ /α= 1 +
M∑

l=1

M−2∑

m=0

K−1∑

k=0

(K−1
k

)(M
1
)K(−1)k+lαm+1

�(m+1)γ̄E

(
γth
γ̄2

)m

× ∫ ∞
0 (1 + t)−l tm exp (−ηαt) dt

= 1 +
M∑

l=1

M−2∑

m=0

K−1∑

k=0

(K−1
k

)(M
1
)K(−1)k+l

γ̄E

(
γth
γ̄2

)m

× α(m+l)/2
η(m−l)/2+1 exp

(

αη
/

2
)

W−(m+l)/2,(m−l)/2+0.5 (αη)

(24)

where η = γth
/

γ̄2 + (k + 1)
/

γ̄E .
The asymptotic secrecy outage probability with K non-

colluding eavesdroppers can be derived as

PK ,∞
out ≈

K−1∑

K=0

(K−1
k

) K
γ̄E

(−1)k 1
�(M)

(
γth
γ̄2

)M−1

× ∫ ∞
0 γM−1 exp

(

− (k+1)γ
γ̄E

)

dγ

=
[
K−1∑

k=0

(K−1
k

)

(−1)k K (k + 1)−M γM−1
th

]

MER−(M−1)

(25)

It is clear that the achievable secrecy diversity order in
the presence ofK non-colluding eavesdroppers is stillM−
1, which means that the secrecy diversity performance is
independent of the number of eavesdroppers. However,
the achievable secrecy array gain is different due to the
presence of multiple non-colluding eavesdroppers, which
can be yielded as

	multiple=
[K−1

∑

k=0

(
K − 1
k

)

(−1)k K (k + 1)−M
]−1/(M−1)

γ −1
th

(26)

It is indicated from (18) and (26) that the achievable
secrecy array gain decreases with increasing K , which
results in a decrease in the secrecy outage performance.

5 Numerical and simulation results
In this section, Monte Carlo simulations are provided to
validate our analytical expressions over Rayleigh-fading
channels. We assume that Rs = 0.1 bit/s/Hz, PR = 20 dB,
σ 2
0 = 1, λSR = λRD = 1, and λSP = λRP = 0.3.

It is worth noting that the primary and secondary users
are spatially separated in two different wireless networks.
As such, an average channel gain (λSP and λRP) between
two heterogeneous users from the different networks is

set to be smaller than that (λSR and λRD) between two
heterogeneous users from the same networks.
Figure 3 plots the secrecy outage probability versus I for

various M over Rayleigh-fading channels. The analytical
results based on (14) are in precise agreement with the
Monte Carlo simulations. It is shown that for a fixed M,
the secrecy outage probability decreases with increasing I,
which increases the transmitting power at the secondary
source and improves the transmission reliability of S-R
links. We can also see that there exists a secrecy outage
performance floor in the high I region. It is because the
secrecy outage performance is determined by second hop
links when I → ∞. On the other hand, the secrecy outage
performance is improved with largerM, as more relays do
not only help improve the communication quality of S-
R links but also enhance security of R-D links. As shown
in Fig. 3, as the number of relays increases from M = 3
to 5, the secrecy outage performance floor is significantly
reduced.
Figures 4 and 5 plot the secrecy outage probability and

the probability of non-zero secrecy capacity versus MER
for various M in the presence of a single eavesdropper.
The exact curves precisely agree with the Monte Carlo
simulation results, which validates the correctness of our
analysis. As shown in the figures, as the number of relays
increases from M = 2 to 5, the secrecy outage probabil-
ity and the probability of non-zero secrecy capacity are
significantly improved. The reason is that more relays do
not only help improve the communication quality of S-
R links but also enhance the security of the R-D links.
In order to predict the secrecy diversity order and the
secrecy array gain, the asymptotic secrecy outage proba-
bility curves based on (16) are also drawn in Fig. 5. We
can see that the asymptotic curves well approximate the
analytical curves in the high MER region, which verifies
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Fig. 4 Secrecy outage probability versusMER for variousM (K = 1
and I = 10 dB)

the derived asymptotic expressions. As MER → ∞, the
secrecy outage probability decreases at a faster speed with
an increasing number of relays M. This is because the
achievable secrecy diversity order isM − 1.
Figures 6 and 7 plot the secrecy outage probability and

the probability of non-zero secrecy capacity versus MER
in the presence of K non-colluding eavesdroppers (M = 3
and I = 10 dB). As observed from the figure, we can
find that for different values ofMER and K , the analytical
results match well the simulation. In addition, the asymp-
totic secrecy outage probability curves based on (25) con-
verge exactly in the high MER region in Fig. 6. Moreover,
the slopes of the curves of the secrecy outage probability
are in parallel, which verifies the secrecy diversity order of
M−1 regardless of the number of eavesdroppers K . From
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Fig. 5 Probability of non-zero secrecy capacity versusMER for various
M (K = 1 and I = 10 dB)
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Fig. 6 Secrecy outage probability versusMER for various K (M = 3
and I = 10 dB)

Fig. 7, it is evident that the probability of non-zero secrecy
capacity improves with increasing MER. In addition, the
probability of non-zero secrecy capacity improves at a
faster speed with smaller K .

6 Conclusions
In this paper, we have investigated the security perfor-
mance of multiple AF-relaying CCRNs with collaborative
distributed beamforming scheme against passive eaves-
dropping attacks. To show the advantages of the collabo-
rative distributed beamforming scheme, we have derived
closed-form expressions of the probability of non-zero
secrecy capacity and secrecy outage probability as well as
the asymptotic expression over Rayleigh-fading channels,
which provide an efficient means to evaluate the impact
of key parameters on the security performance. Moreover,
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our asymptotic results demonstrated that the achievable
secrecy diversity order of collaborative distributed beam-
forming with M AF relays is M − 1 regardless of the
number of eavesdroppers.
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