Huang et al. EURASIP Journal on Wireless Communications and Networking
(2018) 2018:69
https://doi.org/10.1186/513638-018-1081-x

EURASIP Journal on Wireless
Communications and Networking

RESEARCH Open Access

Based on virtual beamforming cooperative @
jamming with Stackelberg game for

physical layer security in the

heterogeneous wireless network

Shuanglin Huang'®, Li Zhu and Sanjun Liu

Abstract

The physical layer security technology is a technical scheme developed in recent years to solve the problem of
information security transmission in wireless communication networks. As one of the physical layer security
technologies, cooperative jamming often requires collaborative nodes to actively cooperate with other nodes with
secure communication requirements to transmit information. In the environment of heterogeneous wireless
network, each wireless node is relatively independent, the relationship is both cooperative and competitive, and
the nodes are selfish. In this paper, we study the information transmission between the source and destination
nodes, and form a virtual beamforming through the cooperation of the jamming nodes to point to the malicious
wiretap nodes, so as to achieve the physical layer secure communication. First, the interest distribution relationship
between the source node and other cooperative interference nodes is modeled as the Stackelberg game. The
source node pays the consumption of the power consumed by the cooperative jamming nodes and motivates the
cooperative interference nodes to participate actively. Then, the competition relationship among all the cooperative
nodes is built as a non-cooperative game, so as to promote the reasonable pricing of the consumed power when
each node participates in collaboration. When the security rate between the source node and destination node is
constant, the power allocation of source and cooperative nodes and the equilibrium point of power price exist and
are unique. Through the combined optimization of the two games, the power pricing and power allocation can be
dynamically optimized according to the change of the network environment. The simulation results show that the
power dynamic allocation and power dynamic pricing have good convergence, and the source node provides a
train of thought for the selection of cooperative nodes and their number.

Keywords: The heterogeneous wireless network, Physical layer security, Cooperative jamming, Stackelberg game,
Power dynamic pricing

1 Introduction

With the rapid development of wireless communication
technology, the problem of information security trans-
mission in wireless networks is becoming more and
more important. In recent years, physical layer security
technology has become a research hotspot in the field of
information security, because it does not rely on data
encryption and encapsulation but has the absolute secur-
ity of information transmission [1, 2]. For an additive
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noise-degraded wiretap channel, the security capacity Cg
is Cs=Cy — Cg; the Cy and Cg are the main channel
and wiretap channel capacity respectively. Wyner [3] has
done an earlier research work in this area. His research
shows that the source node and destination node can ex-
change secret information at a non-zero rate without
stealing information from an eavesdropper. However,
when the channel condition between the source node
and its destination node is worse than that between the
source node and the eavesdropper, the secrecy capacity
of the source node and its destination node can be zero.
Early wireless communication is mainly point-to-point
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communication. The wireless communication nodes are
basically single-antenna configurations with a single
function. These characteristics make the actual security
capacity zero.

The physical layer security technology uses the charac-
teristics of randomness, time variability, and reciprocity of
wireless channels. It can make sure that both sides of legit-
imate communication cannot be wiretapped to any infor-
mation in the presence of the eavesdropper [3]. Now, the
rapid progress of wireless communication physical layer
technology has promoted the emergence of a new form of
eavesdropping channel. For example, the antenna array
eavesdropper channel [4, 5], orthogonal frequency division
multiplexing (OFDM) wiretap channel [6-8], and relay
cooperative eavesdropping channel [9-11] can all get ef-
fective secrecy capacity. According to reference [4], when
the degree of freedom of artificial noise is greater than that
of the eavesdropper receiving signal, the eavesdropper
cannot separate secret information and artificial noise
from the received signal, and the artificial noise method
can achieve a certain secrecy speed. Reference [5] has
studied how to introduce the idea of frequency diversity
array into an OFDM transmitter and to form effective
physical layer secure communication capacity in free
space. Reference [6] studied the maximum achievable se-
crecy rate of the OFDM system through reasonable power
allocation. Reference [7] took the max-min fairness criter-
ion of confidentiality rate as an optimization objective and
studies how to allocate channels and power among mul-
tiple users in a cellular network downlink based on
OFDM technology in the presence of an eavesdropper
node. The literature in [8] studied the power allocation
problem for the wireless users in the downlink of the
OFDM system to consider the energy collection and the
secret information decoding process. In reference [9], the
author studied the physical layer security of the relay net-
work model with multiple relay nodes. With the goal of
maximizing the security rate, several different cooperative
mechanisms were proposed. Reference [10] studied how
to use cooperative nodes to send blocking signals to sup-
press information disclosure of an eavesdropper. Under
the scenario of multiple relay nodes and multiple eaves-
dropping nodes, the relay adopts decode and forward
technology; reference [11] first adopts the finite rate feed-
back scheme to study the resource allocation of the wire-
less source node.

When the channel quality between the legitimate users
is inferior to the eavesdropping channel, the effective
safe transmission rate cannot be obtained. Therefore, the
cooperative interference mechanism is proposed, which
reduces the quality of the eavesdropping channel by
means of artificial interference and destroys the listening
ability of the eavesdropping node. In reference [9], the
cooperative jamming schemes for improving the physical

Page 2 of 11

layer security rate of wireless communication through
cooperative nodes are studied. In reference [12], it stud-
ied how to use cooperative relay nodes to improve the
physical layer security rate of wireless communication by
combining decode and forward and cooperative jam-
ming. The literature in [13] discussed the main technol-
ogy and difficulties in the physical layer security of the
OFDM communication system. In that paper, the
OFDM beamforming was briefly introduced, and the ro-
bustness was also reviewed in the presence of noise and
multipath fading. Then, the robustness of OFDM beam-
forming technology under various noise jamming attacks
was discussed. Finally, the latest jamming attack tech-
niques were explored and some potential anti-jamming
attacks to improve the robustness and reliability were
pointed out. On the basis of reference [14], in reference
[15], the time domain artificial noise generation technol-
ogy for the physical layer security in the multiple input
and multiple output (MIMO) OFDM system was stud-
ied. It extends the limitation that the number of sender
antennas must be less than the number of legitimate re-
ceiver antennas in application. In an OFDM technology
access network where exist a source node, multiple
untrusted nodes, and a friendly interference node, refer-
ence [16] studied how to interfere with friendly nodes or
improve the sum of secrecy rates or improve the fairness
of the whole system.

However, the wireless collaboration nodes in the
heterogeneous wireless network are selfish and need
an incentive mechanism to ensure their participation
in collaboration. A game-based cooperative scheme
can motivate the selfish relay nodes to participate in
the cooperative [17-20]. Han and Zhang [17, 18] re-
spectively analyze the system game performance of
two cooperative interference nodes and the game per-
formance of multi-user shared single cooperative
interference node system. In view of the high require-
ment of communication quality among legitimate
communication users and the limited energy of co-
operative nodes, multiple collaboration nodes are re-
quired to interfere with the service. In order to
allocate the compensation and improve the energy ef-
ficiency of the cooperative node, a scheme of energy
efficiency optimal power allocation based on a Stack-
elberg game was proposed. The scheme used a two-
tier game strategy, the first layer game determines the
optimal payment compensation, and the second layer
game is used for compensation allocation and power
adjustment among the cooperative nodes. Reference
[19] proposed a scheme for optimal energy efficiency
compensation and power allocation based on a Stack-
elberg game theory. The two-level game model
proved that there exists a global optimal energy effi-
ciency only and gives a closed form solution of the
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optimal power allocation scheme. Reference [20] stud-
ied sub-carrier allocation and cooperative partner se-
lection based on the Nash bargaining game for
physical layer security in OFDM wireless networks.

This paper studies the cooperation of multiple co-
operative jamming nodes in a heterogeneous wireless
network environment, forming virtual beamforming,
which helps to secure information transmission be-
tween source node and destination nodes, and to pre-
vent an eavesdropper node from eavesdropping on
useful information. For example, in the heterogeneous
network environment where wireless sensor network
and wireless fidelity (WiFi) network coexist, the wire-
less sensor networks often need to communicate im-
portant information through WiFi network. The joint
points connecting the wireless sensor network and
the WiFi network are crucial. There are many trusted
wireless sensor nodes around them, which can be
used to collaborate and interfere in the process of im-
portant information interaction to prevent malicious
nodes from eavesdropping. Similar situations will also
occur in other wireless communication networks such
as cellular networks.

In addition, in order to encourage potential trusted
wireless nodes to participate in collaboration and
optimize the allocation of overall energy consumption,
on the one hand, the source node needs a paid use of
the power consumed by the cooperative jamming
node; on the other hand, the jamming nodes involved
in cooperation can reasonably price the power cost
and adjust the market price dynamically according to
the importance of their own energy, which depends
on the number of nodes involved in cooperation, the
channel state information of the node itself, and the
relative relationship between the node and the source
node, the destination node, and the eavesdropper
node. Therefore, the cooperation relationship between
source node and cooperative nodes is modeled as a
Stackelberg game, and the competition and cooper-
ation relationship among all cooperative jamming
nodes is modeled as a non-cooperative game.

The contents of this paper are organized as follows:
the second part is the system model, the third part is
the game modeling, the fourth part is the power allo-
cation strategy and the power price dynamic adjust-
ment program, the fifth part is the simulation, and
the sixth part is the summary of this paper.

2 System model

In Fig. 1, there is a source node and destination node
pair, which communication is helped by N jamming
nodes (J;, ieN, N ={1,2,...,N}) with the existence of an
eavesdropper E. The eavesdropping node is always
eavesdropping on the information sent by the source
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Jamming nodes

Source m Destination

Eavesdropper

Fig. 1 The system model for cooperative transmission with
terminals S transmitting information to destination D

node. When the quality of the eavesdropping channel
between the source node and the eavesdropping node
is weaker than the quality of the main channel, the
two parties of the legitimate communication can
realize the physical layer security communication.
When the main channel quality is weaker than the
eavesdropper channel, in order to ensure the security
of transmission information, it is necessary to request
some cooperative jamming nodes to assist in sending
artificial interference signals to destroy the quality of
the eavesdropper channel, so as to create a secure
communication environment. Here, N cooperative
interference node Ji,...,/y are equipped with a omni-
directional single antenna to transmit and receive
data and jointly implement beamforming interference
eavesdropping node.

The whole communication process includes two
parts for the cooperation scene of jamming nodes.
First, the source node sends the signal to the destin-
ation node with power P;. Meanwhile, the information
will also be eavesdropped by the eavesdropping node.
The channel gain of link S — D and S — E is |/
and |go|? respectively. The second is that all jamming
nodes are combined to send an artificial interference
signal with power Pj. The weight vector of all the
cooperative nodes to transmit interference signals is
wj(Nx 1), h(Nx1) represents the channel vector
between the N jamming nodes and the destination
node, and g(Nx1) represents the channel vector
between the N jamming nodes and the eavesdropping
node, defining R, =hh" and R, =gg'. In addition, it is
assumed that all communication channels are ergodic,
flat fading, and semi-static. It is assumed that the
source node can obtain the instantaneous channel in-
formation of each communication channel and the
noise power at the eavesdropping node and the des-
tination node are ¢”. In this paper, the variables are
expressed in the following form. The black body
capitals represent the matrix, while the black body
lowercase letter represents the column vector. The
conjugate, transposition, and conjugate transposition
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of the matrix are expressed by three markers, (-), O

and ()" respectively.

In the recommended scheme, the N trusted relay
nodes transmit the human interference signals com-
pletely independent of the source node, and the pur-
pose is to confuse the eavesdropping nodes. This can
help the secure communication between the source
node and its destination node. The cooperative jam-
ming nodes that participate in the cooperative trans-
mission are transmitting to the human interference
signal according to the weight, which are expressed
as the vector z. In this way, the signal received at the
destination can be expressed as follows

¥, = \/Pshox + h'w;z + ny (1)

And the signals received at the eavesdropping node
can be

Y, = \/Psgox + g'Wjz + 1, (2)

where n,; and n, represent the noise signals received
at the destination node and the eavesdropping node,
respectively.

Furthermore, the information rates that can be ob-
tained at the destination node and the eavesdropping
node are expressed as R; and R, respectively, which
are expressed as follows

mm2) @

0% +wiR,w;

Ps|gO|2 ) (4)

1
Rd:i 10g<1+

1
R, = log|1
2 og( T2 + wiR,w;

As a result, in the presence of an eavesdropping
node, the secrecy rate that can be obtained at the
destination node is shown as follows

R, = max{0,R;-R.} (5)

In this paper, discussed only is R;> R,, so the above
formula can be further expressed as

1 o <02+Ps|h0|2+w}RhW]>

2
o2 +wR,w

a2 +Ps|g0|2 + wWiRgw;

R==
s 02 + wiR,w;

3 Problem description and game modeling

In practical applications, the demand for the secrecy rate
of user link needs to be guaranteed. Assuming that the
user’s secrecy rate requirement is R?, the user link se-

crecy rate demand will be satisfied when R;>R? is
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satisfied. As a result, the key problem is to be built to
minimize the payment of the source node under the
constraints of R, 2R§.

It is obvious that the nodes in the wireless collaboration
network belong to different individuals and are selfish. As a
result, the source nodes need to take measures to encour-
age possible collaboration nodes to participate in collabor-
ation and interfere with eavesdropping in eavesdropping
nodes. At the same time, the source node needs to select
the most beneficial collaboration nodes for themselves. Ac-
cording to the behavior characteristics of the source node
and the cooperative node, the distributed resource alloca-
tion scheme based on game theory is used to analyze.

For the source node, it can be regarded as a buyer
whose purpose is to use as small as possible to achieve
link secrecy rate requirements. Suppose that U repre-
sents the payment of the source node and U is defined
as a linear function of the transmission power. It is
expressed as follows:

M
Us=vPi+ > v, Py, (7)

m=1

where v, and v;, respectively represent the power price
of the source node S and the cooperative jamming node
Jm» and Pj;  represents the power purchased by the
source node to the cooperative jamming node J,, to
interfere with the eavesdropping node.

By combining the transmission power of the source node
and the transmission power of the cooperative interference
node, each source node always minimizes the payment of
its own. As a result, the optimization problem for the
source node can be expressed as the following formula:

N
min U, = v,P, + Z vy, P, (8)

0
Ry2 R e

where P = {P,P;,,Py,,......P}, } is a power vector, and

1 2 4 Pylhol* + whR
Ry(P) = L 1og[ Tt Polhol” T WiRiw,
5 log

o2 + wiR,w;

o> +wiR,w

o? +Ps|g0’2 +W;ng]

For cooperative jamming nodes, they can be consid-
ered as sellers. The goal is not only to satisfy the pay-
ment that the source nodes give them to participate
in collaboration, but also to gain as much extra bene-
fits as possible by competing with each other. Then,
the utility function of the cooperative jamming node

J,» can be defined as
us, = (vy,=cj, )Py, (10)

where c;, is the power cost of the cooperative jamming



Huang et al. EURASIP Journal on Wireless Communications and Networking (2018) 2018:69

node J,,. As a result, the optimization problem for the
revenue of cooperative jamming nodes can be expressed
as

max
0<le < Prax

uy, ,m=1,2,..,.M (11)

In the above network models, in order to maximize
their profits, each cooperative jamming node needs
not only to compete with other jamming nodes, but
also to compete with the source node. For the source
node, it will optimize the power allocation between
the source node and the various jamming nodes
based on the power price provided by the cooperative
jamming node. For each of the jamming nodes, they
must provide the optimal power price to maximize
the utility. Between all the jamming nodes, they com-
pete with each other by constantly adjusting their
power prices. As a result, the source node can be
regarded as the main party of the game, and the jam-
ming node is regarded as a slave. Therefore, there is
a Stackelberg game between the source node and the
jamming nodes, while all the jamming nodes are non-
cooperative games [21].

Lemma 1: Order w'g = y, and w}h = 0. The solution
of the following problem [9]

minw}w; (12)
can be expressed as
t th 17!
- gg gh| |1

4 The power and price selection method
4.1 Power allocation method
We first fix P and find the weights that minimize the
payment of the source node to the jamming nodes.
Then, we find the value of P, that minimizes the
overall payment. In practical applications, it is diffi-
cult to obtain the global information of malicious
eavesdropping nodes. In addition, it is noted that the
problem (8) is the product of two correlated general-
ized eigenvector problems, which is generally quite
difficult. In order to simplify the analysis, we will add
a constraint to completely eliminate the interference
signals at the destination, i.e.,
wih =0 (14)
Thus, the optimization problem of Eq. (8) can be
expressed as
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M
Rfanth} Us = viP; + y; V]mP]m
(15)
wih =0
stq{ .
W;g=H

Pilg, |2
where 4= \/“5’ <1+pff20'\2/a2>-1 "
Under the assumption that P is a constant value,
the optimal power allocation of the jamming nodes
involved in the cooperation is obtained. In order to

solve the optimization problem of Eq. (15), let h ={

UL R P, g= e Sy
VIV "IN VI VN
= (VW AV Wy weeeee A VIxWiy) Then, the
optimization problem of Eq. (15) can be further
transformed into

} and w;

. . ~—f~~
min U, = vePs +wyw;

R R
Wih=0 (16)
st
Wig=pu

From the above formula, it can be seen that w*,g is a
positive real number.

According to Lemma 1, ||w;||* can be first expressed
as a function of y*:

u (11T hg-h' gﬁ)

Wy = (17)
g'g(h'h)-g'h(h'g)
Therefore, it can be further obtained
W1 = ko (18)
2
2 U km1
P]m = HW]mH = (19)

B HkaV]m + /(m3H2

where the expressions of ko, k1, k2 and k3 are as
follows

(ﬁ*ﬁg—ﬁ*gﬁ)
g'g(h'h)-g'h(h'g)

ko = (20)
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2

N h‘r h N hT
2 Ji Ji Iig]i
ki = p”||g; E - ~hy, E -
i=1izm i i=1izm i

onl

3

[N)
Il

Yogg & Hhy (L g\
Y Gh 5 Bl (5 U

i=Liem V1i iZLiem Vi i=Lizm i

N h‘r h + t h’r h 2h’r h‘r
ks = 3 ( In"In818)s | 1B i1 )8 fu /Lg1,>

v v

i i

(21)
Therefore, Eq. (16) is further expressed as the follow-
ing form with P as a variable
koPS ‘go‘z
K1+ Pylho|*/0?) -1

min Us = vgPs + 2 —koo? (22)

R;2R°

Equation (22) is the convex function of P, and there is
a unique optimal solution. To obtain the first derivative
of P and to make it zero, the optimal solution of P is
obtained

(4ol | e

P = +— 23

) 4R fa2 s 4R |ho|? /o2 @)
It can be seen that the power of the source node de-

creases with the increase of the power cost v, of the

source node. However, the source node power value P

will not be lower than the second half ﬁ-\?ﬂ of the
s |ho|” /o

above formula on the right side. It is equivalent to the
minimum power consumption of the source node in
order to achieve the secret rate R? without the presence
of the eavesdropping node.

4.2 Power price method for jamming nodes

In this section, we will discuss the power price strategy
of the jamming nodes. To replace the P, into Eq. (19),
it can be obtained

max U, = (v;,~¢;,)P; ,m=12..M

24
0<P,; < Ppax ( )

It is noted that Eq. (24) is a non-cooperative game be-
tween the cooperative jamming nodes, and there is a tra-
deoff between the utility {/;, and the energy price v;, of
the interference nodes. If the jamming node J,,, has good
channel conditions and its energy price is relatively low,
the source node will ask for more cooperative power
from the jamming node J,, so that U; will increase
with v; growth. When v; grows to more than one
value, it is no longer useful for the source node to select
it to participate, even if the channel of J,, is dominant.
In this way, /,,, will reduce v, , and U/, also decreases.
Therefore, every jamming node J,, is required to dynam-
ically give the optimal power price which changes with
the channel condition. Because the source node will only
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choose the most favorable jamming nodes, the optimal
price will also be influenced by other jamming nodes. In
addition, when the power cost of cooperative jamming
node is increased (for example, the energy of the node
itself is reduced, the request of cooperation is increased,
the maximum power limit value, and so on), the starting
point of cooperative node’s cooperation and power price
will rise.

Property 1: When the power price of the source node
and other cooperative jamming nodes are fixed, the
equilibrium point of utility function U;, of every co-
operative jamming node exists and unique.

Proof: from the above formula, Eq. (19) shows that

ﬂzkml

.V —
(km2vy, + kms)?

m

(25)

Then, substituting the above equation into the utility
function of the interference node, it can be obtained.

_ (v kmp?

u, = Som=1,2,..M
(kaV],,, +km3)

(26)

max
0<Pyy < e
Taking the first order derivative of U;, to v; , it can
be obtained.

oy,
al/]m

_ ﬂzkml (kms + 2/<m20]m—3km2VJm) (27)
(kaV]m + kmg)

Then, taking the two order derivation of the objective
function U, to v; , it can be further obtained.

QZU/m N 2km2km1/42(km2vlm —2km3—3kmzc]m)
8v%m (kaV]m + km?))4

(28)

Through the first derivative dli;, /dv;, and the two
order derivations o°U;, /avﬁm of the above, we can
analyze it piecewise.

(1) When 0 < vy, < 3cj, + 2kps/kim2, 82U]W,/8v%m is
always less than zero. This shows that U, (0 <v;, <3
¢y, + 2kms/kuz) is a concave function, and there is a
unique maximum value.

(2)When v, 23c;, + 2kyus/kpz, oU;, [ov;, is always

less than zero. This explanation decreases with the

2Kk
k, m; ) :

Therefore, the maximum value of U (v, >c¢;, )
exists and is unique, and the Property 1 is proved.

According to the above analysis, we need to take the
derivative of U, to v; and make it equal to zero, and
it can be obtained.

increase of U, (v;, 23cy, +
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ouy,
vy,

N oP;

—_p _ -0
7, T v.=c,) v,

(29)

After solving all these equations about v;, , the optimal
price of all the jamming nodes can be obtained in the-
ory, which can be expressed as

ij = ij (027 Gsd: Gs/m7 G]md> {Gs/n}7 {G/,,d}7 {V],,})7n¢m

(30)
Solving Eq. (29), it can be obtained
ki
vy, =2y, +k_?2) (31)
m.

It is important to note that the value of v;  calculated
by the upper type is obtained when the power of the
source node and the power price of other relay nodes
are given. So, the result of the upper calculation is not
optimal. The value of the optimal v;, to meet the re-
quirements of a certain precision can be recursively ob-
tained by the gradient method. The steps are as follows:

(1) The calculation of the initial price v; (0) =2c;,
+42 by (31); (2) with Eq. (24) to calculate U}, (v, (1))
and Uj, (v;, (n) + A) (when the cost is ¢j,, = 1, the step
size A is generally 0.01); (3) the price update formula is
vy, (n+1) =v;, (n) + AU, (v;,(n) + A)=-U;, (v}, (n))] ;
(4) repeat (2) and (3) until |v; (n+1)-v; (n)| is less
than the stop value.

In heterogeneous wireless networks, each node is often
able to obtain only local channel state information.
Therefore, it is difficult to provide the optimal value dir-
ectly, whether it is the power allocation by the source
nodes or the pricing of the power price of the coopera-
tive jamming nodes. In this case, it is necessary for the
source node to cooperate with all the cooperative jam-
ming nodes through “the power pricing of each jamming
node — the power allocation — the power pricing of
each jamming node — the power allocation of source
node.” After several rounds, it converges to the optimal
value while meeting the error requirement.

5 Simulation and result

In this part, the dynamic power allocation, price dy-
namic pricing, cost price change, and convergence are
simulated. The same system setting as reference [9] is
used in this paper, where the source node, the destin-
ation node, and the eavesdropping node are placed in a
straight line. In order to illustrate the effect of distance
(the effect of distance is used to represent the change of
wireless channel environment), the channel model be-
tween any two nodes is set as a line-of-sight transmis-
sion channel model. The path gain is expressed as d ™/
26/ where d represents the distance between any two
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nodes (unit: meter), ¢=3.5 represents the exponential
factor of the path loss, and 8 is a random phase that is
evenly distributed between [0, 271].

In the following simulation, it is assumed that the dis-
tance between the cooperative jamming nodes is negli-
gible relative to the distance from source node,
destination node, and eavesdropping node. The distance
between the cooperative jamming nodes and the source
node, the destination node, and the eavesdropping node
can be approximately regarded as the same. The source
node and the destination node are fixed in the two-
dimensional coordinate system at the point S (0, 0) and
point D (100, 0),respectively(unit: meter). The noise in
the channel is additive Gauss white noise, and the noise
power is 10™° W. The next simulation in this paper has
carried out 1000 Monte Carlo independent experiments
and then averages to get the average results.

Figure 2 describes that the benefit U/, of the coopera-
tive jamming node J; is a curve with the change of its
power price vy, . It can be seen from the diagram that
the maximum value of the revenue U, exists only.

In Figs. 3 and 4, the cooperative jamming node
power price and utility function with recursion times
and the convergence of the situation are described
(The cooperative interference is at coordinate (30, 5),
and the eavesdropping node is at coordinate (50, 0)).
As it can be seen from the chart after five rounds of
the dynamic adjustment of pricing power and power
allocation, the power price and the utility function of
each node can quickly converge.

Figure 5 describes a curve that the power price v;, of a
cooperative jamming node /; changes dynamically as its
position changes, and Fig. 6 describes a curve of dy-
namic changes in the revenue U/, of a cooperative jam-
ming node J; with its location (The location of the
cooperative jamming node moves along the straight line
from the coordinate point (10, 5) to the coordinate point

6x10 ' .
5 l_UJ1 1
4
5
\
ﬂ‘3_ \\ i
s ——

1 2 3 4 5 6 7 8 9 10

Fig. 2 The revenue U, of J; varies with its power price v, (There
are 5 cooperative jamming nodes)
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Fig. 3 The power price of the cooperative jamming nodes vs the
recursion times

(90, 5), and the eavesdropping node is fixed at the co-
ordinate point (50, 0)). When the jamming nodes are in
different positions and their channel conditions are dif-
ferent, the optimal power price will be adjusted dynam-
ically. As it can be seen from the above two figures, the
highest power price does not deserve the highest in-
come. The income of the jamming node is determined
by its power price and the power consumed by it. Only
the power price of the jamming node is appropriate, and
the source node is willing to assign it more power to
participate in the collaboration. The jamming nodes also
gain the most benefit because of their reasonable choice.

The utilities
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Fig. 4 The utility function vs the recursion times
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Fig. 5 The power price v, of cooperative jamming node vs its
position change

Figure 7 describes the total payment Us of the source
node changing along with the location of the cooperative
jamming node (the cooperative jamming node moves
along the straight line from the coordinate point (10, 5) to
the coordinate point (90, 5), and the eavesdropping node
is fixed at the coordinate point (50, 0)). As you can see
from Fig. 7, the total payment of the source node is the
lowest when the cooperative jamming node is nearest to
the eavesdropper node. This is because the cooperative
jamming node has the best effect on the eavesdropping
node when the distance from the eavesdropping node is
nearest and the power consumption is the lowest.

Figure 8 describes the total payment Us of the source
node changing along with the location of the eavesdrop-
ping node (the eavesdropping node moves along the
straight line from the coordinate point (20, 0) to the co-
ordinate point (90, 0)). The five simulation curves above
correspond to the situation where the cooperative jam-
ming nodes are located at the coordinate points (30, 5),
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=
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c
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o
c
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: /
[
-
[ 0.5¢ v
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Fig. 6 The revenue U, of cooperative jamming node vs its
position change
.




Huang et al. EURASIP Journal on Wireless Communications and Networking (2018) 2018:69

Page 9 of 11

o.oa\\ :
0.055 % : | Ug |
0.05} ////ﬁﬁ”ﬁf
0.045 y

0.04 /
0.035 wf

o O% 0 20 30 4b 50 60 70 80 90

The X axis coordinate value of jamming nodes

The utility function (US)
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Fig. 9 The curve of the change in the price of power with the
cost price

(40, 5), (50, 5), (60, 5), and (70, 5), respectively. It can be
seen from the figure that the total payment of the source
node is the lowest when the eavesdropping node is near-
est to the cooperative jamming node. And the closer the
distance from the source node to the cooperative jam-
ming node, the lower the maximum value of each curve
(the source node total payment Us).

Combining with the previous analysis, when the infor-
mation of the channel state of the eavesdropping node is
known, it is most favorable to select the cooperative
jamming node closest to the eavesdropping node; when
the channel state information of the eavesdropping node
is unknown, it is necessary to consider the worst case,
that is, the best choice is to choose the cooperative jam-
ming node closest to the source node.

Figure 9 is a curve that increases the power price V; of a
cooperative jamming node /; as its cost price ¢; increases.
This is due to the higher cost price of the cooperative

0.35
0.3F i At position(30,5) J
——At position(40,5)
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0.25f
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02 .................. p ( ’ ) 4
(2]
D
0.15 .
0.1

%0 3|0 40 50 60 70 80 90
The X axis coordinate value of eavesdropper

Fig. 8 The source node total payment Us vs the location change of

the eavesdropping node

jamming node, and it is bound to increase the power price
in order to obtain the same income. From the simulation
results, the curve approximated linearly.

Figure 10 describes the curve that the total payment Us
of the source node varies with the number of cooperative
jamming nodes. The eavesdropping node is fixed at the
coordinate point (50, 0), and the three simulation curves
above correspond to the situation where the jamming
nodes are located at the coordinate points (30, 5), (50, 5),
and (70, 5) respectively. It can be seen that the total pay-
ment Us of the source node decreases with the increase of
the number of the cooperative jamming nodes. This is
due to the increase of the number of cooperation nodes,
which will lead to more intense competition among the
cooperative nodes, resulting in lower power price of the
cooperative jamming node. This inevitably reduces the
cost that the source node seeks for collaboration. There-
fore, the source nodes always want more cooperative
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Fig. 10 The total payment Us of the source node vs the number of
cooperative jamming nodes
.
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jamming nodes to participate in cooperative jamming in
order to reduce the total cost of payment. However, from
Fig. 9, it can be seen that when the number of jamming
nodes involved in cooperative jamming transmission
reaches five, the total payment Us of the source node will
decrease slowly with the increase of the number of nodes
involved in cooperative jamming. In practice, the partici-
pation of more nodes in collaboration will bring more
complex communication overhead of channel state infor-
mation. Therefore, it is not necessary for source nodes to
seek more than six interference nodes to participate in the
cooperative jamming transmission.

In a word, the following conclusions can be obtained
from the above simulations. The cooperative jamming
nodes are competitive and cooperative. They dynamic-
ally optimize their own power price independently ac-
cording to the network environment change (including
channel characteristics, competition intensity, and en-
ergy status). Correspondingly, the source node can also
optimize the power allocation according to the power
pricing of the cooperative node, channel characteristics
and its energy status, so as to improve the dynamic
adaptability of the physical layer security rate.

6 Conclusions

In a heterogeneous wireless network environment, this
paper studied, in the presence of an eavesdropping node,
the source node and destination node cooperating to
intercept the eavesdropping nodes through trusted jam-
ming nodes, so as to achieve the physical layer secure
communication. In order to encourage the potential
nodes to participate in cooperation and interfere with
the eavesdropping of malicious nodes, the relationship
between the source node and the cooperative interfer-
ence node was modeled as a Stackelberg game in this
paper. The jamming power consumed by the cooperative
jamming nodes was paid according to the market price,
and the power allocation solution under the market
price was given. At the same time, the competition rela-
tionship among the jamming nodes involved in coopera-
tive jamming was modeled as a non-cooperative game.
Each jamming node dynamically adjusts the power cost
price and market price independently based on its own
channel characteristics, surplus energy, and consumed
power. In a word, through the joint optimization of
these two games, the power pricing and power allocation
can be dynamically optimized according to the change
of channel characteristics and competition intensity.

In this paper, the following several cases were simulated.
First, the simulation of the dynamic power allocation and
the dynamic power pricing of each cooperative jamming
node shows that the power allocation and the market
price would soon reach the optimum value after more
than five rounds of dynamic adjustment. And it had good
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convergence. Secondly, the dynamic changes of the loca-
tion of the cooperative jamming node and the eavesdrop-
ping node were simulated respectively, and the results
illustrated the cooperative node selection idea under dif-
ferent circumstances. Finally, it could be seen that the
total payment Us of the source node decreases with the
increase in the number of participating cooperative jam-
ming nodes. However, when the number of nodes in-
volved in cooperative jamming transmission reaches five,
the total payment Us of the source node will decrease
slowly as the number of cooperative jamming nodes in-
creases, which is of guiding significance for the selection
of the number of cooperative jamming nodes.
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