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Abstract

To solve the security problem of industrial Ethernet DNP3 protocol broadcast authentication, the attack vector and
security requirements of trusted DNP3 protocol are analysed. First, the paper adopts a trusted platform into the
control network and authenticates the identity and security status of the DNP3 client and server to prevent node
sensitive information from being compromised. Second, a trusted DNP3-BAE broadcast authentication encryption
protocol is proposed based on the hash chain method to solve the problem of missing message security
authentication mechanism in broadcast mode, which only needs a key to complete the broadcast message
authentication for multiple slaves. The new scheme can use the DNP3-SA encryption primitive, without a major
upgrade to the existing platform. The protocol is verified by the SPAN tool; the results show that there is no
intrusion path, which ensures the integrity, authenticity, freshness, and confidentiality of the communication nodes.
At present, there is no public document to introduce a trusted platform into the DNP3 protocol to solve security
problems. Performance analysis shows that our solution reduces the overhead of large-scale broadcast authentication
at the expense of increased less processing and storage overhead.
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1 Introduction
With the advance of Industry 4.0, information security
research for industrial control network has become a
hot topic. More and more cyber-attacks indicate that
SCADA is unsafe [1–3]. The industrial Ethernet protocol
based on TCP/IP technology is widely used in SCADA
system. Although the requirement of remote monitoring
of ICS field devices is realized, the original industrial
Ethernet protocol is facing more threat of network attacks.
The widespread use of the DNP3 protocol in the field of
SCADA systems has proven unsafe [4–6]. Once the at-
tacker made through the Ethernet into the internal DNP3
network, they can obtain and control the ICS data and sen-
sitive operations by impersonating the DNP3 client and
server. Therefore, the DNP3 protocol must be researched
and improved from the perspective of the communication
side to ensure the communication security.

The latest security improvement version DNP3-SA
only proposed unicast communication under the
authentication strategy and did not give the multicast
communication authentication and encryption program.
An attacker could exploit this vulnerability to modify
commands on multiple external sites or execute an
unauthorized command to interrupt the service. Al-
though [7] proposed a public key authentication scheme
based on ECC for multicast security problems, the com-
putational complexity is high, and special hardware is
needed, and the adaptability of high real-time power
SCADA system is poor. Therefore, it is urgent to
propose a lightweight broadcast authentication encryp-
tion scheme. μTESLA protocol [8] is based on a hash
chain technology, with low cost and high efficiency, and
can be in the symmetric encryption system to complete
multi-message authentication, in line with the network
real-time and security needs. Literature [9] studied the
multi-node authentication scheme of μTESLA protocol in
wireless sensor networks, which enabled many sensor nodes
to verify the identity of the communication participants.
In addition, the above security improvements to the

protocol cannot resist the attacker posing and tamper

* Correspondence: luye528@126.com
1College of Electrical and Information Engineering, Lanzhou University of
Technology, Lanzhou, China
2Key Laboratory of Gansu Advanced Control for Industrial Processes, Lanzhou
University of Technology, Lanzhou, China
Full list of author information is available at the end of the article

© The Author(s). 2018 Open Access This article is distributed under the terms of the Creative Commons Attribution 4.0
International License (http://creativecommons.org/licenses/by/4.0/), which permits unrestricted use, distribution, and
reproduction in any medium, provided you give appropriate credit to the original author(s) and the source, provide a link to
the Creative Commons license, and indicate if changes were made.

Lu and Feng EURASIP Journal on Wireless Communications and Networking
 (2018) 2018:108 
https://doi.org/10.1186/s13638-018-1129-y

http://crossmark.crossref.org/dialog/?doi=10.1186/s13638-018-1129-y&domain=pdf
mailto:luye528@126.com
http://creativecommons.org/licenses/by/4.0/


with DNP3 server and client attack threats. Literature
[10] proposed the introduction of trusted anchor tech-
nology into ICS embedded devices to prevent equipment
from being impersonated but lacks security for servers
and protocols. The Trusted Computing Group (TCG)
introduces the Trusted Computing Concept [11] into
ICS and proposes a remote security communication
based on the trusted platform module (TPM) built-in
key [12] but lacks strengthening the security of commu-
nications between field devices. Literature [13] proposed
the use of trusted platform to protect and evaluate the
terminal equipment data security and trusted state, but
the security reinforcement of industrial Ethernet proto-
col is not given. There is no other public research to
introduce trusted components into the DNP3 protocol
to ensure the safety of field devices.
This paper is organized as follows. In Section 2, the at-

tack vector and loophole of DNP3 protocol broadcast
communication mode are analysed. In Section 3, we
authenticate the identity and security status of the client
and server based on TPM and propose a DNP3-BAE
lightweight broadcast authentication encryption protocol
based on hash chain method. The protocol can use
DNP3-SA encryption primitives without significant up-
grades on existing platforms. In Section 4, the SPAN
tool is used to verify the security of the scheme. In
Section 5, the performance of our protocol is analysed.
At last, Section 6 presents the overall conclusion.

2 Analysis of the attack vector and security
loophole
In this section, the model of security threats faced by the
DNP3-SA communication protocol in SCADA system has
been proposed. A SCADA system consists of MS
(Monitoring station), HMI (Human machine interface)
and other equipment such as PLC and IED. DNP3-SA
protocol using C/S mode of communication and MS
(DNP3 client) communicate with PLC (DNP3 field server)
through the configuration software (CS). PLC program
(PLC program) collects the scene data and sends back to

the MS. The DNP3 protocol communication threat model
is illustrated in Fig. 1.
MS is a client communicating with multiple PLC

servers on the site. The shaded part indicates that there
is a threat to the current device. The Dolev-Yao adver-
sary model shows that the attacker has enough ability to
eavesdrop, replay, tamper with and fake any arbitrary
network packets. The following four types of attack vec-
tors are available:

1) Attack vector based on MS impersonator

As the DNP3-SA protocol lacks the identity authentica-
tion mechanism, the impersonator can forge DNP3 re-
quest message by eavesdropping the PLC communication
address and send the malicious control command to the
PLC. Since the impersonator cannot obtain the session
key, the DNP3-SA security improvement protocol [7, 14]
based on the authentication of both parties can prevent
such attacks.

2) Attack vectors based on CS vulnerabilities

An attacker can exploit a CS vulnerability to obtain
native sensitive information, send a malicious command
to the PLC, and tamper with the response message of
the PLC. If the attacker steals the pre-set key through
the controlled CS, the DNP3-SA security improvement
protocol [7, 14] based on the authentication of both par-
ties will not be able to prevent such attacks.

3) Attack vector based on PLC impersonator

As the DNP3 protocol lacks the identity authentication
mechanism, impersonators can obtain DNP3 response
messages by eavesdropping to obtain PLC and CS com-
munication addresses, causing malfunction. Since the im-
personator cannot obtain the session key, the DNP3-SA
security improvement protocol [7, 14] based on the
authentication of both parties can prevent such attacks.
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Fig. 1 DNP3 communication threat model
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4) Attack vector based on PLC program

As the PLC usually used weak password protection
mechanism, an attacker can crack the password and other
ways to implant malicious program, to obtain sensitive in-
formation or cause failure. If the attacker steals the pre-set
key through the controlled PLC, the DNP3-SA security
improvement protocol based on the authentication of
both parties [7, 14] will not prevent such attacks.
According to the literature [4, 6] and what we know,

DNP3 protocol mainly exists in the following attack
types: eavesdropping, tampering, posing, DOS, and re-
play. More specifically, there are mainly three loopholes:

1) The first type of loophole: In the NACR mode,
randomly changing the value of the message
sequence number “Ksn” and the random number
will make the protocol lose synchronization,
resulting in unexpected authentication failure of the
protocol. The attacker “I” observed that in the
continuous NACR mode, the message sequence
number “Ksn” will increase by one when the slave
sends a new NACR request. The attacker “I” can
tamper with the sequence number “Ksn” of the
challenge message sent from the station “O”, posing
as a station “O” and sending it to the master station
“M” to induce the master station to generate an
incorrect message authentication code, which
results in failure of the message authentication.
Figure 2 gives the MSC model of this
attack behaviour.

2) The second type of loophole: By observing a large
amount of information in the cleartext challenge,
the attacker “I” can replay the message

authentication code “tag_old” intercepted in the
previous rounds of the session to the station “O” to
trigger the execution of false orders “Prented_RSP”
when finding the challenge information with the
same message sequence number “Ksn” and random
number. Figure 3 shows the MSC model of this
attack behaviour.

3) The third type of loophole: By observing a large
amount of information in the plaintext challenge,
the attacker “I” replays the AGM active request
message “Old_AGMRQ” intercepted in the previous
rounds of sessions to the station “O” when it finds
the challenge information with the same message
sequence number “Ksn”. This loophole caused
station “O” to perform unauthorized critical
operations. Figure 4 shows the MSC model of this
attack behaviour.

3 Design of the new credible DNP3-BAE protocol
The credible DNP3-BAE protocol proposed in this paper
includes two parts: identity authentication and key
agreement sub-protocol and key update and broadcast
message authentication sub-protocol. The identity authen-
tication sub-protocol provides periodic verification and
updating of the identity and security status information
for the MS(M) and PLC(O) by configuring the trusted
platform and increasing the authentication server (A).
There is no research yet using the trusted platform for the
identity of the certification in DNP3 protocol device. The
key agreement sub-protocol completes the negotiation of
the secret key after the authentication succeeds to facili-
tate the symmetry encryption of the operation data re-
quired for high security level communication. The key
update sub-protocol periodically updates the key to ensure

Fig. 2 The MSC model of first loophole
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data security, and the AS solves the trustworthiness of the
device state by periodically querying the PCR of the MS
and PLC. The broadcast authentication sub-protocol com-
pletes the sending and authentication of the broadcast
message based on the hash chain. The biggest advantage
of this method is that only one key can be used to
complete the broadcast message authentication of mul-
tiple slaves, which can greatly reduce the large-scale
SCADA broadcast communication overhead.
Before the protocol is designed, assume that the com-

munication participant has the following knowledge:

1) The MS communicates with multiple slave PLCs at
the same time.

2) The communication request is initiated by the MS.
3) The base layer of the protocol and AS are reliable.
4) MS, AS, and PLC are based on TPM hardware to

achieve a trusted function. All commands beginning
with TPM_ are done in TPM hardware and software.

5) A trusted list is assigned to the SCADA system, which is
the expected trusted information of all terminal devices.

6) MS, PLC known AS’s identity certificate public key
A_AIK_Pub and bound public key KA_Pub.

Fig. 3 The MSC model of second loophole

Fig. 4 The MSC model of third loophole
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3.1 Authentication and key agreement protocol
Trusted Computing [9, 12] measures the hardware and
software reliability of the device through the trusted
metric root in the BIOS of TPM device. The measurement
results are stored in the platform configuration register
(PCR) inside the TPM and cannot be tampered. PCR is
used for user authentication and protects the hardware
and software systems of the equipment in line with expec-
tations. When the terminal device is initialized, the au-
thentication key pair (AIK) is created by the TPM. The
private key of the AIK is stored in the device TPM. Verify-
ing the AIK private key signature can guarantee the au-
thenticity of the device identity. Bind-Key is a pair of
public and private key pairs that the TPM uses to decrypt
small-scale data (such as a key). The encrypted data must
be decrypted on a device with a Bind- private key.
Figure 5 is the identity authentication sub-protocol and

key-key negotiation sub-protocol message flow, M is DNP3
communication in the client (MS), O for the server (PLC).
O_AIK_Pri, O_AIK_Pub, M_AIK_Pri, and M_AIK_Pub are

the identity certificate key pairs (AIK); KA_Pr, KA_Pub,
KM_Pri, KM_Pub, KO_Pri, and KO_Pub are the binding
key pairs (Bind-Key); PcrO and PcrM are the trust metric
root. KH is used for HMAC calculations in communication
sub-protocols to ensure the integrity of communication
data; KE is used for symmetric encryption of critical data
required for high-security communications. Random num-
bers Na, Nb, Nc, Nd, Ne, Nf, and Ng ensure the freshness
of the message. Note that O as a DNP3 server cannot initi-
ate a request, all communication initiated by M.
Steps 1 to 14 describe the M and O request AIK signa-

tures of the device status information (PCR value) to the
opposite party to complete the two-way authenticate
process with the assistance of AS. Among them, the
TPM_E and TPM_D commands encrypt and decrypt
the PCR and protocol data respectively.
Steps 15 to 20 describe the negotiation process of the

message authentication key KH and the message encryp-
tion key KE after confirming the identity information
between M and O with the assistance of A.

Fig. 5 Authentication and key agreement
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AS periodically polls MS and PLC for PCR and com-
pares it with whitelist information to find out whether
there is any unexpected change in equipment status and
ultimately ensure that the SCADA system terminal equip-
ment has not been tampered with during operation.
Depending on whether the verification result is successful
or failed, the AS will decide whether to update the ICS
device status: (1) If the verification is successful, AS does
not do anything; (2) if the authentication fails, or if the
administrator updates the whitelist information on the
AS, the update process is initiated by the AS. Upon receipt
of an AS-initiated update notification, the MS or PLC sets
the symmetric keys KH and KE negotiated in the pre-Key
Negotiation sub-protocol to be invalid and re-initiates the
identity authentication sub-protocol, this process is not
repeated by the length limit.

3.2 Key update and broadcast message authentication
sub-protocol
Figure 6 shows the flow of key update and broadcast
message authentication sub-protocol. R is a random
bit string whose length is 128 bits, and H represents
the hash function used to calculate the hash chain

label: S1 = H (R), S2 = H (S1), ..., Sn = H (Sn-1), which
represents a hash chain label generated from a single
random value (R). Sn is the last tag of the hash chain,
and n is the hash chain index. Req(FC) is the key up-
date request, where FC is the Function Code. Chalg
(H, Nx, KSn) is the key update response, where H is
the hash algorithm used, KSn is the message serial
number, and Nx is the random number. MAC (K_H,
KS, KSR) and E (K_E, K_E_new, KH_new, Sn, n) respect-
ively authenticate and encrypt the message. BM represents
the broadcast information; Si is the current hash tag; i is
the index of the current hash tag; tagA is the MAC tag;
Sstored, Nstored, Sreceived, Nreceived, and Scalc store
the values of Sn, n, Si, i (where 1 < i < n), and Scalc; and
Scalc represents the variable used to find the next hash
tag for the hash chain.
Based on the hash chaining method, the master M

uses the redistributed credentials, and the external site
O can only verify the current hash of the current broad-
cast message, preventing forward attacks, effectively pro-
tecting the DNP3 broadcast from tampering, replay and
inject attack. The scheme uses only one symmetric key
hash chain mechanism in multiple broadcast messages

M O

22 KSR

21 R={0,1}*
S1=H(R),

S2=H(S1),
S3=H(S2),

Sn=H(Sn-1),
KSR=Req(FC)

23 KS=(Chalg(H, Nx KSn))

24 KS
25 C= E(K_E, K_E_new, 

KH_new,Sn,n)
tag= MAC(K_H,KS, KSR)

KC = (C, tag)

26 KC
27 Verifying MAC tags for Key Update
tag0=MAC(K_H,KS, KSR)
If(tag==tag0)
K_E_new,KH_new,Sn,n=D(K_E,C)
Sstored=Sn; Nstored=n; 
KS`=((Chalg(H, Ny, KSn+1)))
KSC(Resp(FC),KS`)

29 tagA = MAC
(KH_new,Si,i, Req(FC))

BM=(Req(FC), Si, i, tagA) 

32 Err_resp

31 Verification Process
Sreceived=Si,Nreceived=i
if!(1<=Nreceived<Nstored){Error Resp}
Step1:Check Authentication
tagA`=MAC(KH_new,Si,i,Req(FC))
If(tagA!=tagA`){Error Resp}
Step2:Check Freshness
Scalc=Sreceived
For(x=Nreceived;x<Nstored;x ++)
{Scalc=H(Scalc)}
if(Scalc==Sstored)
{Sstored=Sreceived;Nstored=Nreceived;
Process BM}
Else{Error Resp}

Fig. 6 Key Update and Broadcast Authenticate Agreement
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instead of multiple broadcast messages using multiple
keys of the HMAC mechanism, reducing the communi-
cation overhead, especially for large-scale broadcast
communications. In addition, this method does not
require a public key infrastructure (PKI), using only the
original encryption primitives (SHA-1, SHA-256,
AES-GMAC, and AES) of DNP3-SA, reducing the
cost of updating the device.

4 Performance analysis
Since the authentication and key negotiation sub-
protocol is initiated only when the device status infor-
mation is changed (as before the first communication,
the authentication fails) and the message is processed
using the dedicated TPM hardware and software, the
part of the protocol Performance costs has less impact
on the time overhead of the entire broadcast communi-
cation. The key update and broadcast message authenti-
cation sub-protocol is used frequently in broadcast
communications, which uses the encryption primitives
in the DNP3-SA specification without the TPM-related
time overhead, but adds some communication, compu-
tation and storage overhead.
Table 1 shows the comparison of calculation and storage

overhead for key update and broadcast message authenti-
cation sub-protocol with DNP3-SA unicast protocol
(NACR and AGM mode) in broadcast communication en-
vironment and gives the performance overhead of the
three protocols in the case of a man-in-the-middle attack
at probability p. N is the number of PLCs, n is the number
of broadcast messages, and the number of hash tags is
generated. MIRB, MIRN and MIRA represent tampering,
injection and replay attacks for BAE, NACR and
AGM respectively.
Taking the performance overhead of the BAE scheme as

an example, 4N + n on the communication overhead
means that four messages are exchanged to N external
sites and n broadcast authentication messages (see Fig. 5)
during the key update, which corresponds to O (N + n).
For the calculation overhead, 2n + 2 indicates that the MS
needs to generate n hash values and n + 1 message
authentication codes during the broadcast message

authentication phase and needs to complete one encryp-
tion operation during the key update phase. Similarly,
each PLC needs 4Nn cryptography; for storage overhead,
2n + 2 means that the MS stores n indexes (i) and n hash
values (Si), and two keys (KE and KH). Similarly, the 8N
at the PLC side means that each PLC stores eight parame-
ters: KH, KE, chalg, Sn, i, Scalc, Sstored, and Nstored. The
results of the comparison in Table 1 show that BAE has
significantly reduced communication overhead at the
minor cost of increasing the computational and processing
overhead compared to its corresponding NACR and AGM;
especially in the case of intermediate attacks such as modi-
fication, injection and reproduction, BAE communication
overhead is also significantly reduced, applied to a wide
range of broadcast communications; this advantage will be
more significant. In addition, compared with NACR and
AGM, the computational overhead of the master station in
the BAE scheme is also significantly reduced.
Table 2 shows the scheme using a symmetric (Sym) and

asymmetric (Asym) cryptography method to compare
with the BAE scheme. The results show that the BAE
scheme requires only one broadcast authentication key,
and the Sym scheme needs to establish n broadcasts for n
broadcast messages, and the demand participants must be
honest. The Asym program also needs basic public facil-
ities to distribute N + 1 public and private key pairs.

5 Simulation results
The trusted DNP3-BAE protocol is described using the
role-based formalized protocol language HLPSL, and
then, the SPAN tool is used to verify the security of the
protocol. The SPAN tool simulates the protocol func-
tions and intruder behaviour described in the HLPSL
language and gives the corresponding attack path if the
protocol is insecure. Taking the identity authentication
sub-protocol as an example, the HLPSL language is used
to describe the three roles (MS, PLC and AS) processes
and hybrid role participating in the protocol, wherein
the role process defines a communication process and
an entity variable for the role receive and response mes-
sage. The hybrid role process defines protocol variables,
attacker knowledge, and protocol validation targets. This

Table 1 Performance analysis and comparison

Scheme Communication overhead Calculate overhead Storage overhead

MS PLC MS PLC

Ours 4N + n ≈O (N + n) 2n + 2 ≈O (n) 4Nn ≈O (Nn) 2n + 2 ≈O (n) 8N ≈O (N)

NACR 4N(n + 1) ≈O (Nn) Nn ≈O (Nn) Nn ≈O (Nn) 4 4N ≈O (N)

AGM 8N + 2Nn ≈O (Nn) N(n + 1) ≈O (Nn) Nn ≈O (Nn) 4 4N ≈O (N)

MIRB nP ≈O (n) nP ≈O (n) nP ≈O (n) /

MIRN 2NnP ≈O (Nn) NnP ≈O (Nn) NnP ≈O (Nn) /

MIRA 2NnP ≈O (Nn) NnP ≈O (Nn) NnP ≈O (Nn) /
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article uses master to represent MS, the entity M in Fig. 7;
uses out to represent PLC, the entity O in Fig. 5; and uses
server to represent AS, the entity A in Fig. 7. Limited to
space, Fig. 7 depicts the communication process for the
master role.
Figure 8 depicts the attacker’s knowledge and security

objectives, including entities (m, o and a) and plaintext
information in the protocol process. The plaintext infor-
mation refers to the cryptographic algorithm and the
public key used. The security objective of the identity
authentication sub-protocol and the key-negotiation
sub-protocol is to ensure the confidentiality of the
authentication key KH and the encryption key KE used
in the communication sub-protocol, PCR (PcrO and
PcrM), and all random numbers such as Na Etc., with
strong authentication (authenticity and freshness).
The SPAN authentication result of the authentication

and key agreement sub-protocol is security (SAFE). As
shown in Fig. 9, the message sequence of the protocol
given by SPAN analyses the protocol security from the

perspective of the intruder and fails to form an intrusion
path. This result indicates that the sub-protocol can se-
curely authenticate the identity and status information
of M and O and can safely exchange the keys KH and
KE used by subsequent communications because the at-
tacker cannot obtain the AIK key and bind-private key,
cannot tamper with PCR and random number signature,
and also cannot decrypt the key KH and KE.
The security objective of the key update and broadcast

message sub-protocol is to ensure that the data ex-
changed between M and O is confidential (high security
level) and has integrity, using random numbers with
strong authentication. The security target and authenti-
cation process of the key update sub-protocol and the
broadcast authentication sub-protocol are like the
authentication sub-protocol. The SPAN verification result
is also safe and will not be repeated. In summary, the
credible DNP3-BAE protocol proposed in this paper can
guarantee the identity and status of the communication
entity, the integrity of the protocol data, the freshness of

Table 2 Scheme analysis and comparison

Scheme Method Infrastructure Keys Computational complexity

Ours Hash chain / 1 n*HMAC, n*MAC,1*AES

BAE-Sym Session key / N n*HMAC, n*MAC,n*AES

BAE-Asym Digital signature PKI 2 N + 2 n*PKI

Fig. 7 The communication process of entity M
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Fig. 8 Attacker knowledge and security goals

Fig. 9 Verification result by SPAN
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the random number, and the confidentiality of the proto-
col data under the high security level and meet the safety
requirements of the protocol proposed in Section 2.

6 Conclusions
This paper analysis the security requirements of trusted
DNP3-SA protocol and designs a trusted DNP3-BAE
broadcast authentication and encryption protocol based on
hash chain method for the lack of security authentication
encryption mechanism of DNP3-SA protocol broadcast
communication mode. The SPAN verification results show
that our solution not only solves the problem that the exist-
ing DNP3 network sensitive operation data is easy to be
stolen and tampered by the illegal communication entity,
but also solves the legitimate communication entities which
are controlled to lead to security certification information
disclosure problems. The protocol can use DNP3-SA en-
cryption primitives without the need for major upgrades to
existing platforms, and performance analysis shows that
our solution reduces the overhead of large-scale broadcast
authentication at the expense of minor increased process-
ing and storage overhead.

7 Method
In this work, we aim to solve the security problem of indus-
trial Ethernet DNP3 protocol in broadcast mode. We adopt
a trusted platform into the control network to authenticate
the identity and security status of the DNP3 client and
server. We proposed a trusted DNP3-BAE broadcast
authentication encryption protocol based on the hash chain
method to solve the problem of missing message security
authentication mechanism in broadcast mode. The simula-
tion results are generated using Span software.
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