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Abstract
Physical layer security (PLS), which is based on information-theoretic principles of message confidentiality, has
attracted considerable attention in recent years. This paper provides a comprehensive survey of using channel
feedback (CF) to enhance the quality of PLS of various communication models. To be specific, the survey starts from
the secret key-based CF scheme and its variations for the wiretap channel (WTC) and other communication models.
Then, for the WTC and its generalized models, an improved feedback scheme and its variations are respectively
introduced, where the improved scheme combines the secret key-based CF scheme with the Wyner-Ziv scheme for
source coding with side information. It has been shown that these improved schemes perform better than the
original secret key-based schemes for several cases. Next, the Schalkwijk-Kailath (SK) feedback scheme and its
variations are introduced, which are optimal for the Gaussian WTC and its variations. Finally, the already existing CF
schemes are summarized and the future challenges of using CF to enhance PLS are discussed.
Keywords: Channel feedback, Physical layer security, Wiretap channel

1 Introduction
Due to the broadcast nature of wireless communications,
mobile devices are vulnerable to eavesdropping. Physical layer security (PLS), which uses information-theoretic
approaches to achieve secure transmission over wireless
channels, has been proven to be an effective way to prevent information eavesdropping [1–10]. The study of PLS
starts from Wyner’s ground-breaking work on the wiretap
channel (WTC) [11], where a transmitter broadcasts its
message W over N channel uses to a legitimate receiver
and a wiretapper via a degraded broadcast channel, and
the perfect secrecy is guaranteed if the information leakage rate N1 I(W ; Z N ), where Z N denotes the received output at the wiretapper, vanishes as the transmitted codeword length N tends to infinity1 . The secrecy capacity,
defined as the channel capacity under the perfect secrecy
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1 Here note that the perfect secrecy defined in [11] is in fact perfect weak
secrecy. Another definition of the perfect secrecy is perfect strong secrecy,
which is defined as the information leakage I(W ; ZN ) at the wiretapper
vanishes as N tends to infinity.

constraint, was established in [11]. Later, [12] generalized
the WTC [11] by considering a general broadcast channel and the transmission of a common message which is
allowed to be decoded by both the legitimate receiver and
the wiretapper. Here note that the secrecy capacities characterized in [11] and [12] indicate that positive secrecy
rate is achieved only if the legitimate receiver’s channel is
less noisy than the wiretapper’s channel. Thus, it is natural
to ask the following two questions:
– 1) How can positive secrecy rate be achieved if the
wiretapper’s channel is less noisy than the legitimate
receiver’s channel?
– 2) If the wiretapper’s channel is noisier than the
legitimate receiver’s channel, can the secrecy rate be
further enhanced beyond the secrecy capacity?
The schemes that exploit artificial noise aided cooperative
jamming and channel feedback (CF) address the above
two questions. However, in some circumstances, such as
Internet of Things (IoT) systems, artificial noise aided
cooperative jamming may not be suitable since the IoT
devices have significant energy constraints [13, 14], and
hence CF is of particular interest in such circumstances.
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This paper provides a comprehensive review of CF techniques that help to enhance PLS in communication systems. The remainder of this paper is organized as follows.
In Section 2, the model of the degraded WTC with CF [15]
and its capacity-achieving feedback scheme (the secret
key-based feedback scheme) are presented, and applications of the secret key-based feedback coding scheme to
other communication channel models with CF are introduced. Section 3 introduces an improved secret key-based
feedback coding scheme for the general WTC with CF
and its applications to other channel models. In Section 4,
first, we introduce the classical Schalkwijk-Kailath (SK)
feedback scheme [58] for the Gaussian channel and show
that this classical feedback scheme achieves the secrecy
capacity of the Gaussian WTC with CF. Next, we introduce applications of the SK scheme to other channel
models. Finally, in Section 5, we summarize this paper and
discuss future research challenges.
In the remainder of this paper, random variables (RVs),
their realizations and alphabets are denoted by uppercase
letters, lowercase letters, and calligraphic letters, respectively. Random vectors and their realizations are written
in a similar way. For example, Y1 denotes a RV, and y1
denotes the value of a realization in the alphabet Y1 . SimN denotes a random vector (Y , ..., Y
ilarly, Y1,1
1,1
1,N ), and
N
y1,1 = (y1,1 , ..., y1,N ) denotes the value of a realization in
Y1N (the Nth Cartesian power of Y1 ). Moreover, for simplicity, the probability Pr{X = x} is denoted by P(x), and
in the remainder of this paper, the base of the log function
is taken to be 2.

In Fig. 1, the channel is a discrete memoryless broadcast
N , Y N , where Y N
channel with input X N and outputs Y1,1
2,1
1,1
N
is for the legitimate receiver, and Y2,1 is for the wiretapper.
The channel transition probability is given by

2 The secret key-based feedback scheme and its
applications
2.1 The wiretap channel with noiseless feedback

The effect of CF on the PLS in communication systems was first investigated in [15], where the WTC [11]
was re-visited by considering the case that the legitimate
receiver can send its received channel outputs back to
the transmitter via a noiseless feedback channel, which is
not known by the wiretapper (see the following Fig. 1).

Fig. 1 The general WTC with noiseless feedback
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N
N
=
P yN
P(y1,i , y2,i |xi ),
1,1 , y2,1 |x

(1)

i=1

where xi ∈ X , y1,i ∈ Y1 , and y2,i ∈ Y2 . Let W be
the transmission message, and it is uniformly drawn from
the alphabet W . At time i ∈ {1, 2, ..., N}, the transmitter produces the time-i channel input Xi as a function
of the message W and the previous channel outputs
Y1,1 , ..., Y1,i−1 , i.e.,


i−1
(2)
Xi = fi W , Y1,1
for some stochastic encoding function fi .
First, note that without CF, the model of Fig. 1 reduces to
the general WTC [12], and its secrecy capacity is given by
Cs =

max [ I(V ; Y1 ) − I(V ; Y2 )]+ ,

P(x|v),P(v)

(3)

where the function [ x]+ = max{x, 0} and V → X →
(Y1 , Y2 ) forms a Markov chain. The intuition behind the
secrecy capacity Cs is that for the legitimate parties, in
order to achieve perfect secrecy, the channel capacity
I(V ; Y1 ) suffers a loss of I(V ; Y2 ), where the sacrificed rate
I(V ; Y2 ) is used to completely confuse the wiretapper.
Then, for the model of Fig. 1, [15] showed that its
f
secrecy capacity Cs is lower bounded by
f

Cs ≥

max

P(x|v),P(v)

min{[ I(V ; Y1 )− I(V ; Y2 )]+ +H(Y1 |Y2 , V ), I(V ; Y1 )},

(4)
where V → X → (Y1 , Y2 ). Comparing (4) with (3), we
can conclude that the CF enhances the secrecy capacity of
the general WTC. The intuition behind the lower bound
f
(4) on the secrecy capacity Cs is given as follows. In [15],
the feedback channel output is used to generate a secret
key shared between the legitimate parties, and this key
is completely unknown for the wiretapper. Moreover, the
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transmitted message W is divided into two parts W1 and
W2 , where W1 is encoded the same as the message in [11],
and W2 is encrypted by the secret key generated from the
feedback. Then, the total secrecy rate also consists of two
parts: one equals I(V ; Y1 ) − I(V ; Y2 ) which is the same as
Cs , and the other equals H(Y1 |Y2 , V ) which is the rate of
the secret key. In addition, note that the total secrecy rate
cannot exceed the channel capacity I(V ; Y1 ) of the legitif
mate parties, and hence the lower bound in (4) on Cs is
obtained.
Ahlswede and Cai [15] further pointed out that if the
wiretapper’s received signal Y2 is a “degraded” version of
the legitimate receiver’s received signal Y1 , i.e., Markov
f
chain X → Y1 → Y2 holds, the secrecy capacity Cs of the
model of Fig. 1 is established, which is given by

transmits the legitimate receiver’s channel output, and
what happens if the channel can transmit anything as the
legitimate receiver wishes? [17] investigated this case and
pointed out that the best way is to transmit random bits
over the noiseless feedback channel, and these random
bits are used to encrypt the transmitted message as the
secret key in [15] does. In addition, the feedback channel
in [17] is assumed to be rate limited, i.e., the rate of the
secret key is upper bounded by Rf . Using a similar coding

f

Cs = max min{I(X; Y1 ) − I(X; Y2 ) + H(Y1 |X, Y2 ), I(X; Y1 )}.
P(x)

(5)
Here note that for the degraded WTC (X → Y1 → Y2 ),
[11] showed that its secrecy capacity is given by
Cs = max[ I(X; Y1 ) − I(X; Y2 )] .
P(x)

(6)

Comparing (5) with (6), we can also conclude that the
CF enhances the secrecy capacity of the degraded WTC.
f
The secrecy capacity Cs for the reversely degraded case
(i.e., Markov chain X → Y2 → Y1 holds) is also determined in [15], and it is given by
f

Cs = max min{H(Y1 |Y2 ), I(X; Y1 )}.
P(x)

(7)

However, note that for this reversely degraded case,
the secrecy capacity Cs of the WTC equals 0, which
also implies that CF enhances the secrecy capacity of the
reversely degraded WTC. Moreover, recently, the secrecy
f
capacity Cs for the case of parallel channels (Y1 → X →
f
Y2 ) is studied in [16], and it has been shown that Cs is
determined when one of the channels is more capable
than the other.
In recent years, the secret key-based feedback scheme
introduced in this section has been widely used in various
channel models, and we introduce the applications of the
secret key-based feedback scheme in the next subsection.
2.2 Applications of the secret key-based feedback
scheme to other channel models

In the preceding subsection, we review the WTC with
noiseless feedback, where the feedback channel only
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f −l

scheme of [15], [17] determined the secrecy capacity Cs
of the degraded WTC with rate limited feedback, and it is
given by
f −l

Cs

= max min{I(X; Y1 ) − I(X; Y2 ) + Rf , I(X; Y1 )}.
P(x)

(8)

Comparing (8) with (5), we can conclude that if Rf ≥
H(Y1 |X, Y2 ), sending pure random bits is better than
sending legitimate receiver’s channel output Y1 , and vice
versa. The follow-up study of [17] includes
– 1) Extension of the degraded WTC with rate limited
feedback [17] to a situation that an additional
common message together with the secret message
are sent by the transmitter, and the common message
can be decoded by both the legitimate receiver and
the wiretapper [18].
– 2) Extension of the WTC with rate limited feedback
[17] to a broadcast situation [19], where one secret
message is sent to two legitimate receivers via a
general broadcast wiretap channel, and two
legitimate receivers independently send their secret
keys to the transmitter via two noiseless feedback
channels. Encrypting the transmitted message for its
intended legitimate receiver by the corresponding
secret key, and using time-sharing between these two
encrypted messages, [19–21] derived an achievable
secrecy rate for this extended model, and showed that
these secret keys help to increase the achievable
secrecy rate (lower bound on the secrecy capacity) of
the same model without feedback [22, 23].
– 3) Extension of the WTC with rate limited feedback
[17] to the case that the channel depends on channel
state information (CSI), and the CSI is causally
known2 by the transmitter and the legitimate receiver
[24]. Since the CSI is shared between the legitimate
parties, it can be used to generate secret key as the
channel output feedback in [15] does. Hence, the
transmitted message is encrypted by two keys, where
one is the random bits generated from the rate
limited feedback channel, and the other is generated
from the CSI. Cohen and Cohen [24] proved that this
2 Here,

note that causal CSI indicates that the transmitter has the knowledge
of current and previous CSI, while non-causal CSI indicates that the
transmitter has the knowledge of current, previous, and future CSI.
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new scheme performs better than that in [17] due to
the additional secret key generated from the CSI.
Besides the work of [24], recently, the use of CSI-feedback
as a means to generate secret keys receives a lot of attention. In [25], the general WTC with CSI causally known at
both the legitimate receiver and the transmitter was investigated. A lower bound on the secrecy capacity, which
is constructed according to the secret key-based feedback scheme (the secret key is generated from the CSI
which is causally known by both the legitimate receiver
and the transmitter), is provided in [25], and this lower
bound is shown to be tight for several special cases. In
[26], a broadcast erasure channel with one transmitter
and multiple receivers was studied, where the transmitter sends messages to multiple receivers, the message to
each receiver remains secret from all the other receivers,
and the receivers causally feed back their CSI to the transmitter. The capacity is characterized according to a linear
complexity two-phase scheme: in the first phase, secret
keys are produced which are exploited during the second
phase to encrypt each message. In [27], a secret key-based
feedback scheme was proposed for the WTC with the
feedback of the legitimate receiver’s CSI and without the
feedback of the wiretapper’s CSI.
Other applications of the secret key-based feedback
scheme include
– a) Extension of the WTC with noiseless channel
output feedback [15] to the case that the channel
depends on independent identically distributed (i.i.d.)
CSI and the CSI is non-causally known by the
transmitter [28–30]. This extended model is also
called the state-dependent WTC with noiseless
feedback and noncausal CSI at the transmitter.
Similarly to the WTC with noiseless feedback [15],
the secrecy capacity of this state-dependent model is
determined for the degraded case X → Y1 → Y2 (the
wiretapper’s received signal is a degraded version of
the legitimate receiver’s), where the
capacity-achieving coding scheme combines the
already existing coding scheme for the same model
without channel output feedback [31, 32] and the
secret key-based feedback scheme [15]. Here, note
that the CSI in [28–30] is independent of the
transmitted message. Recently, [33, 34] further
extended the model of [28–30] to the situation that
the transmitter can take action on the CSI (i.e., the
CSI is dependent on the transmitted message).
Similarly, it is shown that the secrecy capacity of the
model in [33, 34] is determined for the degraded case,
and the corresponding capacity-achieving coding
scheme combines the already existing coding scheme
for the same model without feedback [35] and the
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secret key-based feedback scheme [15].
– b) Extension of the WTC with noiseless channel
output feedback [15] to the case that the channel
depends on CSI which is not i.i.d. generated, and the
CSI is known by both the transmitter and the
legitimate receiver [36]. To be specific, in [36], the
CSI is assumed to be generated from a state process
which is a stationary irreducible aperiodic ergodic
Markov chain. The CSI is perfectly known by the
legitimate receiver, and the CSI together with the
legitimate receiver’s received channel output are sent
back to the transmitter via a noiseless feedback
channel after some delay. The secrecy capacity of this
model is determined for the degraded case, and the
corresponding capacity-achieving coding scheme
combines the already existing coding scheme for the
same model without secrecy constraint [37] and the
secret key-based feedback scheme [15].
– c) Extension of the WTC with noiseless feedback [15]
to the WTC with noisy feedback. To be specific, in
[38], the modulo-additive WTC with a full-duplex
legitimate receiver was studied. The noisy feedback is
used to generate pure noise (random bits) protecting
the transmitted message and confusing the
wiretapper. This feedback scheme is similar to the
secret key-based scheme and it achieves the
legitimate receiver’s channel capacity, i.e., the perfect
secrecy is guaranteed at no rate cost. Later, [39, 40]
considered a more general case, i.e., the WTC with
generalized feedback, where the generalized feedback
includes many already existing feedback scenarios in
the literature such as CSI feedback, noiseless channel
output feedback, and noisy channel output feedback.
A lower bound on the secrecy capacity of this
generalized model is constructed according to the
secret key-based feedback scheme. Yang et al. [41]
considered a variation of the wiretap channel with
noisy feedback and proposed a feedback scheme
similar to that of [38]. It is shown in [41] that if the
transmission power is large enough, a positive secrecy
rate can be achieved even when the wiretapper’s
channel is less noisy. Kim and Poor [42] studied the
multiple-input multiple-output (MIMO) WTC with
noisy and insecure feedback, and proposed a secret
key-based feedback scheme for this model. Recently,
the role of noisy feedback in Gaussian full-duplex
two-way wiretap channel and Gaussian half-duplex
two-way relay channel was investigated [43], and a
feedback scheme similar to that of [38] was proposed
to protect the transmitted message.
– d) Extension of the WTC with noiseless feedback [15]
to other multi-user communication scenarios with
feedback. To be specific, in [44, 45], the multipleaccess wiretap channel (MAC-WT) with generalized
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feedback was investigated, where the feedback is only
used to allow the transmitters to cooperate with each
other. Combining the feedback scheme of [44] with
the secret key-based feedback scheme [15], [46]
proposed a new feedback scheme for the MAC-WT,
where the feedback channel output is not only used
to generate secret keys encrypting the messages sent
by the transmitters, but also used to allow the
transmitters to cooperate with each other. Dai and
Ma [46] proved that this secret key-based new
feedback scheme is better than the previous one in
[44, 45]. Based on the work of [46], a similar feedback
scheme is proposed for the state-dependent
MAC-WT [47], where the MAC-WT depends on CSI
which is generated the same as that in [36], and the
CSI together with the legitimate receiver’s channel
output are sent to the transmitters via noiseless
feedback channels after some delay. In addition, [48]
studied the two way wiretap channel with noiseless
feedback and designed a practical code for this model
which combines the low density parity check (LDPC)
code and the secret key-based feedback scheme.
– e) Investigation of how to realize the secret key
sharing between the legitimate parties via feedback
channels. To be specific, [49] investigated key
agreement over a multiple-access scenario with noisy
or noiseless public feedback channel, [50] investigated
key agreement over an interference channel with
noiseless feedback channel, [51, 52] studied key
agreement over the wiretap channel model with
noiseless public feedback channel, and [53, 54]
studied the noisy feedback case. Other related works
in the key agreement over channels are in [55–57].
In the next section, we introduce an improved secret keybased feedback scheme, which uses the channel output
feedback to generate not only secret keys, but also help
information improving the legitimate receiver’s decoding
performance.

Fig. 2 The lossless source coding with side information
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3 An improved secret key-based feedback
scheme and its applications
3.1 New result on the general WTC with noiseless
feedback

In the previous section, we have introduced the widely
used secret key-based feedback scheme. However, we
should note that this scheme is not optimal for the general WTC, and it is natural to ask: can any other feedback
schemes do better than the secret key-based scheme?
The answer is yes, and currently there are two kinds of
feedback schemes that perform better than the secret
key-based scheme. One is the improved secret key-based
scheme introduced in this section, and the other is the
Schalkwijk-Kailath (SK) feedback scheme [58] that will be
introduced in the next section. In the remainder of this
section, first, we introduce the improved secret key-based
feedback scheme for the general WTC. Next, we introduce the applications of this new scheme to other channel
models.
A vital part of the improved secret key-based feedback
scheme is the classical Wyner-Ziv (WZ) coding scheme
[59], and it is used in the lossless source coding with
side information (see the following Fig. 2). In Fig. 2, the
source sequence X N together with the correlated side
information Y N are i.i.d. generated according to the probability P(x, y). Using an encoding function φ : X N →
{1, 2, ..., 2NR }, the transmitter compresses X N into an index
W taking values in {1, 2, ..., 2NR }, and W together with
Y N are perfectly obtained by the receiver. The receiver
produces a reconstruction sequence Û N = ϕ(W , Y N ) by
applying a reconstruction function ϕ : {1, 2, ..., 2NR } ×
Y N → U N to the index W and the side information
Y N . The object of the communication is that the reconstruction sequence Û N is jointly typical with the source
X N according to the probability P(u, x), i.e., (X N , Û N ) ∈
TN (P(x, u)).
A rate R is achievable if for any  > 0, there exists a
sequence of encoding and reconstruction functions (φ, ϕ)
such that
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secret key is known by the legitimate receiver, the
transmitted message is decrypted.

(9)

as N → ∞. The minimum achievable rate R of this
lossless source coding with side information problem is
achieved by using the classical WZ scheme [59], and the
key idea of the WZ scheme is described as follows:
UN

i.i.d.
– First, generate an auxiliary random sequence
with respect to the probability P(u), and U N is
chosen according to a bin index and a sub-index in a
given bin.
– Next, the source encoder tries to find a U N that is
jointly typical with the source X N . If there exists such
U N , the source encoder extracts the corresponding
bin index W from U N and sends W as the output of
the source encoder.
– Finally, once the receiver obtains W and the side
information Y N , it tries to find a unique Û N that
belongs to the bin W and is jointly typical with Y N . If
such Û N exists, choose it as the output of the source
decoder.
Inspired by the above WZ scheme, [60] proposed a new
feedback scheme for the general WTC, which combines
the secret key-based feedback scheme [15] and the WZ
scheme [59]. This scheme is described below.
– First, note that for the general WTC with noiseless
feedback shown in Fig. 1, the legitimate receiver’s
N is similar to the side information
received signal Y1,1
N
Y in the lossless source coding with side
information as shown in Fig. 2.
– Next, differently from the feedback scheme of [15],
the feedback channel output is not only used to
generate secret key, but also used as the side
information Y N in the WZ scheme. Hence, in each
transmitted block, besides generating the transmitted
codeword X N , an auxiliary sequence U N which is
similar to that in WZ scheme is also generated.
Similarly to the WZ scheme, the indexes of U N are
chosen by finding a U N that is jointly typical with X N
N . If there
and the feedback (side information) Y1,1
N
exists such U , extract the corresponding bin index
W ∗ from U N , and let W ∗ together with the
encrypted transmitted message be the indexes of X N
for the next transmission.
– The legitimate receiver does backward decoding.
N as the side information, the
First, viewing Y1,1
legitimate receiver applies the WZ decoding scheme
N together with the
to decode U N . Next, viewing Y1,1
N
decoded U as the received signal, the legitimate
receiver applies the secret key-based feedback
scheme of [15] to decode the codeword X N and
extract the encrypted message. Finally, since the
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Using the above new feedback scheme, a new lower bound
f
R∗s on the secrecy capacity Cs of the general WTC with
feedback is given by
Cs ≥ R∗s =
f

max

P(u|y1 ,v),P(x|v),P(v)

min{[ I(V ; Y1 , U) − I(V ; Y2 )]+

+ H(Y1 |Y2 , V ),
I(V ; Y1 )},
(10)
where the joint distribution is denoted by
P(u, v, x, y1 , y2 ) = P(u|v, y1 )P(y1 , y2 |x)P(x|v)P(v).

(11)

Comparing (10) with (4), we can conclude that for the
general WTC with feedback, the new feedback scheme is
better than the secret key-based feedback scheme because
I(V ; Y1 , U) ≥ I(V ; Y1 ), and the new feedback scheme generalizes the secret key-based feedback scheme because
(10) reduces to (4) when U becomes a constant.
3.2 Applications of the improved secret key-based
feedback scheme to other channel models

In this subsection, we introduce some applications of
the new feedback scheme introduced in the preceding
subsection to other channel models.
– Extension of the WTC with noiseless feedback to
other multi-user channel models with feedback. To
be specific, in [61], the broadcast channel with two
confidential messages and noiseless feedback [61] was
investigated, where a transmitter wishes to send two
independent messages to two receivers via a general
broadcast channel, each receiver can successfully
decode its intended message and attempts to overhear
the other one’s intended message, and the receivers
send their received signals back to the transmitter via
two independent noiseless feedback channels. For this
extended model, a new feedback scheme which is an
extension of the improved secret key-based feedback
scheme for the WTC with noiseless feedback [60] is
proposed, and it combines a generalized WZ scheme
[62] (see Fig. 3) for the distributed source coding with
side information problem3 , the secret key-based
feedback scheme [15] and the coding scheme for the
broadcast channel with two confidential messages
3 The

generalized WZ scheme shown in Fig. 3 can be viewed as an extension of
the source coding with side information problem in Fig. 2, where the source
X N is compressed into three indexes W0∗ , W1∗ , and W2∗ . The indexes W0∗ , Wj∗
N are decoded into a
(j ∈ {1, 2}) together with the side information Yj,1
N . The object of the communication is that for
reconstruction sequence Ûj,1
N is jointly typical with the source
j ∈ {1, 2}, the reconstruction sequence Ûj,1
X N according to the probability P(uj , x).
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Fig. 3 The distributed source coding with side information

[63, 64]. From a Dueck-type example of this extended
model, [61] showed that the proposed feedback
scheme may perform better than the secret key-based
feedback scheme for several special cases. In addition,
for the broadcast channel with one common message,
one confidential message and noiseless feedback, [65]
proposed a feedback scheme combining the WZ
scheme [59], the secret key-based feedback scheme
[15] and the coding scheme of [12], and showed that
this new scheme performs better than the secret
key-based feedback scheme for some cases.
– Extension of the WTC with noiseless feedback to the
case that the channel depends on i.i.d. CSI which is
non-causally known by the transmitter. To be
specific, for the wiretap channel with i.i.d. CSI
non-causally known by the transmitter, [66] proposed
a variation of the improved secret key-based feedback
scheme [60] which combines the WZ scheme [59]
and the already existing secret key-based feedback
scheme of the same model [28, 30], and proved that
the proposed feedback scheme is better than the
already existing one. Based on the work of [66, 67]
further extended the model of [66] to the situation
that the transmitter can take action on the i.i.d. CSI
and proposed a feedback scheme similarly to that of
[66] for this extended model.
Here, note that though the improved secret key-based
feedback scheme introduced in this section is better than
the original one for some general channel models (without degradedness assumption), it is still not the optimal
feedback scheme. In the next section, we introduce the
Schalkwijk-Kailath (SK) feedback scheme for the Gaussian channel with feedback and show that it achieves the
secrecy capacity of the Gaussian wiretap channel with
noiseless feedback, i.e., for the Gaussian wiretap channel,
the SK scheme is the optimal feedback scheme.

4 The Schalkwijk-Kailath feedback scheme and its
applications
4.1 The capacity-achieving scheme for the Gaussian
wiretap channel with noiseless feedback

In this subsection, we first introduce the classical SK
scheme for the Gaussian channel with feedback, and then
we show that this scheme also achieves the secrecy capacity of the Gaussian wiretap channel with feedback. For
the Gaussian channel with noiseless feedback, the channel
input and output at time i ∈ {1, 2, ..., N} satisfy
Yi = Xi + ηi ,

(12)

where Xi is the channel input subject to an average power
constraint P, and ηi ∼ N (0, σ 2 ) is the channel noise and
is i.i.d. across the time index i. The ith channel input Xi
is a function of the message W and the channel feedback
Y i−1 . It is well known that the capacity Cgf of the Gaussian
channel with feedback equals


1
P
(13)
Cgf = log 1 + 2 .
2
σ
In [58], it has been shown that the classical SK scheme
achieves Cgf , and this scheme is described below.
Suppose that the transmitted message W takes values in
W = {1, 2, ..., 2NR }. Divide the overall interval [ − 0.5, 0.5]
into 2NR equally spaced sub-intervals, and the center of
each sub-interval is mapped to a message value in W . Let
θ be the center of the sub-interval with respect to the
choosing message W. At time 1,
X1 = θα

(14)
2

P+σ
is sent by the transmitter, where α =
. Upon
σ2
receiving the output Y1 = X1 + η1 , the receiver computes

θ̂1 =

η1
Y1
=θ+
α
α

(15)

Dai et al. EURASIP Journal on Wireless Communications and Networking

(2020) 2020:58

as an estimation of θ at time 1. At time i (i ∈ {2, 3, ..., N}),

that the perfect secrecy can be achieved without loss of
transmission rate. The intuition behind this result is that
the transmitter transmits the original message only at the
first transmission (see (14) and (16)), and then the transmissions after the first one combine only channel noises
in the previous transmissions. Since the information leakage occurs only in the first transmission, the leakage rate
1
N
N I(W ; Z ) vanishes as the codeword length N tends
to infinity. Hence, the perfect secrecy can be achieved
even when the transmission rate is up to the channel
capacity Cgf .

Xi = αi (θ − θ̂i−1 ) = −αi

i−1
j=1 αj ηj
i−1 2
j=1 αj

(16)

is sent by the transmitter, where αi = σP2 α i−1 for i ∈
{2, 3, ..., N}. Upon receiving the output Yi = Xi + ηi , the
receiver computes
X̂i = θ̂i−1 +

θ̂i =

i
2
j=1 αj X̂j
i
2
j=1 αj

Yi
,
αi

=θ+

(17)
i
j=1 αj ηj
i
2
j=1 αj

(18)

as an estimation of θ at time i. In [58], it has been
shown that the decoding error probability Pe (the probability that θ̂N does not belong to the sub-interval of the
choosing message W ) of this proposed scheme doubly
exponentially
decays to 0 for sufficiently large N if R ≤

1
P
.
log
1
+
2
σ2
Now, we turn to the Gaussian WTC with noiseless feedback (see Fig. 4). In Fig. 4, the channel input and outputs
at time i satisfy
Yi = Xi + η1,i , Zi = Xi + η1,i + η2,i ,

(19)

where Xi is the channel input with the power constraint P,
Yi , and Zi are the channel outputs respectively at the
 legit
imate receiver and the wiretapper, and η1,i ∼ N 0, σ12 ,
η2,i ∼ N (0, σ22 ) are independent channel noises and are
i.i.d. across the time index i. The ith channel input Xi is a
function of the message W and the channel feedback Y i−1 .
Recently, [68] showed that the SK scheme also achieves
the secrecy capacity Cs−gf of the Gaussian wiretap channel
with noiseless feedback, and Cs−gf = Cgf , which indicates

Fig. 4 The Gaussian WTC with noiseless feedback
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4.2 Applications of the SK scheme to other channel
models

In this subsection, we introduce some applications of the
SK scheme introduced in the preceding subsection to
other channel models.
– Extension of the Gaussian WTC with noiseless
feedback to other Gaussian-type channels with
feedback. To be specific, [69–71] investigated the
finite-order autoregressive moving average (ARMA)
Gaussian wiretap channel with noiseless feedback.
Variations of the SK scheme are proposed to achieve
the secrecy capacity, which equals the capacity of the
same model without secrecy constraint. Similar to the
SK scheme, the intuition of the proposed variations is
that the transmitter transmits a (scaled) message only
in the first d transmissions, in which d is determined
by the order of the ARMA Gaussian channel. In the
sequential transmissions, the transmitter only
transmits the projected values of the past noise to
refine legitimate receiver’s estimate. By doing so, the
wiretapper only receives some leakage of the message
in the first few transmissions and 0 leakage in the
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sequential transmissions. As a result, the averaged
leakage tends to be 0. Furthermore, [71] extended the
results to AWGN channels with quantized feedback,
which is an initial step towards understanding the
secrecy capacity of noisy feedback Gaussian channels.
Li et al. [71] showed that the proposed variation of the
SK scheme can achieve a positive secrecy rate, which
converges to the AWGN capacity as the feedback
noise decreases (in terms of the noise’s variance).
– Extension of the Gaussian WTC with noiseless
feedback to the case that the channel is equipped
with i.i.d. interference which is non-causally known
by the transmitter. To be specific, for the Gaussian
channel with i.i.d. interference non-causally known
by the transmitter (also known as the dirty paper
channel [72]), a modified SK feedback scheme [73] is
shown to achieve its feedback capacity, where the
main difference between the modified SK scheme
and the SK scheme is the transmission of the original
message. Namely, in the modified SK scheme, the
original message is transmitted through all
transmissions, while in the SK scheme, it is
transmitted only at the first transmission. Based on
the work of [73], [74] further showed that the
modified SK scheme in [73] also achieves the secrecy
capacity of the dirty paper channel with noiseless
feedback and a wiretapper (also called the dirty paper
wiretap feedback channel), and the secrecy capacity
equals the capacity of the dirty paper channel with
noiseless feedback, i.e., the secrecy constraint does
not reduce the capacity. The intuition behind this
result is that for the modified SK scheme, though the
original message is transmitted through all
transmissions, the amount of leakage information to
the wiretapper is shrinking exponentially, and hence
the information leakage rate still vanishes as the
codeword length tends to infinity. In addition, [74]
further extended the dirty paper wiretap feedback
channel to the situation that the transmitter can take
action on the i.i.d. interference and found that since
the interference and the action are known by the
transmitter, the channel input can be designed to be
linear combination of the interference and the action,
and this leads to the equivalence of the extended
model and the Gaussian wiretap channel with
feedback (see Fig. 4). Then, applying the original SK
scheme as used in [68], a lower bound on the secrecy
capacity of the extended model is obtained, and this
lower bound is shown to be tight for a special case.

5 Conclusions and future work
Secure communication over wireless channels is one of
the most pressing problems in the development of 5G
networks. Physical layer security (PLS) is a promising
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approach to addressing this problem, and in this paper, we
have addressed the role of channel feedback in enhancing
the PLS. In particular, we have summarized existing feedback schemes, including the secret key-based feedback
scheme, the improved secret key-based feedback scheme
and the SK scheme. Moreover, applications of the three
feedback techniques mentioned above to various communication channel models have been presented in this
survey.
For the current channel feedback techniques, there are
still open questions to be resolved, and they are summarized as follows:
– For the general WTC, the optimal feedback scheme is
still not known, i.e., what is the secrecy capacity of
the general WTC with noiseless feedback, and how to
achieve it?
– What are the optimal feedback schemes for
multi-user channel models (such as the broadcast
channel, multiple-access channel, two way channel
[75], relay channel, etc.) with secrecy constraints?
– It has been shown that the SK scheme and its
variations are optimal for some Gaussian wiretap
feedback channel models, and the secrecy capacities
of these feedback models equal the capacities of the
same models without secrecy constraints. Are these
feedback schemes still optimal for Gaussian
multi-user channel models (such as the Gaussian
broadcast channel, Gaussian multiple-access channel,
and Gaussian relay channel) with secrecy constraints,
and the secrecy capacity regions of these feedback
multi-user models also equal the capacity regions of
the same models without secrecy constraints?
– In [76], it has been shown that for the broadcast
channel with two legitimate receivers and one
wiretapper (also called the broadcast wiretap
channel), the perfect secrecy can be guaranteed by
using Marton’s coding scheme [77] for the general
broadcast channel. Can we combine Marton’s coding
scheme [77] and channel feedback to further enhance
the achievable secrecy rate region of the broadcast
wiretap channel?
– In practical wireless communication scenarios, the
feedback CSI from the legitimate receiver to the
transmitter is often imperfect [78–80]. How can we
use the imperfect CSI feedback to enhance secrecy
capacities of various wireless wiretap channel models?
These questions are important topics for future research
in this field.
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