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1  Introduction
Car accidents kill or injure millions of people every year. The road safety report pub-
lished by the World Health Organization (WHO) in 2015 [1], collecting information 
from 180 countries, shows total fatalities connected with street traffic stabilized at 1.25 
million a year. Vehicular communication systems have the potential to improve current 
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In intelligent vehicular networks, vehicles have enhanced sensing capabilities and carry 
computing and communication platforms to enable new versatile systems known as 
Vehicular Communication (VC) systems. Vehicles communicate with other vehicles and 
with nearby fixed equipment to support different applications, including those which 
increase driver awareness of the surroundings. This should result in improved safety 
and may optimize traffic. However, VC systems are vulnerable to cyber attacks involv-
ing message manipulation. Research aimed at tackling this problem has resulted in 
the proposal of multiple authentication protocols. Several existing survey papers have 
attempted to classify some of these protocols based on a limited set of characteristics. 
However, to date there is no generic framework to support the comparison of these 
protocols and provide guidance for design and evaluation. Most existing classifications 
either use computation complexity of cryptographic techniques as a criterion, or they 
fail to make connections between different important aspects of authentication. This 
paper provides such a framework, proposing a new taxonomy to enable a consistent 
means of classifying authentication schemes based upon seven main criteria. The main 
contribution of this study is a framework to enable protocol designers and investiga-
tors to adequately compare and select authentication schemes when deciding on 
particular protocols to implement in an application. Our framework can be applied in 
design, making choices appropriate for the intended context in both intra-vehicle and 
inter-vehicle communications. We demonstrate the application of our framework using 
two different types of case study: individual analysis and hypothetical design. Addi-
tionally, this work makes several related contributions. We present the network model, 
outline the applications, list the communication patterns and the underlying standards, 
and discuss the necessity of using cryptography and key management in VC systems. 
We also review the threats, authentication, and privacy requirements in vehicular 
networks.
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vehicular safety services. For example, by using periodic safety message broadcasting, 
vehicles can be informed about environmental conditions and neighboring vehicles [2].

Historically, road vehicles were independent and mostly mechanical systems. Current 
vehicles increasingly use built-in networks of sensors, actuators and electronic control 
systems. Many of these functions are related to safety. For example, anti-lock braking, 
sophisticated emergency braking, automated stability control, and adaptive cruise con-
trol are vehicle systems that use technology to assist drivers.

To take the vehicular technology a little further, automated highway systems and 
Intelligent Transportation Systems (ITS) were introduced. The term ITS refers to use 
of Information and Communication Technologies (ICT) intelligently to increase road 
safety and reducing the number of accidents. In fact, ITS comprise a wide range of tech-
nologies, controls, systems, and applications to save lives, time, and money by prevent-
ing crashes [3]. Current examples of ITS include vehicle safety systems such as collision 
avoidance systems, roadway safety systems such as intersection collision avoidance sys-
tems, and incident response such as automatic crash notification systems. There are 
additional benefits for ITS, such as allowing drivers to avoid vehicular congestion, find-
ing the optimal path to a destination by processing real-time data, vehicle behavior anal-
ysis, examining road capacity, pedestrian flow rate analysis, and so on.

The ITS platforms are now being established globally. The primary advancements 
come from USA, Europe, and Japan [4]. Each of these territories has defined a group of 
new standards that specify different aspects of the C-ITS communications, such as Phys-
ical layer (PHY) and Medium Access Control layer (MAC), data structures, and security.

While ITS focus on digital technologies providing intelligence placed at the roadside 
or in vehicles, Cooperative Intelligent Transportation Systems (C-ITS) focus on the com-
munication between those systems. This includes a vehicle communicating with another 
vehicle, with the infrastructure, or with other C-ITS systems [5]. Standards are necessary 
for the C-ITS elements created by different companies to operate together. The Insti-
tute of Electrical and Electronics Engineers (IEEE) in USA, the European Telecommu-
nications Standards Institute (ETSI) in Europe, and Association of Radio Industries and 
Businesses (ARIB) in Japan are well-known sources with defined C-ITS standards.

The American IEEE 1609, European ETSI ITS-G5, and Japanese ARIB STD-T109 
standards aim to establish C-ITS by enabling a self-organizing network called a Vehic-
ular Ad-hoc Network (VANET). The capability of this technology in very low-latency 
(latency critical) broadcast communications to use in hazardous situations has emerged 
as a promising approach toward increasing road safety and efficiency, as well as improv-
ing driving experience. Latency defines an allowable time frame between when informa-
tion is generated for transmission and when it is received.

One of the main elements of C-ITS is the capability for heterogeneous vehicles and 
infrastructure to communicate with one another in an interoperable manner. Car manu-
facturers embed devices such as IEEE 802.11p, known as Wireless Access in Vehicular 
Environments (WAVE) in vehicles to enable wireless communication with other vehicles 
and nearby fixed electronic equipment, such as Road-Side Units (RSUs).

The WAVE enabled vehicles can synchronize and handshake via beacons (bea-
con messages) which periodically share the vehicle’s mobility characteristics with 
its neighbors [6]. The beacon messages are short network packets containing the 
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identification and context information for a vehicle, such as vehicle location, speed, 
braking status, traffic conditions, and traffic events [7]. The detected data, such as 
road conditions, driving status, and traffic info, is processed and shared with vehicles 
and RSUs using beacons within required latency for different purposes such as colli-
sion avoidance.

This system is useful if all messages are legitimate. Safety messages are broadcast 
to reach all network entities within communication range. However, malicious enti-
ties could manipulate messages. Without the use of security mechanisms, activities 
such as the injection of false messages can be performed without detection. For this 
reason, mechanisms should be applied to ensure both identification of the data source 
(entity authentication) and authentication of the message (assurance of data origin 
and data integrity).

1.1 � Authentication between network entities

Authentication is a vital part of trust establishment between network entities. It 
ensures that received messages come from the legitimate entities. Without this secu-
rity service, messages transmitted by network entities can be altered by an attacker, or 
a bogus message can be generated by an impersonator. Also, a sender can later deny 
the message generation.

A message can be authenticated at two levels, including node level and the mes-
sage level. Node level authentication refers to entity authentication (identification) 
and ensures that the message is received from a legitimate source. The message level 
authentication or data-origin authentication ensures the integrity of a message, and 
plays an important role in enhancing security [8]. This section outlines different types 
of authentication, including entity authentication and message authentication.

Entity authentication or identification is a technique designed to assure one party 
(the verifier) that the identity of another (the prover or claimant) is as claimed, and as 
a result, preventing impersonation [9]. From the verifier’s point of view, the result of 
an identification protocol is either acceptance of the prover’s identity as authentic, or 
rejection (termination without acceptance). Entity authentication techniques can be 
based on something known such as a password, something possessed like a passport, 
or something inherent (to a human individual) such as a handwritten signature [10].

Message authentication provides data origin authentication. It ensures the origi-
nal message source and data integrity. An authentication type is called data origin 
authentication where a party is verified as the original source of data created at some 
time in the past. A property in which data has not been altered in an unauthorized 
manner is called data integrity. This property must be kept since the time data was 
created, transmitted, or stored by an authorized source. For any received message, it 
is required to ensure data actually came from its reputed source (data origin authen-
tication), and it is unaltered (data integrity). The above-mentioned issues (data origin 
authentication, and data integrity) cannot be separated. If data is altered, it effectively 
has a new source, and if the source is not determined, then the investigation for alter-
ation cannot be settled (data cannot be linked to a source). Thus, integrity mecha-
nisms implicitly provide data origin authentication, and vice versa [10].
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1.2 � Research challenge

Many authentication schemes have been proposed to secure VC systems; examples 
include [11–60]. Existing studies [61–69] have attempted to classify some of these 
schemes based on a limited set of characteristics. However, to date there is no generic 
framework to support the comparison of these protocols and provide guidance for 
design and evaluation.

Most existing classifications either use the computational complexity of the cryp-
tographic techniques as a criterion, or they fail to make connections between differ-
ent important aspects of authentication, such as digital signatures. For example, Riley 
et al. [62] and Qu et al. [63] classify authentication protocols based on the computa-
tional complexity of cryptographic approaches involved: symmetric or asymmetric. 
Petit et al. [64] and Manvi et al. [65] classify authentication strategies into different 
categories. However, neither of these classifications includes the Identity-based (ID-
based) approach as a subcategory of the asymmetric cryptography category. Similarly, 
Lu et  al. [67] classify authentication schemes, but include ID-based and certificate-
less approaches in different categories, although both are certificate-less strategies.

1.3 � Research contribution

This research specifically addresses the development and evaluation of a taxonomy 
and framework to provide comprehensive guidance on the design, evaluation, and 
analysis of authentication protocols in the public literature and future proposals. 
This enables designers and investigators to adequately compare and select authenti-
cation schemes when deciding on particular protocols to implement in an applica-
tion. Besides, this work makes several related contributions. We present the network 
model, outline the applications, list the communication patterns and the underlying 
standards, and discuss the necessity of using cryptography in vehicular networks. We 
also review the security standards and analyze multiple well-known authentication 
schemes. The main contributions are summarized as follows: 

1.	 A new comprehensive taxonomy for authentication strategies in VC systems is pro-
vided. This generic taxonomy will enable identification of the similarities and differ-
ences between sets of related protocols. It helps to identify common structural ele-
ments for each class aiding both design and analysis. Based on extensive review of 
the public literature [11–60], this research has identified seven different criteria that 
form the backbone of many authentication schemes proposed for securing VC sys-
tems. The identified criteria used in the taxonomy proposed in this research include: 
cryptographic method, credential type, verification approach, secure hardware, pri-
vacy principle, network domain, and application latency.

2.	 Based on the proposed taxonomy, a framework is generated to facilitate comparisons 
of new and existing protocols, provide guidance for the design, evaluation, and analy-
sis, and highlight common elements that could allow reuse of a given analysis.

3.	 A case study approach is employed to demonstrate the usefulness of the proposed 
taxonomy and framework. Through two types of case study, this research provides 
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individual analysis of seven well-known authentication protocols and presents a 
hypothetical authentication protocol design.

1.4 � Research scope

Please note that this manuscript does have its limitation. This is not a survey paper on 
this area, and the reader will necessarily have to use other sources to get a ’big picture’ 
overview. The aim is to systematize the study by grouping different authentication strat-
egies using the proposed taxonomy, while providing related examples for each group. 
Thus, no attempt is made to write a survey paper covering all emerging authentication 
methods.

The remainder of this paper is organized as follows. Section  2 reviews different crypto-
graphic techniques for authentication, cryptography for certification of network entities, 
key-management technique for cryptographic authentication, and outlines some basic 
definitions. Section 3 provides an overview on the vehicular networks, applications, the 
key features of European, American, and Japanese C-ITS standards, and the network 
simulation tools. The IEEE 1609.2 C-ITS security standard is also outlined. Section  4 
discusses the threats, and outlines the efficiency and privacy requirements for authen-
tication in vehicular networks. The necessity of using key-management mechanism is 
also covered. Section 5 reviews previous work on classifying authentication protocols. 
Section 6 presents our taxonomy for authentication strategies. Section 7 introduces our 
framework. In Sect. 8, we illustrate the use of our framework by case studies provided. 
We discuss our framework in Sect. 9 and conclude the paper in Sect. 10. Please note that 
all the abbreviations used throughout the paper are summarized in Table 1.

2 � Preliminaries in cryptography
Before the underlying cryptographic primitives for authentication protocols in VC sys-
tems can be discussed, a brief introduction to cryptography is necessary.

The method in which advanced mathematical principles are used to store and transmit 
data in a secure way is called Cryptography [10]. A cryptographic algorithm uses a string 
of bits to transform a plain text into a cipher text (encryption) or vice versa (decryption). 
This string of bits is called a cryptographic key which remains private to ensure a secure 
communication. The length of a key is normally expressed in bits. A longer key makes 
exhaustive key search more difficult to perform (makes an encrypted data more difficult 
to crack). It may also result in longer time periods to perform encryption and decryption 
processes. Cryptographic keys can be used for different purposes, such as data encryp-
tion, decryption, identification, and message authentication.

Basically, there are two major categories of encryption, called symmetric encryption 
(also known as secret-key encryption), and asymmetric encryption (also known as pub-
lic-key encryption) [10].

Symmetric encryption (also known as symmetric-key cryptography) uses a secret key 
such as a string of random letters to change the content of a message in a particular way. 
Both sender and recipient can encrypt and decrypt all messages using the same secret 
key. It is highly efficient in terms of computational overhead, and offers the benefits of 
short encryption and decryption time [10].
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Table 1  List of abbreviations

Abbreviation Meaning

AES Advanced Encryption Standard

ARIB Association of Radio Industries and Businesses

BP Baseline Pseudonymous

Brainpool Brainpool Standard Curves and Curve Generation

CA Certification Authority

CAN Controller Area Network

CCH Control Channel

C-ITS Cooperative Intelligent Transportation Systems

CRL Certificate Revocation List

CSMA/CA Carrier Sense Multiple Access with Collision Avoidance

DoS Denial of Service

DOT Department of Transportation

DSRC Dedicated Short-Range Communications

DSSS Direct Sequence Spread Spectrum

ECC Elliptic Curve Cryptography

ECDLP Elliptic Curve Discrete Logarithm Problem

ECDSA Elliptic Curve Digital Signature Algorithm

ECIES Elliptic Curve Integrated Encryption Scheme

ECQV Elliptic Curve Qu-Vanstone

EDCA Enhanced Distributed Channel Access

ETSI European Telecommunications Standards Institute

FHSS Frequency-Hopping Spread Spectrum

GHz GigaHertz

GPS Global Positioning System

HMAC Hash-based Message Authentication Code

I2V Infrastructure-to-Vehicle

ICT Information and Communication Technologies

ID-based Identity-based

IEEE Institute of Electrical and Electronics Engineers

ITS Intelligent Transportation Systems

ITS-RS Intelligent Transportation Systems Radio Service

MAC Message Authentication Code

MAC Medium Access Control layer

MANET Mobile Ad-hoc Network

MHz MegaHertz

NIST National Institute of Standards and Technology

OBU On-Board Unit

PHY Physical layer

PKI Public-Key Infrastructure

RF Radio Frequency

RL Revocation List

RSSI Received Signal Strength Indication

RSU Road-Side Unit

SCH Service Channels

SHA Secure Hash Algorithms

SNR Signal to Noise Ratio

TA Trusted Authority

TDMA Time Division Multiple Access

TESLA Timed Efficient Stream Loss-tolerant Authentication
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One of the main drawbacks of symmetric encryption technique is exchanging secret 
keys over the network. As any party who knows the secret keys can decrypt the message, 
it is vital to prevent them from falling into the wrong hands. One solution is asymmetric 
encryption [10].

Asymmetric encryption (also known as public-key cryptography) consists of two 
mathematically related keys (a key pair), including a public key and a private key. Any 
party or a certificate authority can generate public/private key pairs. A public key is 
available to anyone who may want to encrypt and send a message to you, while a private 
key must be kept secret to decrypt the message. In secure systems, computing private 
key given public key is computationally infeasible. Any encrypted message using a public 
key can only be decrypted by applying the same algorithm and the matching private key. 
Using this method, we are not concerned about exchanging public keys over the net-
works [10].

One of the main drawbacks of asymmetric encryption technique is high computa-
tional overhead. Asymmetric encryption requires far more processing power for both 
encryption and decryption, and as a result, it is slower than symmetric encryption [10].

This section briefly reviews different cryptographic techniques for authentication, 
cryptography for certification of network entities, key management for cryptographic 
authentication, and outlines some basic definitions.

2.1 � Cryptography for authentication

There are three methods to provide data origin authentication, including Message 
Authentication Codes (MACs), digital signature schemes, and appending (adding a 
secret authenticator value to an encrypted text).

Unlike digital signatures, other mechanisms for data origin authentication based on 
shared secret keys such as MACs do not provide non-repudiation of data origin. Non-
repudiation ensures that a dishonest party cannot deny its action, such as the time of 
generating and transmitting a message. The reason is that using the shared key, any party 
can equally originate a message. In cryptography, a shared secret is a piece of data such 
as a password, a pass phrase, a big number, or a randomly chosen array of bytes. In a 
secure communication, a shared secret is known only to the involved parties.

Table 1  (continued)

Abbreviation Meaning

TPD Tamper Proof Device

TSVC Timed efficient and Secure Vehicular Communication

U.S. United States

V2I Vehicle-to-Infrastructure

V2V Vehicle-to-Vehicle

VANET Vehicular Ad-hoc Networks

VAST VANET Authentication using Signatures and TESLA++
VC Vehicular Communication

VIN Vehicle Identification Number

WHO World Health Organization

WLAN Wireless Local Area Network



Page 8 of 50Rezazadeh Baee et al. J Wireless Com Network        (2021) 2021:129 

This section reviews some basic cryptographic primitives for authentication, includ-
ing: hash functions, MACs, hash-based MACs, and digital signatures.

A Cryptographic hash function
A cryptographic hash function is a one-way function (infeasible to invert) that is used 

for data integrity assurance. It takes a message as input and produces an output referred 
to as a hash value. A cryptographic hash implies an un-keyed hash function [10].

B Message authentication code (MAC)
A MAC is a short piece of information used to confirm that a message comes from the 

stated sender (its authenticity), and has not been changed. Different symmetric crypto-
graphic primitives such as cryptographic hash functions, or block cipher algorithms can 
be used to construct MAC algorithms [10].

C Hash-based message authentication code (HMAC)
An HMAC implies a keyed-hash function that takes two functionally distinct inputs, 

a message and a secret key, and produces a fixed-size output. In practice, it should be 
infeasible to produce the same output without knowledge of the key. HMACs can be 
constructed using Secure Hash Algorithms (SHA), such as SHA-256 or SHA3-256 cryp-
tographic hash functions. HMACs can be used to provide both data integrity assurance 
and symmetric data origin authentication, as well as identification in symmetric-key 
schemes [10]. Note that any communicating node with knowledge of shared secret key 
can be an originator of data.

Hash-based authentication is highly efficient in terms of computational and commu-
nication overhead. It offers the benefits of short generation and verification time as well 
as less communication overhead. The security of HMACs depends on the cryptographic 
strength of the underlying hash function, and the size and quality of the key used [10].

D Digital signature
A digital signature is a number generated on the content of a message using a secret 

that is known only to the signer, and must be verifiable. In information security, digi-
tal signatures have many applications. They are used for ensuring authentication, data 
integrity, and non-repudiation. Also, digital signatures are significantly applied for the 
certification of public keys in large networks. Certification is a mechanism to bind a user 
identity to a public key by a trusted party. This public key later can be authenticated 
by other entities without assistance from a TA. In this regard, many studies propose 
authentication mechanisms using digital signatures and cryptographic techniques [10].

Johnson et al. [70] proposed the Elliptic Curve Digital Signature Algorithm (ECDSA) 
which is a digital signature scheme based on Elliptic Curve Cryptography (ECC), as 
described by Koblitz [71] and Miller [72]. The ECDSA is one of the most important 
underlying cryptographic primitives to design authentication schemes. In ECDSA, the 
message sender generates a signature with its own private key and the receiver verifies 
the signature with the sender’s public key.

The security of the ECC-based algorithms is dependent on the difficulty of Elliptic 
Curve Discrete Logarithm Problem (ECDLP), if the elliptic curve group is selected prop-
erly. ECC offers similar security with smaller key sizes and memory requirements com-
pared to other traditional DLP-based schemes in use today [73, 74].



Page 9 of 50Rezazadeh Baee et al. J Wireless Com Network        (2021) 2021:129 	

2.2 � Asymmetric public key certification

To benefit from asymmetric encryption, each communication party needs to obtain the 
recipient’s public key. The most common approach to convey public keys is to use digi-
tal certificates (also known as certificates). A certificate consists of information to iden-
tify a party (a user or a server). This information might be the certificate owner’s name, 
the certificate issuer organization, the owner’s e-mail address, country, and public key. 
An entity’s credential is embedded in a certificate which is either explicitly (signed by 
a trusted authority or self-signed) or implicitly (without attaching signature) certified. 
Using a copy of certificate, any party can extract the provided public key which is located 
in the certificate to uniquely identify the holder.

A Certification authority
The certification authority (CA) or trusted authority (TA) for certification is a man-

aging authority that acts as the root of trust in a networked system [54, 75]. The CA 
can be a single point of trust (centralized), or multiple entities jointly working together 
(decentralized). For example, the department of motor vehicles or the department of 
transportation can provide everything related to authentication and key management in 
VANETs.

B Public-key explicit certificate
The public-key certificate is a data structure composed of two different parts, includ-

ing a data part and a signature part. They can be used to store, distribute, or forward 
public keys over unsecured network without worrying about undetectable manipulation. 
A certificate makes one entity’s authentic copy of public key available to others. Thus, 
others can verify the true public key of that entity and its validity.

The data part consists at least a public key and a unique string identifying the associ-
ated real-world entity. The signature part on the certificate contains a signature belong-
ing to the CA that binds the subject entity’s unique identity to the specified public key. 
Using this signature, an intended recipient can verify that the public key belongs to the 
subject entity. The CA is a trusted third party and responsible for signing the data part. 
During an authorized user registration, the authentic public key of the CA is made avail-
able to each party. The CA’s public key enables system users to authenticate the pub-
lic key in any certificate signed by that CA, and as a result, certificates transfer trust. 
The certificate’s data part may carry additional information, for example the issuing CA’s 
name, public key validity period, certificate serial number, the key identifier, subject 
entity’s address, algorithm or intended use of key, key pair generation policies, signature 
algorithm identifier, or the status of the public key for revocation purpose [10].

The overall process in which a party B authenticates the public-key certificate of party 
A is summarized as follows: 

1	 (One-time) receiving the CA’s authentic public key.
2	 Receiving A’s public-key certificate.
3	 Verifying the certificate validity period (if any).
4	 Verifying the current validity of the CA’s public key.
5	 Verifying the signature on A’s certificate, using the CA’s public key.
6	 Verifying that the certificate is not revoked.
7	 Accepting the A’s public key as an authentic key [10].



Page 10 of 50Rezazadeh Baee et al. J Wireless Com Network        (2021) 2021:129 

C Implicitly certified public key
The implicitly certified public key or implicit certificate is another variation of dig-

ital certificates in public-key cryptography in which an explicit user’s public key can 
be implicitly certified. The main difference is that here a public key must be recon-
structed from public data, rather than transported by public-key certificates (explicit 
certificates) in certificate-based systems [76].

The Elliptic Curve Qu-Vanstone (ECQV) implicit certificate [76] is a variation of 
the digital certificates used with cryptography for which an explicit user’s creden-
tial can be implicitly certified. The main difference is that here a credential must 
be reconstructed from public data, rather than transported within a certificate, as 
occurs with explicit certificates. An explicit certificate is composed of two differ-
ent parts: a data part and a signature part. The data part contains a credential and a 
unique string identifying the associated entity. The signature part of the certificate 
contains the signature of the certificate owner or a trusted authority and that binds 
the subject entity’s unique identity to the specified credential. An intended recipient 
can verify this signature and be assured that the credential belongs to the subject 
entity. During an authorized system user registration, the authentic public key of the 
trusted authority is made available to all communicating nodes. This public key ena-
bles communicating nodes to verify the certificates signed by that trusted authority, 
and as a result, transfers trust.

The implicit certificate is still comprised of the three main elements/parts (identi-
fier, public credential, and digital signature), but superimposed into the same space 
as the size of a public credential, resulting in reduced data transfer. ECQV provides 
a more efficient alternative to traditional explicit certificates, as described in the 
document Standards for Efficient Cryptography 4 [76]. The ECQV implicit certifi-
cate scheme is particularly well suited for application environments where resources 
such as bandwidth, computing power and storage are limited [17].

D Pseudonym certificate
A pseudonym or alias is an alternative identity that is verified by a third party (e.g., 

the CA) [77]. The pseudonym certificate is introduced to ensure that services can 
be used without disclosing the user’s identity while the user is accountable for that 
use. For example, a government transportation authority or a vehicle manufacturer 
in liability-related cases may trace a vehicle that disrupts the network. In this case, 
a driver profile may be fetched to be used for legitimate reasons, such as providing 
emergency services or law enforcement with appropriate information. Designing an 
authentication mechanism that preserves driver privacy and also tracks dishonest 
vehicles is a major challenge.

E Certificate revocation list
A cryptographic key is compromised if an adversary gains knowledge of secret 

data. It is important to stop using or trusting the keying material which are no 
longer secure. The revocation for public-key certificates with long-term validity is a 
difficult task, as all distributed copies must be effectively retracted. One solution for 
this is use of Certificate Revocation List (CRL). A CRL is a list of public key entries 
subject to revoke. Each entry indicates the unique identifier of the associated cer-
tificate. The CA’s signature on the CRL guarantees its authenticity. CRLs should be 
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issued at regular intervals even if there are no changes, to prevent new CRLs being 
maliciously replaced by old CRLs [10].

2.3 � Key management for cryptographic authentication

Any cryptographic technique for authentication requires the use of a cryptographic 
key. Thus, a key-management mechanism is also required, to allow parties to establish 
and update the keys for security-sensitive operations [10]. Key management is very 
important, and it is necessary to protect keying material against threats in which: 

1	 Confidentiality of secret keys is compromised.
2	 Authenticity of secret or public keys is compromised. This authentication mecha-

nism is to verify the identity of a party which a key is associated with.
3	 Authorized use of secret or public keys is compromised. For instance, using a key 

which is not intended to be used anymore, or no longer valid.

3 � Overview of vehicular networks
This section first briefly reviews vehicular communication systems and VANETs. 
Next, the network model is presented and the VANET applications are outlined. 
Then, the communication patterns and the underlying C-ITS standards are listed. The 
C-ITS security standards are also discussed. Finally, the network simulation tools are 
briefly reviewed.

3.1 � Vehicular communication systems and VANETs

Car manufacturers and industries embed devices known as On-Board Units (OBUs) 
in vehicles to facilitate Vehicular Communication (VC) systems. The VC systems have 
the potential to improve current vehicular safety services through periodic safety 
message broadcasting, to let vehicles know about environmental conditions and 
neighboring vehicles [78].

By connecting communicating nodes consisting of vehicles and Road-Side Units 
(RSUs), a self-organized network called Vehicular Ad-hoc Network (VANET) can 
be formed. A VANET is a type of Mobile Ad-hoc Network (MANET). VANETs have 
some unique characteristics, as the mobile nodes are vehicles equipped with OBUs. 
As the vehicles may move at high speeds, the VANET topology may change rapidly. 
Both the network density and the number of vehicles in one area of the road tempo-
rally fluctuate during the day.

Many modern vehicles use services such as localization, route selection, and accident 
avoidance using VC systems. These rely on inter-vehicle and intra-vehicle VANET com-
munication services. The inter-vehicle transmission ensures Vehicle-to-Vehicle (V2V) 
and Vehicle-to/from-Infrastructure (V2I/I2V) wireless communications. The V2V com-
munication is among nearby vehicles, and the V2I/I2V communication is between vehi-
cles and infrastructure (e.g., RSU). Intra-vehicle communication consists of different 
components, such as sensors, actuators, devices, switches, displays, and other electronic 
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components that are interconnected and act as communicating nodes over a serial com-
munication bus called the Controller Area Network (CAN). This communication per-
forms automotive functions inside a vehicle [78].

3.2 � Network model

A potential vehicular network consists of a Trusted Authority (TA), RSUs along the 
roads, OBUs embedded in vehicles, and communication between these entities. This 
VANET architecture and communication model is illustrated in Fig. 1.

The TA is assumed to be always secure, trusted, and online. The TA can be imple-
mented in a multi-layer structure, e.g., root TA and several sub-TAs. For sake of simplic-
ity, here we show the TA as a single entity. The TA is a managing authority that can act 
as the root of trust to generate, update, and revoke credentials for other network entities, 
including vehicles. For example, the department of motor vehicles or the Department 
of Transportation (DOT) can act as the root TA. Further, the TA is the only one entity 
which can reveal a vehicle’s real identifier in case of dispute.

The RSU is an access point, used along with vehicles, to allow information dissemina-
tion for the road user community. The RSUs are located along critical sections of roads, 
such as at traffic light intersections, or at stop signs. The RSUs are connected to the 
backbone network via high-speed network connections, and have data storing, comput-
ing, and routing capabilities for supporting the V2I communication [79] and increasing 
the V2V communication connectivity [80]. The distributed RSUs are equipped with a 
higher computational capability and transmission power than OBUs. The TA and RSUs 
can be connected to each other through wired connections or the Internet. The RSUs 
work as gateways to deliver data from the TA to roadside vehicles, and vice versa. The 
range of an RSU-to-vehicle communication can be larger than that of the V2V and vehi-
cle-to-RSU communications to improve the network availability and performance [81].

Smart vehicles equipped with OBU, sensors, and Global Positioning System (GPS) 
move along the roads and communicate with other vehicles and RSUs according to a 
defined Intelligent Transportation Systems Radio Service (ITS-RS) standard, such as the 

Fig. 1  Vehicular network model
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Dedicated Short-Range Communications (DSRC) protocol [81]. A Tamper Proof Device 
(TPD) is embedded in each OBU to store the user inaccessible cryptographic keying 
materials involved in cryptographic operations. Moreover, each vehicle has a unique 
barcode/identifier that can be known to the DOT. Figure  2 illustrates an envisioned 
smart vehicle prototype.

3.3 � VANETs applications

Communications in VANETs aim to exchange information, such as traffic issues and 
road conditions. Thus, a wide range of applications can be deployed in VANETs. A 
potential classification of applications for VANET based on the safety objectives has 
classes, including: safety-critical, safety-related, and non-safety applications.

A Safety-critical application
Safety-critical applications (also known as latency critical) are the most important 

applications for hazardous situations, where the danger is high or imminent (e.g., inter-
section collision warning). Vehicles periodically (automatically at regular intervals) 
broadcast messages about events in their vicinity, such as collisions, road conditions, and 
emergency braking. The receiver vehicle can collect relevant information and inform the 
human driver about relevant events, depending on the context and situation. For this 
case, the communication requires high reliability and low latency to realize the safety 
function. The communication technology used in these applications can be V2V, V2I, 
and I2V. The latency required for most safety-critical applications is 100 ms (minimum 
update rate of 10 Hz) in a communication range of 150 to 500 m [7]. The system utility 
requires vehicles to receive updated information from surrounding vehicles within the 
required time frame before sending out a new safety message.

B Safety-related applications
Safety-related applications are event-driven (the transmission is triggered by an event) 

and are used in cases where the latency requirements are not as stringent as for safety-
critical applications, and the danger is low, but still foreseeable (e.g., post-crash warning). 
The communication technology used in these applications can be V2V, V2I, and I2V. 
The latency required for most safety-related applications is between 500 and 1000 ms 
(update rate of 1 Hz) in a communication range of 250 to 1000 m [7]. The mechanisms 

Fig. 2  Envisioned smart vehicle prototype
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to generate safety-related messages are quite different than the other two classes. First, 
a vehicle’s sensor detects an event, and local sensor information is aggregated. Then, in 
the case of a dangerous event, a message will be generated and broadcast by the vehicle. 
Also, a single car may not able to detect events such as traffic jam, which needs multiple 
cars location information to conclude that it is in or before a traffic jam. This example 
makes it easy to understand that matching the information received from different vehi-
cles is critical for reliability.

C Non-safety applications
Non-safety applications provide periodic or event-driven traffic information and 

enhance driving comfort, such as traffic updates, electronic toll collection, and infotain-
ment (the Internet, media, and entertainment). For example, information download at 
service stations or public hotspots, which can be served freely, or require a service sub-
scription or a one-time payment. The latency required for most non-safety applications 
is 1000 ms (update rate of 1 Hz) in a communication range of 100 to 400 m [7]. The com-
munication technology used in these applications can be V2V, V2I, and I2V. These ser-
vices access the channels in the communication system in a low priority mode compared 
to safety-critical and safety-related applications [7]. A high priority message may contain 
crucial information regarding a crash that is about to occur.

In a VANET system, each safety message can carry information such as location, cur-
rent time, direction of travel, speed, braking status, steering angle, turning signal, accel-
eration/deceleration, traffic conditions, and traffic events. RSUs can assist drivers in 
finding service centers, for example restaurants or gas stations, and broadcast traffic-
related messages through V2I communications. For instance, a traffic light can remotely 
inform a vehicle about how many seconds are left before it turns to yellow or red. These 
advance-warning signs may be helpful to those drivers who are driving in bad weather 
conditions or unfamiliar areas.

However, when a vehicle’s status and location information is linked to an identifiable 
individual, the data becomes personal information that may affect privacy. Thus, it is 
important to protect personal information during information exchange in the VANET 
applications. This issue is explained in detail in Sect.  4.4.

3.4 � C‑ITS standards

A standard is a document that provides specifications, requirements, guidelines or char-
acteristics that may be used to make sure that materials, processes, products and ser-
vices are fit for their purpose. The C-ITS standards are required for infrastructure and 
are intended to enable vehicles to talk to one another in an interoperable way [82]. The 
C-ITS criteria are required to specify general components such as:

•	 Which entities communicate, and to whom (e.g., vehicle, pedestrian, roadside infra-
structure, central servers)

•	 What message set is used inside the communication
•	 What media and channel allocation (if applicable) is utilized (e.g., 5.9 GHz and the 

applicable station allocation)
•	 Which protocol is used (e.g., IPv6)
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•	 What software is used, and how it is implemented.

Due to the VANETs highly dynamic topology and high data rate requirements, 
designing a proper protocol and application to use for message exchange in such 
environments is a challenging task. The Institute of Electrical and Electronics Engi-
neers (IEEE) in USA, the European Telecommunications Standards Institute (ETSI) 
in Europe, and Association of Radio Industries and Businesses (ARIB) in Japan are 
the most well-known sources for defining C-ITS standards. The standards establish 
communication rules which assure transportation agencies that components from 
different manufacturers will work together. Results include efficiency, compatibility 
and interoperability, security, and mobility within the industry [82]. Some ITS stand-
ards are adopted around the world. Numerous countries and areas (e.g., European 
Union) are now developing the C-ITS platforms for deployment. The developments 
are emerging in Europe [83], the USA [3], and Japan [84].

Standards published by technical groups such as IEEE 802.11p, IEEE 1609, ETSI, 
and ARIB STD-T109 are intended to help VANETs to reduce transportation problems 
such as traffic congestion and traffic accidents. This section reviews the standards to 
understand the current state and progress of the development technologies behind 
the research problem.

A IEEE 802.11p
One of the most important standards is IEEE 802.11p [85] which is an amendment 

of IEEE 802.11 Wireless Local Area Network (WLAN) standard to support vehicular 
communications. It has different characteristics than usual wireless communications, 
for example short connection times. It uses IEEE 802.11a conventional Orthogonal 
Frequency Division Multiplexing-based (OFDM-based) physical layer and high qual-
ity of service improvements of IEEE 802.11e to work in high-performance systems. 
The Physical layer (PHY) and wireless LAN Medium Access Control layer (MAC) 
specifications are defined in the original IEEE 802.11p standard, published in 1997. 
The fundamental access method for the MAC realization is Carrier Sense Multiple 
Access with Collision Avoidance (CSMA/CA). Three different propagation modes are 
defined in IEEE 802.11 standard, including 2.4 GHz Frequency-Hopping Spread Spec-
trum (FHSS), the 2.4 GHz Direct Sequence Spread Spectrum (DSSS) and the infra-
red system [86]. The IEEE 802.11p utilizes an Enhanced Distributed Channel Access 
(EDCA) MAC sublayer protocol built into IEEE 802.11e, with a few modifications to 
the transmission parameters.

B C-ITS standard in the U.S.
IEEE 1609 standard has defined the first version of WAVE protocol stack using IEEE 

802.11p. The WAVE protocol [81] reserves bandwidth of 75 MegaHertz (MHz) (in 
frequency range 5.850 to 5.925 GHz) to use in the U.S. DSRC spectrum band, known 
as Intelligent Transportation Systems Radio Service (ITS-RS). The 75 MHz band 
includes one central Control Channel (CCH) and Six Service Channels (SCH).

C C-ITS standard in Europe
IEEE 802.11p as an access layer is used in the European ETSI ITS-G5 family of 

standards [87, 88] to provide V2V and V2I communications. It describes the PHY and 
MAC sub-layer of ITS stations operating in the 5.9 GHz frequency band, covering 
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the G5A in frequency range 5.875 GHz to 5.905 GHz (dedicated for safety and safety-
related applications), the G5B in frequency range 5.855 GHz to 5.875 GHz, and the 
G5C in frequency range 5.470 GHz to 5.725 GHz (for other applications). The PHY 
layer of G5A defines three 10 MHz channels including CCH, SCH1 and SCH2. Unlike 
IEEE 1609, ITS G5 uses a model including state machines and different tunable 
parameters to control MAC.

D C-ITS standard in Japan
In parallel to the American and European C-ITS standards, the Japanese ARIB STD-

T109 [89] mandates operating of ITS in the 700 MHz frequency band to inform vehicles 
and drivers about traffic status in order to reduce the number of traffic accidents. ARIB 
STD-T109 specifies a PHY similar to IEEE 802.11p, but operating on a center frequency 
of 760 MHz. The MAC layer described in this standard employs Time Division Multiple 
Access (TDMA) protocol to ensure that all the vehicles have enough time to send safety 
messages without collision and delay.

E C-ITS security standards
The IEEE 1609.2 security standard [90] describes security services for applications and 

messages in the vehicular environments. It specifies use of the MACs [91] and ECDSA 
[70], as specified in the (U.S.) Federal Information Processing Standard (FIPS) 186-4 [92] 
to authenticate messages. IEEE 1609.2 also specifies use of ECDSA or ECQV [76] to 
ensure that a legitimate entity of VANET is the source of data communicated. Both the 
ECDSA and ECQV algorithms rely on ECC, as described by Koblitz [71] and Miller [72]. 
For any offered data, the Secure Hash Algorithms (SHA) approved to use in this stand-
ard are SHA-256 and SHA-384, as specified in the FIPS 180-4 [93]. However, the issues 
related to authentication, such as defining driver identification, and privacy protection 
are not addressed in the current IEEE 1609.2 standard, and left many open problems.

There are several different standards covering selection of curves to use in ECC, such 
as the National Institute of Standards and Technology (NIST) and the Brainpool Stand-
ard Curves and Curve Generation (Brainpool). These standards define three elliptic 
curves for the cryptographic processes, including: NIST P-256, BrainpoolP256r1, and 
BrainpoolP384r1 [94, 95].

The IEEE 1609.2 recommends these curves to use in the vehicular environments, and 
restricts the secret key size to become 256 bits (for NIST P-256 and BrainpoolP256r1) 
and 384 bits for (BrainpoolP384r1). Many security standards such as European ETSI TS 
103 097 reference IEEE 1609.2 to ensure that the connected vehicles will operate safely, 
securely and efficiently.

3.5 � Vehicular network simulation tools

Experimental studies on VANETs require the use of a mobility modeling tool to simulate 
vehicle movement patterns. For example, the commercial simulation software VISSIM 
[96] can be used together with a network simulator, such as the network simulator 3 (ns-
3) [97] to model VANET communications. The purpose for using simulation tools is to 
evaluate communication performance in situations very similar to real-world scenarios, 
and to highlight existing issues.

Veins Vehicles in Network Simulation [98] is an open source vehicular network simula-
tion framework. The Veins contains a fully functioning implementation of IEEE 802.11p 
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[99]. It relies on fully detailed models of IEEE 1609.4 DSRC/WAVE network layers, 
including noise and interference effects, and is frequently used in academic research. As 
of today, over 1100 publications relied on the Veins, such as the simulation study pre-
sented by Baee et al. [17]. The Veins utilizes the models provided in the OMNeT++ dis-
crete event simulator [100] and SUMO Simulation of Urban Mobility [101] for network 
simulation and vehicular movement, respectively.

By contrast with ns-3, OMNeT++ has very good visualization support. It also pro-
vides high level architecture, and allows the interaction between SUMO and other net-
work simulators.

Unlike the VISSIM, SUMO is free and open source software. It is highly portable, and 
allows simulations of multi-modal traffic in city-scale networks efficiently [102].

4 � Authentication in VANETs
One of the main security requirements for VANETs is message authentication. This 
ensures that the received safety messages were generated by a trusted source, and have 
not been tampered with or altered after generation. In a VANET system, each vehicle 
broadcasts periodic safety messages to let other vehicles know about environmental 
conditions and their neighboring vehicles. Each safety message can carry critical infor-
mation such as location, speed, braking status, traffic conditions, and traffic events. Any 
malicious activity, such as alteration and replaying of the disseminated messages, can be 
disastrous to drivers. Thus, it is necessary to ensure that the received safety messages 
come from legitimate vehicles, and are not altered by attackers. Also, a sender can later 
deny the message generation.

In this section, the security attacks on authentication and the related security require-
ments are discussed. The section also looks into efficient authentication requirements 
of VANETs, because cryptographic operations are compute-intensive and do have an 
impact on overall application performance. Most of the VANET safety applications are 
low latency (100 ms). Thus, an efficient mechanism required to authenticate received 
messages in a short period (100 ms), before broadcasting a new safety message.

4.1 � Threats and attacks in VANETs

Threats exist for communication necessary for the VANETs operation. Malicious vehi-
cles can make use of VANET to broadcast fraudulent messages to other vehicles in the 
vicinity for their own profit, or just to jeopardize the traffic system. Hence, the system 
must be designed to ensure that the transmission comes from a trusted source and has 
not been tampered with since transmission. We define a node to be adversary if it cap-
tures, injects, or deliberately alters any messages [103]. The most often encountered 
attacks concerning authentication are outlined as follows [13]:

•	 GPS spoofing attack: A location table containing the geographic location informa-
tion about all the vehicles in the VANETs is saved in the GPS satellite. A GPS satel-
lite simulator may be used by an attacker to generate false GPS signals, which are 
stronger than those generated by the actual satellite system. The attacker deceives 
the nodes by giving falsified GPS coordinates. Thus, the nodes position themselves in 
wrong locations.
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•	 Replay attack: This attack is known as a play back attack (also known as re-transmit-
ted or postponed attack) where a message is captured, and is replayed at a later time 
or in a different location. The VANET requires resources such as memory and time 
to compare and verify new and previously received messages.

•	 Free-riding attack: This attack is created through a malicious user who pretends to 
participate in cooperative authentication by incorporating neighbor users authenti-
cation attempts into its own integrated message authentication tag. By utilizing this 
attack, the forged authentication tag is verifiable by others while the malicious user 
does not actually contribute in the authentication of any original message [22, 104].

•	 Impersonation attack: By utilizing a fake or stolen identity of a valid user, an attacker 
gets the privilege of an authenticated user inside the VANET and can perform many 
malicious activities. For example, an attacker cheats the valid nodes to reduce their 
speed by pretending to be an emergency vehicle.

•	 Computational Denial of Service (DoS) attack: Where a receiver is flooded with inva-
lid authentication requests (e.g., digital signatures) designed to consume the vehicles 
computing resources.

•	 Message tampering attack: The attacker sends fake response or counterfeit requests 
by altering exchanged messages in the VANET communications [105].

4.2 � Authentication requirements in VANETs

A safety message has to be authenticated at two levels, including node level, and the 
message level. Node level authentication refers to entity authentication (identification), 
and ensures that the safety message is received from a legitimate vehicle. The message 
level authentication or data-origin authentication ensures the integrity of a message, and 
plays an important role in enhancing security in VANET [8]. For the interested reader, 
additional information related to message authentication is presented in Sect. 2.1.

In summary, to ensure security against those threats and attacks, the following 
requirements must be satisfied [14, 106]: 

1	 Entity authentication, to verify legitimacy of sender vehicle.
2	 Message authentication, to detect message tampering and ensure data consistency.
3	 Non-repudiation, to ensure the sender of a message cannot deny the message trans-

mission.

4.3 � Efficiency requirements for VANETs authentication

The embedded OBUs in vehicles use processors with limited computation ability to 
make VANETs economically viable. Therefore, the cryptographic operations used in 
VANETs should perform limited computational overhead (should be lightweight) [54]. 
The most important requirements for supplying efficient and dependable authentication 
[105] are listed below:
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•	 Overhead: For verifying an authentication request, the number of cryptographic 
operations to be performed by RSU or from an automobile node or TA should be 
minimized.

•	 Bandwidth utilization: The bandwidth needs to be effectively used by vehicles (in 
bytes per second) for an authentication request, in the case of exchanging crypto-
graphic keys and credentials.

•	 Response time: The time taken to respond to an authentication request must be 
reduced.

•	 Reliability: Authentication methods need to be stiff enough against attackers.
•	 Scalability: Authentication mechanism should be scalable.

4.4 � Privacy‑preserving authentication in VANETs

This section outlines the information privacy and its importance in VC systems and 
VANETs.

A Information privacy
Westin [107] explains “privacy is the claim of individuals, groups or institutions to 

determine for themselves when, how, and to what extent information about them is com-
municated to others”. Schoeman [108] explains privacy as “control we have over informa-
tion about ourselves”.

Information privacy refers to control of personal information. For systems contain-
ing private information, it is important to assess the risks associated with collection, use 
and disclosure of that information. Personal information refers to information which is 
directly linked to an identifiable individual.

Private information can be a name, address, driver’s license, or license plate and reg-
istration [109]. Personal information can also lead to an identifiable individual when 
combined.

B The importance of privacy in VANETs
In VANETs, vehicles broadcast unencrypted messages on a regular basis, containing 

a Vehicle Identifier Number (VIN) along with the vehicle’s location information (using 
GPS), speed, and direction of traveling [110].

In a VANET system, protection of driver’s identity should be guaranteed [111, 112]. 
Identity Privacy in VANETs refers to the ability to prevent others from learning and link-
ing an identifier to a driver/vehicle. An adversary can capture communications and link 
the identifiers to specific vehicles, and consequently to the drivers (ID disclosure), pro-
viding a means for surveillance. The vehicle size attribute, acceleration, speed, steering 
angle, and position within a beacon message helps an observer to decide which beacon 
to link to a single vehicle. For example, in areas where a specific size vehicle is not fre-
quent, two beacons can be linked to a single vehicle with high confidence [113].

From a legal perspective, it can be assumed that information privacy will not be 
harmed if there is no personally identifiable information [114]. However, many propos-
als for securing VANETs demonstrated that in some circumstances, non-personally 
identifiable information can be linked to individuals and transformed into personally 
identifiable information.
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It is possible for an adversary to track a vehicle by installing cameras or physical track-
ing equipment on the road. Also, it is possible for an adversary to follow a vehicle using 
another vehicle to discover the driver’s location. Such physical attacks may only trace 
specific targets, and are much more expensive than capturing the communications in 
VANETs [115]. This research addresses the issue associated with malicious capturing of 
wireless traffic in the VANET communications. The knowledge of a driver’s route, or 
tracking a vehicle based on Radio Frequency Fingerprinting (RF Fingerprinting) [116] 
are outside the scope of this research.

C Privacy issues in VANETs
Privacy can often conflict with authentication requirements. A unique identifier (e.g., 

the VIN) is provided to a vehicle for authentication purposes. The fact is that sensitive 
personal information, such as the locations of our home, office, and other places can be 
revealed by tracking our vehicles using the shared critical information and the unique 
identifiers for authentication.

This vehicle unique identifier can be associated with an identifiable individual (e.g., 
driver or vehicle owner). In this case, the data becomes personal information whose pro-
tection and confidentiality would fall under stringent requirements. This is important in 
terms of information privacy. An adversary can capture the communications and link 
the identifiers to the vehicles, and consequently to the drivers (ID disclosure).

To avoid this, protection of the driver’s identity during authentication must be guaran-
teed. A mechanism is required to provide message anonymity while also enabling iden-
tification by a trusted party (e.g., the department of motor vehicles or the department of 
transportation). For example, a government transportation authority or a vehicle manu-
facturer in liability-related cases may trace a vehicle that disrupts the network. In this 
case, a driver profile may be fetched to be used for legitimate reasons, such as provid-
ing emergency services or law enforcement with appropriate information. Designing an 
authentication mechanism that preserves driver privacy and also tracks dishonest vehi-
cles is a major challenge.

The beacon content confidentiality is another concern. The vehicle size attribute, accel-
eration, speed, steering angle, and position within a beacon message helps an observer 
to decide which beacon to link to a single vehicle. For example, in areas where a specific 
size vehicle is not frequent, two beacons can be linked to a single vehicle with high con-
fidence [113].

4.5 � Key management in VANETs

A cryptographic system requires key-management techniques to control the distribu-
tion, use, update, and revocation of cryptographic keys, as well as protocols to man-
age certificates in certificate-based systems. The embedded OBU in a vehicle requires a 
key-management mechanism in which a number of properties should be fulfilled [54]. 
Ideally, an OBU key-management mechanism should provide the following desirable 
properties: 

1.	 Long-term Unlinkability: A basic privacy requirement is that it should be impossi-
ble for any observer to learn if a specific vehicle has transmitted or will transmit a 
message (more generally, take an action according to a VC protocol), and it should 
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be impossible to link any two or more messages sent from the same vehicle [117]. 
If an observer tried to guess which vehicle transmitted a particular message, there 
should be only a low probability of linking a vehicle’s actions or identifying it among 
the set of all vehicles. Messages contain parameters for identification of their send-
ers (authentication), and messages generated by the same vehicle should be difficult 
to link to each other [118]. The digital certificates used for authentication purpose 
can lack identifying information. Regarding this important issue, public keys should 
change in such a way that an eavesdropper cannot link an old key with a new key.

2.	 Traceability and Revocation: In VC systems, each vehicle relies on messages received 
from other vehicles. To satisfy the aforementioned requirements in authentication, 
a mechanism should be designed that keeps messages to be anonymous to other 
vehicles, while enables identification by CA in liability-related cases to trace an OBU 
that abuses the VANET. In addition, once a malicious OBU has been detected, the 
authority should efficiently notify the VANET to revoke the misbehaving OBU’s 
identifier (to prevent any further damage).

3.	 Efficiency: The embedded OBUs in vehicles use processors with limited computation 
ability to make VANETs economically viable. Therefore, the cryptographic opera-
tions used in VANETs should perform limited computational overhead (should be 
lightweight) [54].

4.	 Perfect Forward Secrecy: If a cryptographic secret key for current session is revealed, 
an adversary must be unable to use this to recover past and future ciphertexts [10, 
§12.16]. An authentication protocol needs a mechanism to automatically and fre-
quently regenerate the keys it uses, such that if the latest key is compromised, it 
exposes only a small portion of sensitive data. A protocol is vulnerable to a known-
key attack if perfect forward secrecy is not provided. Hence, compromise of past ses-
sion keys allows an adversary to compromise future session keys [10, §12.17]. The 
more frequently the keys are updated, the less data is processed with any given key, 
and as a result, the less impact the leak will have. This is regardless of the purpose of 
the key (e.g., authentication, or encryption).

5 � Existing classifications for authentication in VANETs
Several existing studies [62–69] attempt to classify existing authentication schemes in 
vehicular networks. These works are reviewed in this section.

Hasrouny et  al. [66] present an extensive overview of the most of VANET security 
challenges and their causes as well as the existing solutions in a comprehensive manner. 
They review the recent security architectures, the security standards, and multiple secu-
rity protocols in detail. However, they focus on the classification of the different attacks 
on vehicular communications and their corresponding solutions.

Singh et al. [68] survey the state of the art architecture, applications, emerging radio 
access technologies, standardization, and project activities, as well as reviewing the pro-
tocol stacks of the ITS in the USA, Japan, and Europe. Their work is presented as a tuto-
rial in the emerging radio access technologies for connected and autonomous vehicles 
and their associated challenges.
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Manivannan et  al. [69] classify multiple authentication schemes into two categories 
based on the problems addressed and the techniques used to solve these problems, and 
discuss their strengths and weaknesses.

Riley et al. [62] examine several proposed authentication schemes and classify them 
using two criteria. Firstly, they note the type of cryptographic algorithm the schemes 
use: symmetric or asymmetric. Then, each of these categories is divided into two subcat-
egories: group-based schemes and non-group-based schemes (refer to Fig.  3).

Qu et  al. [63] survey authentication protocols and also classify the schemes accord-
ing to the type of cryptographic algorithms involved: symmetric or asymmetric (refer to 
Fig. 4). However, both of the classification schemes Riley et al. [62] and Qu et al. [63] rely 
on the computational complexity of cryptographic approaches.

Petit et al. [64] classify authentication schemes into one of four categories: asymmet-
ric, symmetric, group signature, and identity-based. However, this single layer structure 
fails connect the identity-based and group signature approaches to asymmetric cryptog-
raphy, which is the underlying primitive in both cases (refer to Fig. 5).

Manvi et al. [65] classify authentication strategies into three main categories: cryptog-
raphy, signature, and verification. Each of these categories is further divided into several 

Fig. 3  Classification based on Riley et al. [62]

Fig. 4  Classification based on Qu et al. [63]

Fig. 5  Classification based on Petit et al. [64]
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different subcategories such as asymmetric, group signature, and batch verification. 
Similar to [64], this structure does not include the identity-based approach as a subcat-
egory of the asymmetric cryptography category (refer to Fig. 6).

Lu et al. [67] classify authentication schemes into five categories based on the mecha-
nism used: symmetric cryptography, Public-Key Infrastructure (PKI), identity-based sig-
nature, certificate-less signature, and group signature. This single layer structure does 
not group identity-based and certificate-less approaches in the same category, although 
both are certificate-less strategies (refer to Fig. 7).

The classification schemes reviewed in this section categorize authentication proto-
cols based on just a few criteria. They are mainly based on the underlying cryptographic 
technique used, or they fail to make connections between different important aspects of 
authentication, such as digital signatures. These gaps are filled in this research by provid-
ing a generic and comprehensive taxonomy that enables identifying common structural 
elements for each class. Based on this taxonomy, a framework is generated to facilitate 
design, analysis, and comparisons of new and existing protocols.

Fig. 6  Classification based on Manvi et al. [65]

Fig. 7  Classification based on Lu et al. [67]

Fig. 8  Classification based on this paper
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6 � The proposed taxonomy of authentication strategies in VC systems
This section presents a comprehensive taxonomy, based on seven criteria (as shown in 
Fig. 8): cryptographic method, credential type, verification approach, secure hardware, 
privacy principle, network domain, and application latency (see Fig. 10). These criteria 
are derived from observations of many authentication protocols. The following struc-
tures are used to describe the taxonomy. Each criterion is a class comprising at least a 
subclass, and group (or main group with subgroup), as shown in Fig. 9.

The first criterion of this taxonomy recognizes the cryptographic method used for 
authentication. In VC systems, cryptographic primitives can be applied to solve many 
authentication issues, such as message manipulation. Cryptographic algorithms can be 

Fig. 9  The structures used in our taxonomy

Fig. 10  The seven criteria, which are the bases for our taxonomy
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used for different purposes, such as identification and message authentication. For the 
interested reader, additional information related to cryptography and authentication 
is presented in Sect.  2. There are three cryptographic method subclasses: symmetric, 
asymmetric, and non-cryptography.

The second criterion is based on the credential type used for authentication. A creden-
tial is a unique possession provided to a communicating node to be used as a proof of 
identity to identify the node as authentic with high confidence. There are two subclasses: 
tag-based and context-based.

The third criterion is based on the verification approach used to verify (or reject) an 
authentication request in the network. Vehicles can authenticate each authentication 
request independently, or rely on information from other communicating nodes to make 
an authentication decision. There are two subclasses: autonomous and cooperative.

The fourth criterion of this taxonomy is based on the hardware requirements for 
authentication. Some schemes rely on a Tamper Proof Device (TPD) to store and pro-
tect cryptographic keying materials, while others do not. Based on that, protocols can be 
classified into two subclasses: TPD-based and Non-TPD-based.

The fifth criterion of this taxonomy is the privacy principle. Authentication proto-
cols use different approaches to provide conditional privacy for vehicles/drivers in VC 
systems. For both identification and message authentication, protection of the driver’s 
identity during authentication should be guaranteed. Identity privacy refers to the abil-
ity to prevent others from learning and linking a VC system identifier to a driver/vehi-
cle. When a unique identifier is provided to a vehicle and its embedded communicating 
nodes for authentication purpose, this information can be associated with an identifiable 
individual. In this case, the data becomes personal information. An adversary can cap-
ture the communications and link the identifiers to the vehicles, and consequently to the 
drivers (ID disclosure), providing a means for surveillance. Based on the principle used, 
the class categorizes authentication strategies into one of three subclasses: anonymity, 
unlinkability, and non-privacy.

The sixth criterion is based on the network domain. The domains may be either intra-
vehicle, inter-vehicle, or vehicle-RSU. A protocol is designed to provide authentication 
in a specific network domain, and may not be applicable to other domains. For example, 
an intra-vehicle protocol authenticates different communicating parts within a vehicle, 
but may not be applied for inter-vehicle authentication. There are two subclasses: vehi-
cle-centric and roadside-centric.

The seventh criterion is based on the application latency for which the scheme can be 
used. Latency defines the time frame from when information is generated for transmis-
sion and when it is received. Different applications have different latency requirements. 
Examples include safety-critical, safety-related, or non-safety applications. Some proto-
cols may satisfy the latency required by a non-safety application, but may not be fast 
enough to be used in safety-critical applications. Authentication protocols can be classi-
fied into three subclasses: low-latency, mid-latency, and high-latency, based on applica-
tion time.

There may be other criteria in the literature for classification of authentication strate-
gies in VC systems. The taxonomy includes the most important authentication criteria, 
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and will enable classification of a variety of protocols in the public literature and future 
proposals.

6.1 � Cryptographic method class

This class recognizes the cryptographic method used for authentication. There are three 
subclasses: symmetric, asymmetric, and non-cryptography. Figure 11 shows the crypto-
graphic method class in expanded form.

A Symmetric subclass
The first subclass is those authentication schemes relying on symmetric crypto-

graphic primitives. Symmetric algorithms make use of a secret key, and both sender 
and recipient perform message encryption and message decryption operations using 
the same secret key. One of the main drawbacks of the application of symmetric tech-
niques is the secure distribution of secret keys to nodes in vehicular networks. As any 
communicating node with knowledge of the secret keys can decrypt the message, it is 
vital to prevent keys from falling into the wrong hands. The symmetric subclass can 
be further classified into two groups: Hash-based and MAC-based.

A.1 Hash-based group
This group of protocols perform authentication using hash functions. A crypto-

graphic hash function is a one-way function (infeasible to invert) that is used for data 
integrity assurance. It takes a message as input and produces an output referred to 
as a hash value. A cryptographic hash implies an unkeyed hash function. The study 
presented by Han et al. [36] proposes a three-step authentication protocol using cryp-
tographic hash value to provide data integrity assurance between the intra-vehicle 
network and an external network (mobile device).

A.2 MAC-based group
This group of protocols under symmetric subclass perform authentication using 

a distinct class of cryptographic primitives called Message Authentication Codes 
(MACs). The output of a MAC algorithm is referred to as a MAC, and is a short piece 
of information used to confirm that a message comes from the stated sender (its 
authenticity), and has not been changed [10] (refer to Sect. 2.1).

Different symmetric cryptographic primitives such as cryptographic hash func-
tions, or block cipher algorithms can be used to construct MAC algorithms. An 
HMAC implies a keyed-hash function that takes two functionally distinct inputs, a 
message and a secret key, and produces a fixed-size output. In practice, it should be 
infeasible to produce the same output without knowledge of the key [10].

Fig. 11  Cryptographic method class in expanded form
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HMACs can be constructed from dedicated cryptographic hash functions, such 
as SHA-256 or SHA3-256 secure hash algorithms. In VANETs, HMACs can provide 
both data integrity assurance and symmetric data origin authentication, as well as 
identification in symmetric-key schemes. Note that any communicating node with 
knowledge of shared secret key can be an originator of data (refer to Sect. 2.1). Hence, 
it does not offer non-repudiation.

Hash-based authentication is highly efficient in terms of computational and com-
munication overhead. It offers the benefits of short generation and verification time 
as well as less communication overhead. The security of HMACs depends on the 
cryptographic strength of the underlying hash function, and the size and quality of 
the key used [10]. An example of this is the authentication protocol proposed by Choi 
et al. [37] that enables vehicles and RSUs to generate/verify MACs in V2I/I2V com-
munications, resulting in less reliance on availability of bandwidth, and high degree of 
efficiency.

Wang et al. [31] propose A Two-Factor Lightweight Privacy Preserving Authentication 
Scheme for VANET, named 2FLIP. In 2FLIP, all vehicles are equipped with a same copy 
of system key to generate MACs on the broadcast messages. Recipient TPDs can verify 
the messages by creating MACs of the received messages with the same system key. This 
only requires one hash computation and one MAC operation to accomplish the mes-
sage verification. Hence, the protocol is very efficient in terms of computation. However, 
the same copy of system key must be stored in all TPDs. This viewed as a single point of 
failure [34]. If a single vehicle’s system key is compromised, all vehicles in the network 
will be affected, and all will need to be updated with a new system key. However, a CA 
encrypts a new system key under the previous system key. In case of compromise of past 
system key, the new system key is very easily compromised (see [10, §12.2.3] regarding 
perfect forward secrecy and known-key attacks).

Huang et al. [34] propose a similar efficient scheme to address the system-key prob-
lem in the scheme presented by Wang et al. [31]. However, the scheme is not scalable. 
For a new vehicle that joins into the network, the TA generates a list of pseudo identi-
fiers along with a list of hashed values of the pseudo identifiers, and sends to the vehicle. 
Then, the TA updates all other vehicles with the hash of pseudo identifiers that are gen-
erated for the new vehicle. This means that all vehicles must store each other’s hashed 
values of pseudo identifiers. In case of a revocation, all vehicles must be updated with a 
new list of pseudo identifiers and hashed values.

Recently, Camenisch et al. [35] introduce the novel concept of zone encryption as a 
practical means to authentically and confidentially transmit data in vehicular commu-
nications. The zone encryption idea relies on symmetric authenticated encryption using 
temporary keys that are exchanged among vehicles. However, the scheme does not pro-
vide non-repudiation in V2V communication, and as a result, no proper traceability and 
revocation could be performed in case of malicious activity.

B Asymmetric subclass
The second subclass relies on asymmetric cryptographic primitives. Asymmetric algo-

rithms make use of two mathematically related keys (a key pair), referred as a public 
key, and a private key. Any sender node can encrypt a message using the receiver’s pub-
lic key. The corresponding private key must be kept secret, only known by the receiver. 
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Any message encrypted using a public key can only be decrypted by applying the same 
algorithm and the matching private key. This method can be used to provide confidenti-
ality, and thus securely distribute symmetric secret keys over vehicular networks. Asym-
metric techniques can also be used for authentication [10]. Asymmetric cryptographic 
primitives require far more processing power for both encryption and decryption, and 
as a result, they are slower than symmetric techniques. The asymmetric subclass can be 
further divided into signature-based Group.

B.1 Signature-based group
This group of protocols provides authentication using digital signatures. In cryptog-

raphy, a digital signature is a number generated from the content of a message using an 
algorithm and a private key that is known only to the signer. The signature must be veri-
fiable using the corresponding public key [10]. In VC systems, digital signatures are used 
to ensure authentication, data integrity, non-repudiation, and for certification of public 
keys. In this regard, many studies propose authentication mechanisms using digital sig-
nature schemes.

Johnson et al. [70] proposed the ECDSA scheme which is a digital signature algorithm 
based on ECC. Gollan and Meinel [11] propose the use of digital signatures for authen-
tication in vehicular environments. To use in vehicular communications, each message 
broadcast/sent is signed. Recipients must verify the signatures before accepting the mes-
sages. Raya and Hubaux [14] show that in terms of speed and compactness, ECDSA is fit 
for message authentication in V2V communications.

However, Baee et al. [17] demonstrate that care is needed when using the ECDSA for 
authentication of a high volume of received messages and credentials in V2V commu-
nication. The verification results in a delay in driver notification and allows insufficient 
driver reaction time, resulting in potential collisions and serious injuries (assuming the 
driver does not react independently).

There are other types of signature schemes used for authentication in VC systems. The 
group signature scheme applied by Calandriello et al. [25], ring signature scheme applied 
by Xiong et al. [38], and blind signature scheme applied by Fischer et al. [39] are other 
examples that fall into signature-based subclass.

C Non-cryptography subclass
Protocols in this subclass do not employ any cryptographic mechanism to provide 

authentication, and the network nodes do not perform basic input validation, which 
raises the possibility of remote spoofing of the messages transmitted. The study pre-
sented by Rouf et  al. [40] experimentally validated that several protocols for state-of-
the-art commercial tire pressure monitoring systems do not employ cryptographic 
authentication. Authors showed that using a customized software radio attack platform 
located in a nearby vehicle they can easily trigger the tire pressure warning messages in 
a moving vehicle.

6.2 � Credential type class

This class recognizes the type of credential used for authentication. There are two 
subclasses: tag-based and context-based. Figure  12 shows the credential type class in 
expanded form.

A Tag-based subclass
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In this subclass, the credential can take the form of a key (for example, a public key) 
that is known to be unique to a network communicating node, and used for establish-
ing its identity when communicating with other nodes. Any node holding a creden-
tial is usually given secret knowledge (e.g., a private or secret key) as proof of owning 
that credential. A node that wishes to communicate to the other nodes in the network 
is referred to as a supplicant. A node that receives and responds to the authentication 
requests is referred to as an authenticator. The supplicant can assure the authenticator 
about its credential (identity) if it is certain that the supplicant possesses a cryptographic 
private/secret key corresponding to that credential. Four main groups are defined under 
this subclass based on the process applied: credential generation, credential issuance, 
credential distribution, and credential revocation. Each main group can be further clas-
sified into different groups as follows.

A.1 Generation main group
This main group categorizes authentication protocols based on the approach used to 

generate credentials for the communicating nodes in the network, with respect to the 
authentication operation. This main group can be further classified into two groups 
based on the party that generates the credentials (the communicating node itself or a 
trusted party): these are autonomous and dependent.

A.1.1 Autonomous group
In this group of authentication protocols, a node generates credentials autonomously, 

removing the need for recurring communication with a trusted party. The scheme pre-
sented by Calandriello et al. [25] is an example where vehicles generate certified creden-
tials autonomously which significantly reduces the communication overhead.

A.1.2 Dependent group
Authentication protocols in this group rely on a trusted party to generate credentials. 

It can be a single point of trust (centralized authority), or consist of multiple entities 
jointly working together (decentralized authorities) [75]. In this case, the dependent 
group of credential generation can be further classified into two subgroups: centralized 
and decentralized.

A.1.2.1 Centralized subgroup
Under this group of authentication protocols, a centralized trusted authority 

with full knowledge of system parameters is responsible for generating credentials. 

Fig. 12  Credential type class in expanded form
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Communicating nodes send their credential requests and receive the corresponding 
credentials. The scheme presented by Raya and Hubaux [13] is an example where vehi-
cles receive certified credentials from a centralized trust; a governmental transportation 
authority or a vehicle manufacturer. This makes management and handling of creden-
tials easier in terms of installation, deployment, and monitoring within the network.

A.1.2.2 Decentralized subgroup
The underlying service for credential generation in this group of protocols has no cen-

tral authority, and distributed trusted parties such as RSUs act as credential generators 
in the network. Park et al. [41] propose delegating responsibility of credential generation 
to the RSUs in order to reduce the communication and storage overhead on the central-
ized authority.

A.2 Issuance main group
This subclass categorizes authentication protocols based on the approach used to 

issue credentials, with respect to the authentication operation. Communicating par-
ties can exchange their credentials for the purpose of identification. The credentials 
can be transferred either using certificates or without certificates. A digital certificate 
(also known as certificate) is an electronic document that is used to bind a credential 
to an entity. Credential issuance can be further classified into two groups: certificate-
based, and certificate-less.

A.2.1 Certificate-based group
In this group of protocols, most common approach to convey credentials (e.g., pub-

lic keys) is to use digital certificates. A certificate consists of information to identify 
an entity. Each entity’s credential is embedded in a certificate which is either explic-
itly (signed by a trusted authority or self-signed) or implicitly (without attaching sig-
nature) certified. Any party can use a copy of the certificate to extract the provided 
credential and use it to uniquely identify the holder [10]. To provide a more accurate 
discrimination, certificate-based credentials can be further classified into two sub-
groups: explicit and implicit.

A.2.1.1 Explicit subgroup
Protocols in this subgroup rely on explicit certificates to exchange credentials. An 

explicit certificate is a data structure used to store, distribute, or forward credentials 
(e.g., public keys) over unsecured networks without fear of undetectable manipula-
tion. It is composed of two different parts: a data part and a signature part. The data 
part contains a credential and a unique string identifying the associated entity. The 
signature part of the certificate contains the signature of the certificate owner or a 
trusted authority. This binds the subject entity’s unique identity to the specified cre-
dential. An intended recipient can verify this signature and be assured that the cre-
dential belongs to the subject entity. During an authorized system user registration, 
the authentic public key of the trusted authority is made available to all communi-
cating nodes. This public key enables communicating nodes to verify the certificates 
signed by that trusted authority, and as a result, transfers trust. The scheme presented 
by Jung et  al. [42] is an example where RSUs issue multiple explicit certificates to 
vehicles for authentication purposes.

A.2.1.2 Implicit subgroup
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Protocols in this subgroup rely on implicit certificates to exchange credentials. An 
implicit certificate is a variation of the digital certificates used with cryptography for 
which an explicit user’s credential can be implicitly certified. The main difference here 
is that a credential must be reconstructed from public data, rather than transported 
within a certificate, as occurs with explicit certificates. The implicit certificate is still 
comprised of the three main elements/parts (identifier, public credential, and digital 
signature), but superimposed into the same space as the size of a public credential, 
resulting in reduced data transfer. The ECQV implicit certificate is an example that 
falls into this subgroup. The IEEE 1609.2 security standard [90] recommends use of 
ECQV as a more efficient alternative to traditional certificates, as described in the 
document Standards for Efficient Cryptography 4 [76].

A.2.2 Certificate-less group
The second group of authentication protocols under this subclass is for schemes where 

credentials are not presented in certificates. Unlike the certificate-based group of pro-
tocols, these have no dependence on signed certificates. The application of identity-
based cryptography and signature schemes [119, 120] is common among protocols in 
this group. The study presented by Kamat et al. [43] is an example of schemes that fall 
into this group, where vehicles implicitly validate the identity-based signatures on the 
messages by verifying that the vehicle using the credential actually has the private key 
corresponding to it. This eliminates the need for certificate exchange between vehicles, 
resulting in reduced communication overhead.

A.3 Distribution main group
This main group categorizes authentication protocols based on the approach used to 

distribute credentials to the network communicating nodes. Regardless of which party 
generates the credentials (communicating node or trusted party), the distribution can be 
further classified into two groups: pre-deployment, and post-deployment.

A.3.1 Pre-deployment group
The first group of authentication protocols under this subclass assumes that creden-

tials are distributed to the nodes during an offline phase, before deployment. The scheme 
presented by Papadimitratos et al. [44] is an example that assumes authentication using 
a large set of pre-loaded credentials, installed in the vehicle’s on-board credential pool 
by the transportation authority or the manufacturer, resulting in reduced V2I communi-
cation to receive new credentials and less reliance on availability of infrastructure in all 
regions.

A.3.2 Post-deployment group
The second group of authentication protocols under this subclass assumes that cre-

dentials are distributed to the network nodes during an online phase, after deployment. 
Different parties may be involved in this group of credential deployment. For example, 
network nodes may form a group in which a unique node is responsible for distribut-
ing the credentials to other nodes. The work presented by Sampigethaya et al. [45] is an 
example that enables a group manager to derive credentials by interacting with a trusted 
party and distribute them to new group members, resulting in reduced unnecessary 
overhead and redundancy in neighbors broadcast. The scheme presented by Calandri-
ello et al. [25] is another example where vehicles issue certified credentials by themselves 
which significantly reduces the communication overhead.
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A.4 Revocation main group
This main group categorizes authentication protocols based on the approach taken 

to revoke credentials, with respect to the authentication operation. Credential revoca-
tion is an essential feature of authentication protocols. It is needed because authentica-
tion information changes over time. Revocation may minimize threats associated with a 
compromised secret key related to a credential. It is important to stop using or trusting 
keying material which is no longer secure. A key is compromised if an adversary gains 
access to it. The revocation of credentials with long-term validity is a difficult task, as all 
distributed copies of the credentials must be effectively retracted. One solution for this is 
use of a Revocation List (RL). A RL is a list of credentials which have been revoked, pro-
vided by a trusted party. Credential revocation can be further classified into two groups: 
RL-based, and non-RL-based.

A.4.1 RL-based group
The first group of authentication protocols under this subclass assumes distribution of 

credential revocation information using RL. The RLs should be issued at regular inter-
vals even if there are no changes, to prevent new RLs being maliciously replaced by old 
RLs. The scheme presented by Papadimitratos et al. [46] is an example where all vehicles 
can obtain the latest RL with very low bandwidth used for transmissions.

A.4.2 Non-RL-based group
An alternative approach is to issue credentials with very short lifetimes, and require 

frequent installation of new credentials by the credential provider. In the case of revoca-
tion, further credential certification requests are denied. The work presented by Fischer 
et al. [39] uses a blind signature scheme to eliminate the need for RLs, and as a result, 
reduces the overall memory and bandwidth consumption.

B Context-based subclass
This subclass categorizes the authentication protocols based on the contextual attrib-

ute of the supplicant. This unique attribute can be used as a credential to authenticate an 
entity with high confidence. Two groups are defined under this subclass: physical, and 
behavioral.

B.1 Physical-based group
Authentication protocols under this group try to authenticate a communicating node 

based on a physical characteristic that uniquely identifies it. Physical attributes, such as 
GPS location, Received Signal Strength Indication (RSSI), or Signal to Noise Ratio (SNR) 
may be needed. For example, Li and Chigan [47] assume verification based on physical 
distance between vehicles, to efficiently and securely verify the massive messages in VC 
systems.

B.2 Behavioral-based group
Authentication protocols under this group of contextual credentials attempt to 

authenticate a communicating node based on its behavioral pattern. A supplicant may 
be monitored by the authenticator based on its pattern of behavior with respect to cer-
tain functionality and performance. For example, Golle et  al. [48] rely on the vehicle 
sensor capabilities to distinguish the nodes in the network; hence identifying malicious 
nodes.
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6.3 � Verification approach class

This class aims to recognize the nature and behavior of different authentication schemes 
based on the approach used to verify an authentication request. There are two sub-
classes: autonomous and cooperative.

A Autonomous subclass
The first subclass under the verification-approach class of authentication protocols 

uses an approach that enables authenticators to verify each authentication request inde-
pendently, with respect to the authentication operation. This reduces dependency on 
other parties, but requires more computation power to verify received messages in short 
time frames independently. In V2V communication, Raya and Hubaux [14] assume that 
each vehicle needs to verify the periodically received safety messages within intervals of 
100 milliseconds. Vijayakumar et al. [24] propose a batch verification method to reduce 
the message verification delay. However, in case of receiving an altered or modified mes-
sage, an additional operation is required to find the invalid signature in the batch.

B Cooperative subclass
The second subclass of authentication protocols assumes that authenticators rely on 

information from other entities to make an authentication decision. This reduces the 
time required to authenticate a message, and as a result, increases authentication speed. 
The network nodes cooperatively work with each other and simultaneously authenticate 
transmitted messages to share their results with each other. Different parties may be 
involved in this group of credential deployment. For example, Zhang et al. [49] assume 
that vehicles work cooperatively to verify authentication requests according to their 
computing capacity, resulting in lower computation and communication overheads.

The schemes presented by Zhang et  al. [20] and Shim [50] are another examples 
that assume infrastructures such as RSUs are delegated by vehicles to authenticate the 
received messages, and report the authentication results to the vehicles. This approach 
can simultaneously verify multiple authentication requests, and hence, considerably 
reducing the total verification time.

However, these schemes need RSUs to be pervasive, otherwise, the scheme is ineffec-
tive. Moreover, in heavy traffic conditions, the performance significantly degrades, as the 
RSUs need to perform authentication for a high number of messages in a short time 
period, and send the results back to the vehicles.

In addition, cooperative authentication protocols proposed in the studies presented by 
Hao et al. [21], Lin and Li [22], and Zhu et al. [23] are inefficient for broadcast authenti-
cation in the latency-critical applications. Each vehicle needs to cooperate in the message 
verification processes, and report its own verification results to neighboring vehicles. In 
heavy traffic conditions, the computational and communication delay associated with 
cooperative authentication could result in insufficient time for a driver to receive an alert 
and react, resulting in a crash. Moreover, this approach requires availability of a reason-
able number of honest vehicles to cooperate in authentication. In the case of low vehicle 
density, these protocols may not be reliable for authentication purposes. These proto-
cols can also be exploited by modification attacks on location information, as they select 
messages for verification based on location information (refer to Sect. 4.1).
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6.4 � Secure hardware class

This class recognizes the secure hardware requirements used to store and protect cryp-
tographic keying material or other important cryptographic elements for providing 
authentication. There are two subclasses: TPD-based and Non-TPD-based.

A TPD-based subclass
This subclass of authentication protocols proposes the integration of TPDs within 

network nodes. Thus, cryptographic keying material can securely be stored or managed 
inside the nodes, and cannot easily be extracted or transferred. Trusted device-based 
authentication protocols have been proposed by Vijayakumar et al. [51] and Wang et al. 
[31], to reduce the overhead caused by authentication and revocation management.

B Non-TPD-based subclass
In contrast to the TPD-based, authentication protocols in this subclass do not rely on 

secure hardware for authentication purposes. The RSU-aided authentication protocols 
have been proposed to perform message authentication without using a trusted device 
[20, 52, 53]. This eliminates the costs for embedding TPDs in vehicles, and reduces the 
risks associated with unauthorized access to the TPDs.

6.5 � Privacy principle class

Parno and Perrig [12], and Raya and Hubaux [13] identify topics associated with pri-
vacy and authentication. Through this context, many protocols have been proposed to 
address privacy-preserving message authentication in VC systems.

This class recognizes the principles used to mask identity to provide for driver privacy 
during authentication. There are three subclasses: anonymity, unlinkability, and non-pri-
vacy. Figure  13 shows the privacy principle class in expanded form.

A Anonymity subclass
This subclass contains authentication protocols used to provide anonymity for com-

municating nodes. Ideally, to mitigate the surveillance risk, it should be impossible for 
any observer to learn if a specific node has transmitted or will transmit a message. In VC 
systems, each node relies on messages received from other nodes. To preserve a driv-
er’s privacy during authentication, a mechanism should be employed to keep messages 
anonymous to other nodes. This subclass can be further categorized into two groups: 
pseudonym-based and group signature-based.

A.1 Pseudonym-based group
Protocols under this group rely on pseudonymous tag-based credentials. A pseudo-

nym or alias is an alternative identity that is verified by the node itself or a trusted party. 

Fig. 13  Privacy principle class in expanded form
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This ensures that services can be used without disclosing the driver’s identity. Examples 
of schemes that fall into the pseudonym-based group are the studies presented by Fis-
cher et al. [39], Calandriello et al. [25], and Jung et al. [42] that enable a vehicle to avoid 
being tracked by periodically creating new pseudonym certificates.

The schemes based on pseudonymous credentials achieve conditional anonymity 
by using pseudonym identifiers. In V2V communication, vehicles periodically sign 
messages using the currently active credential and broadcast them. Each broadcast 
message contains the resulting signature, as well as the corresponding pseudonym 
identifier. Once a vehicle receives the message, it can authenticate the message origi-
nator using the pseudonym identifier, without knowledge of the sender’s real world 
identifier. This demands the use of CRLs, to manage revoked identifiers and present 
a protected and secured communication in VANETs. However, for anonymous com-
munication, a static identifier is not sufficient: a vehicle using a single identifier can be 
very easily tracked during broadcast authentication. Thus, vehicles continuously need 
to be equipped with new pseudonyms to maintain anonymity.

Raya and Hubaux [14] propose a Baseline Pseudonymous (BP) authentication 
scheme that requires a large number of short-lived pseudonym certificates that are 
pre-loaded in a vehicle OBU by CA. Each broadcast message needs to be signed using 
a certificate from the vehicle certificate pool. A vehicle should change its anonymous 
certificate and private key only after having used it for a certain number of messages.

This pseudonym changing strategy alone is not sufficient for confusing an observer 
to link the new pseudonym to the vehicle [15]. Furthermore, the pseudonym refill fre-
quency depends on pseudonym validity periods and pseudonym change rate. In case 
of a revocation, most of the pseudonyms need to be revoked. A revocation check-
ing against CRLs needs to be performed before verification, when a vehicle receives 
a message from an unknown entity. The delay produced by revocation checking 
increases when the size of CRLs grows exponentially with the number of revoked 
vehicles. The delay caused by CRL transmission becomes longer as the size of CRLs 
becomes larger, which allows misbehaving vehicles to continuously compromise the 
network during this period. Besides, the CRLs should be issued at regular intervals 
even if there are no changes, to prevent new CRLs being maliciously replaced by old 
CRLs. The large communication overhead caused by broadcasting CRLs to vehicles 
may have negative impact on the availability of the network. Thus, most of the existing 
pseudonym-based authentication schemes are not scalable. A collection of schemes 
based on pseudonymous certificate along with their analysis concerning communica-
tion overheads is presented by Kortesniemi and Särelä [16]. For the interested reader, 
additional information related to the pseudonym changing strategies is presented by 
Boualouache et al. [121].

A.2 Group signature-based group
This group of protocols under anonymity subclass assumes that the network nodes 

form a group, and utilize a group-oriented signature scheme (e.g., group signature 
[122] or ring signature [123]) to provide anonymous authentication, while elimi-
nating the issuance of certificates. On behalf of a group, any member of the group 
can sign a message using its private key, and the signature can be verified with a 
group-wide public key. Group-oriented signature schemes provide non-traceability, 
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unlinkability, and unforgeability. That is computationally infeasible for an adversary 
to learn whether two signatures on the message have been signed by the same group 
member, as only one public key is used for a group. The study presented by Studer 
et al. [54] is an example that uses a group signature scheme for anonymous authenti-
cation in vehicular communications.

However, in some schemes [18, 19], the CRL size of group signature is linear with 
the number of revoked vehicles. This would cause long authentication delays. At least 
two cryptographic pairing operations [124] are involved with the revocation check-
ing. Furthermore, VANETs are highly dynamic environments and vehicles periodi-
cally join and leave highways using enter and exit ways. The distance between vehicles 
continuously changes and they join different groups unpredictably [17]. That is, a 
group leader has to continuously generate a new group public key which makes this 
type of schemes ineffective. In addition, the cryptographic pairing calculations used 
in group signature schemes are not computationally efficient for the VANETs latency-
critical applications.

B Unlinkability subclass
The credentials are stripped of any identifying information. It should be impossible 

to link any two or more messages sent from the same node. The unlinkability prop-
erty of pseudonyms prevents any observer from learning that the messages originated 
from a specific node. If an observer tried to guess which node transmitted a particular 
message, there should be only a low probability of linking a node’s actions or iden-
tifying it among the set of all nodes. For example, Vijayakumar et  al. [30] propose 
that a trusted authority generates a unique dummy identifier for each vehicle to use 
for authentication purposes. However, the scheme cannot satisfy the unlinkability 
requirement, as it allocates a single unique identifier for each vehicle.

Unlike the group signature-based protocols which provide unlinkability, protocols 
in this subclass utilize pseudonym-based credentials that need a strategy provide 
unlinkability. Based on the strategy providing unlinkable pseudonym, this subclass 
can be further categorized into two groups: group-based and pseudonym-change.

B.1 Group-based group
This group of protocols assumes that the network nodes form a group in which a 

unique node is responsible for distributing the credentials to other nodes. The scheme 
presented by Sampigethaya et al. [45] is an example that enables a group manager to 
derive credentials by interacting with a trusted party and distributing credentials to 
the new group members, resulting in increased driver privacy by mitigating the loca-
tion tracking of vehicles.

B.2 Pseudonym-change group
Protocols under this group assume providing pseudonym unlinkability using a set 

or different sets of pseudonyms, where the credential holder can change pseudonyms 
over time or different contexts to break linkability. Examples of schemes that fall into 
the pseudonym-change group are the studies presented by Li et al. [55] and Lu et al. 
[56] that enable a vehicle to change pseudonyms with different strategies to break 
linkability between messages.

C Hybrid schemes
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Multiple hybrid privacy-preserving authentication schemes have been proposed to 
secure VC systems. Hybrid schemes combine different authentication approaches, 
such as pseudonymous authentication protocols, digital signatures, Hashes, MACs, 
and other techniques to balance computational efficiency, CRL size, bandwidth 
consumption, and verification delay. This section briefly reviews the most rel-
evant state-of-the-art research into hybrid authentication schemes for use in V2V 
communication.

A hybrid scheme is proposed by Calandriello et al. [25] that combines a pseudonym 
scheme with group signature. A vehicle can issue a self-signed certificate using its 
group private key, and then sign each message using a private key corresponding to 
the self-signed public-key certificate. This could reduce the average overhead of mes-
sage authentication, but the expensive pairing calculations and group signature CRL 
checking still remains a problem.

Studer et al. [26] propose a new hybrid authentication mechanism, VANET Authenti-
cation using Signatures and TESLA++ (VAST), which is based on ECDSA and a modi-
fied version of the Timed Efficient Stream Loss-tolerant Authentication (TESLA) [27]. 
The TESLA protocol uses symmetric cryptography with delayed key disclosure to prove 
the sender was the source of a message. Since symmetric cryptography has a faster com-
putational speed compared to asymmetric cryptography, TESLA is resilient to compu-
tational DoS attacks. However, TESLA is vulnerable to memory-based DoS attacks, as 
receivers store data until the corresponding key is disclosed. Receivers can be flooded by 
malicious parties with invalid messages without a corresponding key disclosure which 
filled receiver’s memory with junk data. Moreover, TESLA cannot provide non-repudia-
tion, as no recipient vehicle can convince a third party that the sender indeed broadcast 
the message [26]. VAST is flexible, extensible, and efficient, but it does not provide pri-
vacy preservation and conditional traceability.

Lin et  al. [28] suggest a pseudonymous authentication scheme named Timed Effi-
cient and Secure Vehicular Communication (TSVC), which is based on TESLA [27]. 
In TSVC, each vehicle has to generate a hash chain and shares it with its neighboring 
vehicles. Then, it uses the elements of the hash chain as shared secret keys to gener-
ate MACs on the broadcast messages. The fast speed of MAC verification in TSVC can 
reduce the message loss ratio. However, TSVC is not robust in large traffic scenarios, 
because a vehicle should broadcast its key chain commitment much more frequently, 
which results increased packet loss ratio [20]. Moreover, each vehicle is pre-loaded with 
a list of anonymous public-key certificates at the initialization stage, which makes revo-
cation of compromised vehicles in TSVC problematic. In addition, the TESLA is directly 
used in TSVC, which makes the scheme vulnerable to memory-based DoS attacks, and 
increased verification delay. Also, message authentication starts after a period of waiting 
time, when the second packet is released. This makes the TSVC inefficient to be used in 
the VANETs latency-critical applications which require timely authentication [29].

Rajput et  al. [32] propose a hybrid approach which caters to the individual flaws of 
pseudonym-based and group-signature based approaches, but still fails to provide 
privacy.

A two-layered pseudonym generation method based on a keyed hash chain is intro-
duced by Jo et al. [33] for efficient revocation and the distribution and renewal of RL. 
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This protocol eliminates the authentication mode synchronization between non-cooper-
ative and cooperative authentication. The proposed cooperative message authentication 
protocol requires each vehicle to share its verification result by reporting it. To verify a 
beacon message, each vehicle uses two processes: a beacon verification process and a 
report verification process. However, these are not applicable in broadcast authentica-
tion of low-latency safety applications of VANETs, as they are too time consuming.

D Non-privacy subclass
Protocols in this subclass do not employ any mechanism to provide anonymity for 

drivers/vehicles, and transmit a fixed node identifier in each data transmission, which 
raises the possibility of tracking vehicles through these identifiers. Rouf et al. [40] pre-
sent security and privacy analysis of state-of-the-art commercial tire pressure moni-
toring systems. Authors showed that message eavesdropping was easily possible at a 
distance of approximately 40 meters from a passing vehicle, and that messages could 
be easily triggered remotely, resulting in raised privacy concerns as vehicles could be 
tracked through the communicating node’s identifier.

6.6 � Network domain class

This class recognizes the vehicular network domain that authentication protocol 
functions in. There are two subclasses: vehicle-centric and roadside-centric. Figure 14 
shows the network domain class in expanded form.

A Vehicle-centric subclass
The first subclass categorizes authentication protocols specifically in two groups of 

network domains: intra-vehicle, and inter-vehicle.
A.1 Intra-vehicle group
Protocols under this group assume authentication for the intra-vehicle network. By 

attaching a gateway to the intra-vehicle network, information exchange between exter-
nal parties and internal vehicle nodes become possible. This communication allows for 
remote diagnostics and firmware updates. However, allowing external parties to access 
the intra-vehicle network creates a potential entry-point for cyber attacks. Han et al. [36] 
propose a three-step authentication protocol that secures the communication between 
the intra-vehicle network and an external network (mobile device).

A.2 Inter-vehicle group

Fig. 14  Network domain class in expanded form
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This group categorizes protocols which are supposed to provide authentication in a 
data exchange platform that shares information and warning messages between vehi-
cles communicating in a VC system. It is imperative that safety-critical information is 
not inserted or modified by a malicious user or and adversary. Petit et al. [64] survey a 
range of authentication protocols under this group.

B Roadside-centric subclass
Information is also available from roadside sources. Protocols in this subclass pro-

vide authentication between the communicating nodes and infrastructure in vehicular 
networks. In this regard, the subclass can be further categorized in the vehicle-RSU 
group of protocols.

B.1 Vehicle-RSU group
Schemes in this group deal with the authentication portion of vehicle-to-RSU commu-

nication separated from vehicle-to-vehicle communication. For example, V2I authenti-
cation presented by Lin et al. [18] is a separate protocol that falls into this group.

6.7 � Application latency class

This class recognizes the nature and behavior of different authentication schemes based 
on the speed with which a protocol can be deployed. A wide range of applications can 
be deployed in vehicular networks. From a safety point of view, applications can be clas-
sified as either safety-critical, safety-related, or non-safety-related. Each classification 
has latency requirements for the data transmissions. Safety-critical information should 
have lower latency than non-safety-related. There are three subclasses: low-latency, mid-
latency, and high-latency.

A Low-latency subclass
The first subclass recognizes authentication protocols suitable for low-latency applica-

tions, such as safety critical. These are used in the case of hazardous situations, such as 
collisions, or any situations where the danger is high or imminent [17]. In this case, V2V 
and V2I communications require high reliability and low latency in realizing the safety 
function. Authentication protocols in such applications must satisfy the aforementioned 
requirements. The scheme presented by Lin et al. [58] falls into this subclass of authenti-
cation protocols.

B Mid-latency subclass
The second subclass recognizes authentication protocols that can be deployed in mid 

latency applications, such as safety-related. These are used in the cases where the latency 
requirements are not as stringent as safety-critical applications, and the danger is low, 
but still foreseeable. The communication technology used in these applications can be 
V2V or V2I/I2V. Authentication protocols that do not fit in the first subclass may satisfy 
the requirements for this category.

C High-latency subclass
The third subclass recognizes authentication protocols that can be deployed in high-

latency applications, such as non-safety applications. These are used in applications 
providing traffic information and enhance driving comfort, such as traffic updates, elec-
tronic toll collection, and infotainment. They mostly involve in V2I/I2V communica-
tions. These services access the channels in the communication system in a low priority 
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Fig. 15  Authentication framework based on our taxonomy
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mode compared to safety-critical/safety-related applications. Authentication protocols 
that do not fit in the last two subclasses, may satisfy the requirements of this category.

7 � The proposed framework for authentication in VC systems
This section introduces a framework that summarizes relations among different classes 
of the taxonomy. This can be used to provide guidance in selecting or designing an 
authentication scheme to use for a particular purpose.

The design and implementation of an authentication protocol is not a simple and 
straightforward process. Figure 15 shows the proposed framework for authentication in 
VC systems. For a particular situation the answers to a series of questions (shown by 
dashed links) identifies an appropriate authentication scheme. The framework presents 
possible stages of an authentication protocol’s design. The framework uses this order, 
because each stage needs to be defined with respect to the previous stages require-
ments. Note that one can apply this framework to either intra-vehicle or inter-vehicle 
communications.

The first stage selects the network domain. In this stage, the authentication scheme is 
defined within a possible subclass of network domains to function in. This could be vehi-
cle-centric or roadside-centric (refer to Sect. 6.6). Once a domain is selected, the next 
stage is to determine the application latency. In this stage, a protocol is defined within 
an appropriate class of application in terms of latency: low-latency, mid-latency, or high-
latency (refer to Sect. 6.7). Following this stage is the selection of credential type, which 
defines a strategy for identification of communicating nodes. There are two subclasses: 
tag-based and context-based (refer to Sect.   6.2). Selecting the context-based subclass 
goes to the last stage. However, the tag-based subclass leads to three more stages before 
reaching the final stage. For the context-based subclass, the authentication scheme could 
be defined within physical or behavioral groups. For the tag-based subclass, strategies 
have to be defined for generation, issuance, distribution, and revocation of credentials. 
Following the tag-based stage, the privacy principle needs to be defined. Credentials 
contain identifiers of vehicles, and if these are captured, can possibly permit vehicle 
tracking and compromise the privacy of drivers. The privacy principle stage presents 
strategies to provide anonymity and unlinkability (refer to Sect. 6.5). The cryptographic 
method stage comes next. In this stage, an appropriate cryptographic method needs to 
be selected for the authentication scheme, with respect to the previous stages require-
ments. For example, a computationally heavy cryptographic technique may exceed the 
latency requirements selected in the second stage. The cryptographic method could be 
symmetric or asymmetric (refer to Sect. 6.1). The next stage is secure hardware. It indi-
cates whether a secure device for storing cryptographic keying materials must be pro-
vided or not (refer to Sect. 6.4). In the last stage, the authentication scheme is provided 
an appropriate verification approach. This verification approach could be autonomous 
or cooperative (refer to Sect. 6.3). Once a verification approach is selected, the design 
phase concludes.
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8 � Case studies
A case study approach is employed to demonstrate the usefulness of the proposed tax-
onomy and framework. The research contribution is demonstrated using two different 
types of case study. The first type is based on analysis of seven well-known authentica-
tion protocols in public literature. The second type presents a hypothetical authentica-
tion protocol design.

8.1 � Case study type 1: individual analysis

The proposed framework is applied for analysis of seven well-known authentication 
protocols. These are Calandriello et al. [25], Lin et al. [18], Zhang et al. [49], Shim [50], 
Horng et  al. [59], Han et  al. [36], and Wang et  al. [31]. Please note that the aim is to 
systematize the study by grouping different authentication strategies using the proposed 
taxonomy, while providing related examples for each group. Thus, no attempt is made to 
survey all emerging authentication methods.

Calandriello et  al. [25] combined multiple concepts to provide an authentication 
scheme for inter-vehicle domain (vehicle-centric). Vehicles transmit low-latency peri-
odic messages (up to 10 messages per second) that enable safety applications. Authen-
tication is provided using tag-based credentials. Vehicles generate their own credentials 
autonomously and issue their own explicit certificates during an online phase after 
deployment. This reduces the unnecessary communication overhead and redundancy in 
the neighbors broadcast message. The scheme relies on revocation lists requirements for 
distribution of credential revocation information. The scheme enables vehicles to avoid 
being tracked by periodically creating new pseudonym certificates, and as a result, vehi-
cle/driver’s privacy is preserved. Also, it uses a pseudonym change strategy to provide 
unlinkability that prevents any observer from learning that the messages originated from 
a specific vehicle. The underlying cryptographic primitive of this scheme is based on 
asymmetric cryptography, resulting in a higher computational overhead. It uses group 
signatures to support the issuance of explicit public key certificates. In a group signa-
ture scheme, an individual private key is provided for each vehicle to self-sign public key 
pairs to be used as pseudonyms for message authentication. The resulting message sig-
nature can be verified with one common group public key that is publicly known in the 
group. The scheme requires a TPD device to securely store cryptographic keying materi-
als. The verification approach used in this study is autonomous to reduce dependency on 
other parties, but it requires more computation power to independently verify received 
messages within intervals of 100 milliseconds.

To summarize, Calandriello et al. [25] can be identified as: vehicle-centric, applicable 
in low-latency applications, uses tag-based credentials (autonomous credential issuance, 
certificate-based, post-deployment credential distribution, and RL-based), provides 
anonymity (using pseudonym-based credentials) and unlinkability (using a pseudonym-
change strategy), applies asymmetric cryptography signature-based, is TPD-based, and 
performs an autonomous verification approach.

The stages represented in the framework (refer to Fig.  15) are repeated to analyze the 
next six authentication protocols: Lin et al. [18], Zhang et al. [49], Shim [50], Horng et al. 
[59], Han et al. [36], and Wang et al. [31]. The output of this analysis is shown in Table  2.
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8.2 � Case study type 2: hypothetical design

The protocol proposed for this hypothetical design is that of a low-latency safety 
application, considered for an inter-vehicle domain. The following stage is the selec-
tion of credential type. It defines a strategy for the identification of communicat-
ing nodes. There are three options. First, we can choose tag-based credentials and 
move to the next stage. Second, we can select context-based credentials, and move 
straight to the verification approach stage. Third, we can consider a hybrid strategy. 
Using hybrid strategy we only accept messages for verification which are relevant to a 
specific context (physical or behavioral). For example, we may just accept those mes-
sages for verification which are transmitted from within 50 meters of a vehicle. This 
is good in an extreme scenario with a high number of vehicles. Thus, after choosing a 
physical context-based credential, we need to properly design the next part which is 
the tag-based credential. Strategies have to be defined for generation, issuance, dis-
tribution, and revocation of credentials. These strategies have to be defined carefully 
with respect to the speed and time delay, as the protocol is considered for low-latency 
applications. Let’s generate credentials using a centralized approach of dependent 
group. Issuance is certificate-based and explicit, while distribution is pre-deployed in 

Table 2  Individual analysis of six different well-known authentication protocols

Stage Case studies

Lin et al. [18] Zhang et al. 
[49]

Shim [50] Horng et al. 
[59]

Han et al. 
[36]

Wang et al. 
[31]

Network 
domain

Vehicle-
centric

Inter-vehicle

Vehicle-
centric

Inter-vehicle
Roadside-

centric
Vehicle-RSU

Roadside-
centric

Vehicle-RSU

Vehicle-
centric

Inter-vehicle
Roadside-

centric
Vehicle-RSU

Vehicle-
centric

Intra-vehicle

Vehicle-centric
Inter-vehicle

Application 
latency

Low-latency Low-latency Low-latency Low-latency Low-latency Low-latency

Credential 
type

Tag-based Tag-based Tag-based Tag-based Tag-based Tag-based

Generation Dependent
Centralized

Dependent
Decentralized

Dependent
Centralized

Autonomous Autonomous Autonomous

Issuance Certificate-
less

Certificate-
based

Explicit

Certificate-
less

Certificate-
based

Explicit

Certificate-
based

Implicit

Certificate-less

Distribution Post-deploy-
ment

Post-deploy-
ment

Pre-deploy-
ment

Post-deploy-
ment

Post-deploy-
ment

Post-deploy-
ment

Revocation RL-based Not provided Not provided RL-based Non-RL-based Non-RL-based

Privacy prin-
ciple

Anonymity
Unlinkability
Group-signa-

ture-based

Anonymity
Pseudonym-

based
Unlinkability
Pseudonym-

change

Anonymity
Pseudonym-

based
Unlinkability
Pseudonym-

change

Anonymity
Pseudonym-

based
Unlinkability
Pseudonym-

change

Non-privacy Anonymity
Pseudonym-

based
Unlinkability
Pseudonym-

change

Cryptographic 
method

Asymmetric
Signature-

based

Symmetric
MAC-based

Asymmetric
Signature-

based

Asymmetric
Signature-

based

Symmetric
Hash-based

Symmetric
MAC-based

Secure hard-
ware

TPD-based TPD-based TPD-based Non-TPD-
based

Non-TPD-
based

TPD-based

Verification 
approach

Autonomous Cooperative Cooperative Cooperative Autonomous Autonomous
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the vehicle’s on-board credential pool by the transportation authority or the manufac-
turer. This results in a reduced V2I communication to receive new credentials and less 
reliance on availability of infrastructure in all regions. We use a RL-based approach to 
revoke certificates, when needed. Following the tag-based stage, the privacy principle 
needs to be defined. To provide anonymity, vehicles are provided pseudonym explicit 
certificates, with a changes strategy for unlinkability. The cryptographic method stage 
comes next, in which the authentication scheme needs to select an appropriate cryp-
tographic strategy. We consider digital signatures in our protocol (asymmetric class). 
The next stage is secure hardware. We need to defines a TPD for storing pre-deployed 
certificates for our protocol. In the last stage, the authentication scheme is provided 
an appropriate verification approach. We choose autonomous which reduces depend-
ency on other parties, but requires more computation power.

To summarize, the hypothetical protocol can be identified as: vehicle-centric, appli-
cable in low-latency applications, uses tag-based credential along with context-based 
credential (dependent credential issuance, certificate-based, pre-deployment credential 
distribution, and RL-based), provides anonymity (using pseudonym-based credentials) 
and unlinkability (using a pseudonym-change strategy), applies asymmetric cryptogra-
phy signature-based, is TPD-based, and performs autonomous verification approach.

9 � Discussion and recommendation
There exists a rich variety of authentication protocols proposed for securing VC sys-
tems. The taxonomy developed in this research allows their grouping into categories 
for comparison and analysis. There is a great need, in the field of vehicular communica-
tions, for an authentication framework. A framework is necessary to structure future 
research, and provide direction to researchers and academia in the design of secure and 
efficient authentication protocols. The framework presented here can help in designing 
such effective protocols. The proposed framework classifies characteristics of authenti-
cation strategies into seven criteria: cryptographic method, credential type, verification 
approach, secure hardware, privacy principle, network domain, and application latency. 
It offers guidance to adapt each criterion to the appropriate design goals and objectives.

The framework also reveals stages for which no appropriate techniques have been 
developed yet. For example, Table  2 shows that the Revocation stage for both Zhang 
et al. [49] and Shim [50] is as “-not provided”. That is, there is no Revocation technique 
provided in their schemes. Not providing an appropriate technique in a given category 
could stem from the fact that, inherently, the provided authentication mechanism is not 
attractive. Similarly, other shortcomings for authentication could be explored based on 
the proposed taxonomy and framework elements.

The framework also provides insights on unexplored avenues of research. It allows one 
to select and compare a set of possible techniques for a given application. For exam-
ple, a researcher could identify viable techniques from the proposed framework in the 
context of Fig.  15 and Table  2, and consider a protocol for a low-latency application 
where a vehicle has to be authenticated using both tag-based and context-based cre-
dential types within custom setups. Another example is the ECQV implicit certificate. 
There have been no research efforts that use ECQV implicit certificate in the design of 
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authentication protocols for vehicular communications. This could be a potential avenue 
for future research.

Based on our extensive review of public literature, the communication overhead, secu-
rity, and privacy aspects of authentication protocols in vehicular communications are 
widely addressed. However, the availability of a realistic testbed to evaluate the real com-
putational overhead of authentication protocols on a large-scale network is a missing 
component. There is a great need for a model to evaluate impact of the delay on driver 
safety and discover any possible crash caused by the authentication delay in a large-scale 
VANET. There are many scenarios where a driver is relying completely on the safety 
messages to react on time, examples include: aggressive driver, distracted/inattentive 
driver, poor driver decision, impaired/drowsy driver, and rough/slick road. In such sce-
narios, the verification time must be less than driver reaction time, otherwise the system 
reliability is questionable.

10 � Conclusion
Many authentication schemes have been proposed to secure VC systems; examples 
include [11–60]. Existing studies [61–69] have attempted to classify some of these 
schemes based on a limited set of characteristics. However, to date there is no generic 
framework to enable the comparison of these protocols and provide guidance for design 
and evaluation. Most existing classifications either use the computational complexity of 
the cryptographic techniques as a criterion, or they fail to make connections between 
different important aspects of authentication, such as digital signatures.

This paper specifically addressed the development and evaluation of a taxonomy and 
framework, to provide comprehensive guidance on the design, evaluation, and analysis 
of authentication protocols in the public literature and future proposals. The authentica-
tion framework was explicitly presented with clearly defined parameters. The applica-
tion of the proposed taxonomy and framework was demonstrated through two different 
types of case study, for analysis and design, respectively. Seven different authentication 
protocols from the existing public literature were analyzed using the framework. This 
allows comparison between them. Similarly, the framework can be applied in design, 
making choices appropriate for the intended context.

We believe this taxonomy will be useful for researchers and designers to adequately 
compare and select authentication schemes when deciding on particular protocols to 
implement in an application. It is our hope that the taxonomy is broadly adopted.
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