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patterns, i.e, traditional no-hit-zone (NHZ) hopping pattern and generalized NHZ hop-
ping pattern, are introduced to suit to loT networks. Particularly the design of probabil-
istic hopping pattern is first proposed, which has the various usage probabilities with
regard to various channels. The properties of these hopping patterns are investigated
by the step-to-step examples. Then, the error-rate performance of the multi-node loT
systems adopting these hopping patterns in the presence of jamming attacks is com-
prehensively analyzed. The extensive simulations show that the traditional/generalized
NHZ hopping patterns are in favor of combating the mutual interference but with the
limited capability of reducing jamming attacks, while the probabilistic hopping pattern
possesses the opposite feature, that is, it has the predominant merit in suppressing
jamming attacks. Thus, the novel channel-hopping pattern-based loT could provide
the secure transmission for communication applications in smart cities. Note that, as
the physical-layer security technique, the channel-hopping patterns investigated in
this paper are convenient to integrate with the security policies implemented in upper
layers (e.g., encryption, authentication and so forth).

Keywords: Wireless loT networks, Jamming attacks, Interference, Design of channel-
hopping patterns, System analysis

1 Introduction

The smart cities contain lots of applications and sensors nodes, such as smart home
appliances, smart grid applications, weather and temperature sensors, smart buildings
and so forth [1, 2]. Wireless Internet-of-Things (I0T) networks provide the ubiquitous
infrastructure for connecting these massive sensor nodes [3]. The IoT networks are char-
acterized by the open architecture allowing the legitimate nodes to conveniently access
to each other; however, this architecture causes the severe cyber-security issues emitted

by the vicious nodes, e.g., denial-of-service attacks, eavesdropping, privacy and jamming
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attacks. The previous solutions to the cyber security mainly focused on encryption and
authentication in the upper layers [4—10], but they are ineffective to the denial-of-service
attacks (e.g., jamming and interference). Besides, most of wireless IoT applications, such
as WiFi, Zigbee, RFID, Bluetooth and forth, operate simultaneously in the unlicensed
industrial-scientific-medical (ISM) band [3, 11-13]. The legitimate nodes (users) in
these applications communicate to the corresponding destinations by sharing the lim-
ited spectrum, which lead to the mutual interference when the nodes occupy the same
channel. Thus in the physical and media access layers, the mutual interference and the
hostile jamming attack are the main impacts on the performance of wireless 10T, which
have attracted lots of attentions in industry and academics [14—19]. The physical-layer
security techniques offer distinct advantages compared to cryptography and authentica-
tion, because these techniques have high scalability but are independent on computa-
tional complexity.

To deal with the aforementioned issues, the channel-hopping scheme is one of the
most efficient solutions in the multi-node (i.e., multiple legitimate users) IoT networks
in the presence of jamming attacks [20—26]. Since the jammer emits the threat of mali-
cious signal by randomly scanning the channels, the legitimate nodes can avoid such a
threat by quickly changing the active channels. Also, for the multiple legitimate users,
minimizing amount of mutual channel hits of the employed channel-hopping pattern
can efficiently suppress the mutual interference. The channel-hopping scheme can be
implemented, respectively, by the frequency-hopping (FH) or the time-hopping (TH)
techniques in the spectral domain or time domain. It is noted that the properties of
channel-hopping pattern determine the capacity of anti-interference and anti-jamming.
These critical properties include Hamming correlations and uniformity [27]. The Ham-
ming correlations describe the number of the channel hits, which imply the level of
mutual- and self-interferences. The uniformity denotes how random the hopping rule
of channels is, which is related to the capacity of anti-jamming attacks and anti-eaves-
dropping threats. Thus, the design of channel-hopping pattern with favorable Hamming
correlations and uniformity is the critical challenge in multi-node IoT communications.

Up to now, the design of channel-hopping patterns including FH/TH patterns
(sequences) has been one of hot research topics in the region of information theory [28—
31]. To achieve the optimal design of multi-node FH/TH access systems, the optimal
trade-offs with regard to the hopping pattern parameters (e.g., the size of available chan-
nels g, the length of hopping pattern L, the number of hopping patterns K, the Hamming
correlations of hopping pattern H,, , etc.) have been established, such as Lempel-
Greenberger bound [32], Peng—Fan bound [33] and Ye—Fan bound [34]. Most optimal
channel-hopping patterns [28—30, 33] have been designed to meet the aforementioned
bounds. For example, a series of design algorithms for traditional pseudo-random hop-
ping patterns has been developed using various algebraic or combinational tools to hold
Peng—Fan bound (see [28—30]). The channel hits of these hopping patterns always fol-
low the (almost) uniform distribution, which may cause a few amount of multiple-access
interference (MAI) and consequently the performance degradation in multi-access sys-
tems. Recently, a novel hopping pattern, called no-hit-zone hopping pattern (NHZ), was
proposed, which owns the orthogonality for small access delays around the origin [34—
36]. In [37], a generalized NHZ hopping pattern which enjoys orthogonality for small
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access delays as well as least channel hits otherwise. The traditional/generalized NHZ
hopping patterns have the superior capability of mitigating the mutual interference,
compared to the other pseudo-random hopping patterns.

Since some of transmitting channels may be attacked by the hostile jammers, the sys-
tem performance could be degraded if the signals are transmitted on these impaired
channels. All existing pseudo-random hopping patterns tread all channels having the
same condition (i.e., following the uniformity), without considering the probability of
jamming attack on these channels [28-30, 33—37]. In this paper, we propose a so-called
probabilistic hopping pattern, where the usage probabilities of the channels are changed
with the different channel qualities. That is, the channels with the lower probability of
jamming attack are utilized with the high probability and vice versa. Under the con-
straint of the usage probabilities of the channels, minimizing the Hamming correlations
of such a hopping pattern is another target of pattern design. This is the first contribu-
tion in this paper.

The second objective of this paper is to evaluate the error probability performance of
a multi-node 10T system employing these hopping patterns in the presence of jamming
attacks. For analysis convenience, the multi-node IoT system is modeled as FH multi-
access system with the frequency-shift keying modulation (i.e., FSK/FHMA system) in
this paper. We derive the analytic expressions of decision variable of the multi-node IoT
system under a slow Rayleigh fading channel. The bit-error-rate (BER) performance of
these investigated hopping patterns imposed in multi-node IoT systems is evaluated by

simulations.

2 Methodology of analysis and experiment

The methodology and the organization of this paper are presented as follows. The defi-
nitions of traditional/generalized NHZ hopping patterns are recalled. The traditional/
generalized NHZ hopping patterns, which have become the promising pseudo-random
hopping patterns recently, are treated as the benchmark in this paper. Then, a novel
channel-hopping pattern called probabilistic hopping pattern is constructed by using
algebraic transformations and replacing algorithm based on prime hopping pattern. Sub-
sequently, by setting the specific parameters, some examples of traditional/generalized
NHZ hopping patterns and probabilistic hopping pattern are presented to verify their
properties. The properties among these hopping patterns are clearly compared. Subse-
quently from the viewpoint of system performance, the signal analysis of the multi-node
IoT system employing with the aforementioned channel-hopping patterns is conducted
in the presence of jamming attacks. The signal processing is strictly conducted via the
stochastic process methods. Based on the signal analysis, the BERs of multi-node IoT
systems are investigated by Monte Carlo simulations. Finally, we draw some conclusions.

3 Pseudo-random channel-hopping patterns

In this section, we will introduce the definitions of several pseudo-random channel-
hopping patterns (sequences), which have the various properties with each other. These
channel-hopping patterns include traditional NHZ hopping pattern and generalized
NHZ hopping pattern. Before presenting the definitions, some notations with regard to
the hopping pattern are explained as follows,
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+ g: the number of the available channels;

« L: the length of the hopping pattern;

+ K:the number of sequences in the channel pattern;

+ S: the channel-hopping pattern accommodating K legitimate users, which is
denoted as S = {S(k),k =12,...,K}.

+ S$®: the channel-hopping sequence for the kth legitimate user.

3.1 Hamming correlation of the channel-hopping pattern
Hamming correlation is one of the most critical property of FH pattern, i.e., the num-
ber of channel hits, will be presented as follows.

Definition 1 Given two channel-hopping sequence of length L,
SO = (sg),sgi), . ,sg)_l),
. - ; (1)
s =(sg),s§1), o ,sg)_l),

where S/ are selected from the channel-hopping pattern S. The Hamming cross-
correlation H.(-) and Hamming auto-correlation H,(-) at the delay t are defined as,

respectively
H(2189,87) =3 n[s{,sf) ). i £ b)
1=0
4 L-1 o
H, (r|S(’)) =>h [sl(’),sl(’l,)}, 3)
=0

where /[x,y] = 1 for x = y representing the channel slot x colliding with another one y,
whilst A[x, y] = 0 for x # y representing the hit-free. The subscript addition (-);4 is per-
formed modulo L.

The Hamming correlations are the important properties in IoT systems based on
channel-hopping scheme, which determine the mutual- and self-channel hits, as well
as the capacity of combating multi-path fading and so forth.

3.2 Traditional NHZ hopping pattern

Definition 2 Given a channel-hopping pattern S = {$®),k =1,2,...,K} with K
sequences, where S = {sfk),l =0,1,...,L — 1} is the hopping sequence for kth legiti-
mate user and the element sl(k) is generated over g available channels. S is called as NHZ
hopping pattern with no-hit zone Z, when the Hamming auto- and cross-correlations

(H,(t) and H,(7)) satisfy, respectively



Liu et al. J Wireless Com Network ~ (2021) 2021:152 Page 5 of 19

H, (r|S(i)) =0; when |t| <Z,VS™W €S

H, (f|s<”,s<f>> =0; when0 < || < Z,VS®, 8™ e S u £ v
The NHZ hopping pattern is usually denoted as S(q, L, K, Z) in previous studies. [

By the definition of NHZ hopping pattern, it is observed that the Hamming auto-
and cross-correlations of NHZ hopping pattern are equal to zero if the delay 7 is
limited within Z. Such properties can guarantee the orthogonality for the multiple
legitimate users accessing the network as long as the multiple users are strictly lim-
ited in the small access delay. However in the practice, particularly in the presence of
jamming attacks, the small access delay is hard to realize due to the synchronization
attack; consequently, the NHZ hopping pattern will cause the server performance
degradation. The construction of traditional NHZ hopping patterns can be found in
[35-37].

3.3 Generalized NHZ hopping pattern

Extending the definition of traditional NHZ hopping pattern, we further focus on
the maximum Hamming cross- and auto-correlations of S when 7 is outside of Z, i.e.,
(Zu, +1 <|t| <L —1), which are shown as

H, = max {Hﬂ(r|s<f>)|s<f> €S, Z4+1<|t|<L— 1},

H, = max {HC (r|s(f>,s<f>) SO, 8V eS,i#j,Z+1<|t|<L— 1}.

The maximum Hamming correlation outside of Z is defined as
H,, = max{H,, H_}. (5)
A fundamental trade-off between {q, L, K, Z, H,,} has been established in [37] as follows.
Theorem 1 The lower bound of generalized NHZ hopping pattern is presented as fol-
lowing [37]:
KL? — qL

H, > 7 T
q{m - 1J FqK —1) [leJ

(6)

Definition 3 A NHZ hopping pattern achieving the equality in (6) is called a general-
ized NHZ hopping pattern, which is denoted by S(q, L, K, Z, H;,,) for simplicity [37].

By the above definition, the generalized NHZ hopping pattern satisfies the orthog-
onality for the small access delays |t| < Z, whilst having minimum amount of chan-
nel collisions for |t| > Z. Such properties imply that, even if, in the presence of the
synchronization attacks, the performance degradation could be minimized. The gen-
eralized NHZ hopping patterns have the unique advantage compared to the other
pseudo-random hopping patterns.
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4 Probabilistic hopping pattern and construction algorithm
In the existing pseudo-random hopping patterns including the traditional/generalized
NHZ hopping patterns, the change rule of channel follows the (nearly) uniform distribu-
tion over the available channels. These channel-hopping patterns cannot take account
of the status of jamming attack and cannot learn about the channel state information in
advance. The drawback of such hopping schemes is that the legitimate users hop from
one channel to another according to the pre-assigned hopping pattern, no matter what
probability of jamming attack is emitted or not.

In this paper, we firstly propose a novel probabilistic hopping pattern (Prob-HP),
where the usage probabilities of the channels correspond to the occurrence probability
of jamming attacks.

4.1 Definition of probabilistic hopping pattern

Definition 4 Given a channel-slot set F = {fo,f1,...,f;—1} and its channel quality
measured by the index of channel-gain H = {ho, h11,...,h45-1}, where k; denotes the
channel gain of the ith channel f. In F, the channel slots are reordered by their qualities
(i.e., the channel fp has the best quality, and f;_1 is the poorest one). We assume that
pi presents the probability of f; appearing in the hopping pattern. The Prob-HP S with
length of L and size of K is generated over F and should satisfy that

Pozp1=zp2=-2Pg-1,

q
D pi=1 7
i=0

where the values of {p;|i = 0,1,2,...,p — 1} are determined by the corresponding chan-

nel gains, that is, p; = ZE%;{""L}“, where E{-} denotes the expectation operator. The opti-

mal Prob-HP S should satisfy that the Hamming correlations H,(-) and H,(-) are as small

as possible.

In particular when the equality is (approximately) hold in (7), it is simplified to be the
traditional uniformly distributed hopping pattern. The probability of each channel in the
traditional pseudo-random pattern p; is (approximately) equal to 1/4.

4.2 Construction algorithm of Prob-HP
A construction algorithm of Prob-HP consists of two steps, which will be presented as
follows.

Step 1 Constructing a prime hopping pattern P over the given a channel-slot set
F = {fo.f1,. .., f4—1} with a prime value g [27]. A new hopping pattern Q is formed by the
cascade operation of m items of P, i.e.,, Q = [P, P, ..., P]. The value of m is determined
by the intend probability of each channel {p;};. The Q can be rewritten row by row as
follows:

Q=1{QuQ,...,Q41} (8)
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It is easy to obtain that the probability of each channel appearing in each sequence Qy is
p = 1/q according to the properties of prime hopping pattern.

Step 2 Assuming that the channel gains of I are the prior knowledge to the legitimate
transceivers. Then, the set of probabilities {p;|i = 0,1, ...,q — 1}, corresponding to chan-
nels I, is obtained following Definition 4. Based on {p;|i = 0,1, ...,g — 1}, we get the value
M so that ppr11 < p < pm. Then, the Prob-HP S = {So, S1, . .., 841} could be obtained by
the replacing algorithm, where Sy is the kth Prob-HP sequence.

The replacing algorithm can be described as follows: the channels {f;, M + 1 <i < g — 1}
in {Qy }x are replaced by those slots {f;, 0 < i < M]}, so that the number of channels appear-
ing in each sequence S¢, k = 0,1,...,9 — 1 meets the given {p;|i = 0,1,...,g — 1}. Finally,
the proposed Prob-HP is obtained.

It is well known that the detailed Prob-HP is determined by the specific replacing algo-
rithm. The specific Prob-HP can be seen clearly by an example in the next subsection.

5 Examples of channel-hopping patterns and properties comparisons

In this section, we will present the examples of the channel-hopping patterns mentioned in
the previous sections, particularly demonstrate the example of the proposed Prob-HP step
by step. Then, the randomness and Hamming correlations of these example are studied.

5.1 Example of Prob-HP
Assuming that the probabilities of channels {f;} are obtained as follows based on the given
channel gains {#;}.

po=1/3,p1 =4/15,p» = 1/5,p3 = 2/15,ps = 1/15. 9)

The above probabilities imply that the channel f; has the poorest quality; thus, the
usage probability is minimized. The channel fj has the best quality, so with the highest
probability.

Based on the above probabilities, we set g = 5, the prime hopping pattern P is obtained
as follows over the channel-slot set F = {fy, 1, /2,3, fa}.

0,1,2,3,4):
—_ (07 2’ 4’ 1’ 3);

P=Y03142:( (10)
(O; 4) 31 2; 1)7

Then, a new hopping pattern QQ is obtained by the cascade operation of m = 3 terms of
P, ie,

Q =[P, P,P] := {Qo, Q1,Q2,Qs3}. (11)

We can obtain that the probability of each channel in Qg is p = 1/5. The specific replac-
ing scheme is shown in Fig. 1. According to this scheme, one of f; and one of f4 in Qi are
replaced by fo, and the other f} is replaced by fj. Finally, the Prob-HP is obtained as

(0)112:0)4107 )’ &
(0;2,47 110101 i

1

2
5=10,01,4,2,0,3,
0

)
;? . (12)
)
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Probability, p;  5/15 4/15 3/15 2/15 /15

Frequencyslots: /o /i o fi fu
OND (D
Replacing scheme:

Fig. 1 A specific replacing algorithm of Prob-HP

5.2 Example of traditional NHZ hopping pattern

In this subsection, we will present an example of the traditional NHZ hopping pat-
tern via the algorithm proposed in [34]. The parameters of algorithm are set as:
a1 = 1,ay = 2,a3 = 3. The seed matrix is given by

C=10,1,23%7,5,6738,97,(10,11,12,13,14)7]. (13)

Based on the seed matrix C and the parameters {4;};, the traditional NHZ hopping pat-
tern S;(q, L, K,Z) = S1(15,15,5,2) is obtained as

0,5,10,1,7,13,2,9,11, 3,6, 14,4, 8,12);
(1,6,11,2,8,14,3,5,12,4,7,10,0,9,13);
S1=142,7,12,3,9,10,4,6,13,0,8,11,1,5,14); » . (14)
3,8,13,4,5,11,0,7,14,1,9,12,2,6,10);
(4,9,14,0,6,12,1,8,10,2,5,13,3,7,11);

5.3 Example of generalized NHZ hopping pattern
In this subsection, an example of generalized NHZ hopping pattern is presented, of
which the construction algorithm has been proposed in [37]. The basic construction
procedure of the generalized NHZ hopping pattern consists of two steps. Firstly, con-
structing multiple seed hopping patterns satisfying the Peng—Fan bound [33] and some
specific requirements. Secondly, the constructed seed hopping pattern takes the inter-
leaving operation. Here, we just present the brief construction procedure of the general-
ized NHZ hopping pattern.

Firstly, selecting three seed hopping patterns {C@,C1,C®} over three non-over-
lapped channel-slot sets F* = {0,1,2,3,4}, F! = {5,6,7,8,9} and F? = {10, 11,12, 13, 14}
, respectively, where

C9 =1{1,1,2,4,2); (2,2,3,0,3); (3,3,4,1,4); (4,4,0,2,0); (0,0,1,3,1)}

cY ={(6,6,7,9,7): (7,7,8,5,8); (8,8,9,6,9); (9,9,5,7,5); (5,5,6,8,6)}

C? ={(11,11,12,14,12); (12,12,13,10,13); (13,13, 14, 11, 14); (14, 14, 10, 12, 10);
(10,10,11,13,11)}.

It is easy to check that all hopping patterns {C©,C®,C®} are optimal ones with
respect to Peng—Fan bound.

Secondly, by the proposed interleaving algorithm, we can obtain the generalized NHZ
hopping pattern S»2(q, L, K, Z, Hy,) = S2(15, 15, 5, 2, 3) as follows
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Table 1 The Hamming correlations of the proposed Prob-HP

T -7 -6 -5 —4 -3 —2 -1 0 1 2 3 4 5 6 7
Prob-HP

He(T) 5 3 6 0 5 5 3 5 3 5 3 5 0
Hy(7) 1 10 2 1T 2 15 2 1 2 2 10 2 1
Completely random

He () 3 3 3 3 3 3 3 3 3 3 3 3 3 3 3
Ha(t) 3 3 3 3 3 3 3 15 3 3 3 3 3 3 3

Table 2 The Hamming correlations of the NHZ hopping patterns with 7=2

T -7 -6 -5 —4 -3 -2 —1 0 1 2 3 4 5 6 7

Gen. NHZ

He(t) 0 3 0 3 0 0 0 3 3

Ha(t) 0 3 0 0 3 0 0 15 0 0 0 0 0 3

Trad. NHZ

He(t) 0 5 0 5 0 0 0 5 5

Hqa(t) 0 0 0 0 0 0 0 15 0 0 0 0 0 0
(1,6,11,1,6,11,2,7,12,4,9,14,2,7,12);
2,7,12,2,7,12,3,8,13,0,5, 10, 3, 8, 13);

S2 =< (3,8,13,3,8,13,4,9,14,1,6,11,4,9,14); o . (15)

4,9,14,4,9,14,0,5,10,2,7,12,0, 5,10);
0,5,10,0,5,10,1,6,11,3,8,13,1,6,11)

5.4 Properties’ comparisons

In this subsection, we will compare the Hamming cross- and auto-correlations of the
aforementioned hopping patterns. For the fairness of comparisons, the parameters of
hopping patterns (e.g., L and K) are set the same among these patterns.

Firstly, the Hamming cross- and auto-correlations of Prob-HP S are presented in
Table 1. As the benchmark, the completely random hopping pattern is also shown in
this Table. For the Prob-HP, the amount of channel hits is increased compared to the
completely random hopping pattern, but the probability of each channel can be adjusted
according to the channel qualities. As to the completely random hopping pattern, the
amount of channel hits is identical for the various access delays, i.e., H.(t) = H,(7) = 3.
By computing the probability of channel slot, the completely random hopping pattern
has the identical usage probability {p;} = 1/5, while the Prob-HP attains the various
usage probabilities according to the channel qualities.

Secondly, the Hamming auto- and cross-correlations of traditional/generalized NHZ
patterns are shown in Table 2. It is found that when the delay is constrained within
the no-hit zone Z (i.e, |[t| < Z = 2), the generalized NHZ hopping pattern maintains
zero value of Hamming correlation as same as the traditional NHZ hopping pattern,
while outside the no-hit-zone Z, the maximum cross-Hamming correlation is Hy, = 3
which is lower than the traditional one (H,, = 5). The cost of optimal cross-correlation
is the slight increase in auto-correlation, which results to the trivial effect on MAI of
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multi-user systems. By computing the probability of channel, these two types of hopping
patterns have the identical usage probability {p;} = 1/15. Thus, these NHZ hopping pat-
terns are the sort of the pseudo-random pattern.

By comparing Tables 1 and 2, it is observed that NHZ patterns can provide the orthog-
onality for the small access delay, but the Prob-HP cannot. The orthogonality is in favor
of infrastructureless multi-node IoT system to completely avoid the multi-access inter-
ference (MAI). In addition, by comparing the examples of channel-hopping patterns as
shown in (11), (14) and (15), it is found that the proposed Prob-HP can offer the specific
usage probabilities matching to the channel qualities, but at the slight cost of degrad-
ing the uniformity of channel resource. Observed from the proposed construction of
Prob-HP, the construction algorithm includes the nonlinear operations (e.g., replacing
algorithm), which guarantees that Prob-HP is hard to be overheard and estimated by
the eavesdroppers, while the most of conventional channel-hopping patterns (including
NHZ patterns) are constructed by linear transformations.

6 Performance of wireless loT based on proposed channel-hopping patterns
under jamming attacks

In this section, the signal analysis will be conducted for the wireless IoT networks

employing these types of hopping patterns in the presence of jamming attacks, which is

helpful to evaluate the error-rate performance via simulations.

6.1 System model and signal analysis

A massive wireless IoT application (e.g., WiFi, Bluetooth, Zigbee and so forth) is con-
gested within the limited ISM band, which cause severe interference and jamming
attacks to the legitimate users. To reduce the impact of jamming/interference, the chan-
nel hopping is the common solution by avoiding the channel collisions between the
legitimate one and the jammer/interference ones.

The channel-hopping transmission procedure can be modeled as the FH system. It is
also well known that the WLAN standards (IEEE 802.11b/a/g) and Bluetooth standards
utilize the FH technique as the basic transmission infrastructure. In this paper, we follow
the FHMA system model with K legitimate users and one jammer, where the legitimate
users transmit the signal via the hopped channels according to the proposed hopping
pattern, whilst the jammer emits the attacking signal by specifically selecting the chan-
nels. For simplicity, we assume an M-ary FSK signal is sent by legitimate users and jam-
mers during each hopping interval T. To avoid the inter-carrier interference of legitimate
users, the minimum spacing of hopped frequency is assumed to be M/T. During each
channel (i.e., frequency band in FH systems), we assume that the signal suffers from the
flat Rayleigh fading as well as additive white Gaussian noise (AWGN) channel.

Before we analyze the signals, some definitions of the notations are firstly shown as
follows.

+ K: the amount of legitimate users in IoT networks. These users share the spectrum
and avoid jamming attack by using the channel-hopping technique based on the pro-
posed hopping patterns.
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« m®(n): one M-ary symbol transmitted by the kth legitimate user during the
nth hopping interval, which follows uniformly distributed over the alphabet set

{0,1,...,M —1}.
. sg,k): the instantaneous hopped channel of the kth legitimate user during the nth

hopping interval, which depends on the assigned hopping pattern.

+ n:is the complex AWGN with the two-sided power spectral density of Ny /2.

+ /2P®): the received signal amplitude of the kth legitimate user under the independ-
ent Rayleigh fading channel with the mean square value 2%2.

o +/2PD): the signal amplitude of the jammer, which is also assumed to be the inde-
pendent Rayleigh distribution with the mean square value 2€2;.

« s¥: the contaminated channel of the jammer during the nth interval, which depends
on the scanning rule of jammer.

+ T the relative access delay of the kth legitimate user caused by the transmission
latency, synchronization attack and so forth. 7 is assumed to be independently and
uniformly distributed within [-DT, DT], where D is the maximum delay.

Through the fading channel, the complex received signal during the nth hopping interval
can be written as

K k) M
r(t) = Z V2POGr(t — 1 — nT) exp lj <271 " T(n) t+ 2 ?ts,(qk) + (pflk)>]
k=1

+ V2PDJ(t) +1n

(16)

where <p§,k) denotes the random phase of the MFSK signal. Gr(-) is a unit rectangular

pulse over an symbol interval T. J(¢) is the signal emitted from jammer, which is pre-
sented by the specific modulation signal imposed on the pseudo-random channel
hopping.

In the legitimate receiver, the received signal is orderly put into dehopper, demodula-
tion and decision blocks as shown in Fig. 1, where the non-coherent MFSK demodulator
is adopted which is shown in [38]. Assuming the 1th user as the desired one, the decision
variable in the /th branch of the matched filters observed during the nth interval is com-
puted as (17) after some straightforward manipulation

rWeer’ 15K 100y 476 +v|, mOm) =1
Yok L,V (m) () + vy, m® (n) #£ 1

where I'® follows an i.i.d. Rayleigh distribution with probability density function (pdf)
Jruwo(x) = 2x exp(—xz) fork=1,2,...,K. Il(k) denotes as the MAI due to the kth inter-

fering user. J'(¢) is the jamming signal. v; is a complex AWGN with mean zero and vari-
ance = /1N0, where E; = T'Q. Over the Rayleigh channels with jamming attack, it is found

that the signal-to-jammer ratio is denoted as S/JR = €2/ €2;. For the distinct channels, the

values of Q2 (or €2;) are a random variable followed by the Rayleigh distribution under the
condition of the channel gains {#;|i =0,1,2,...,9 — 1}.
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Fig. 3 The illustration of channel slots and MAIls between the 1st user and the interfering user k under time
delay 7y

In (17), the MAI and the jammer signal are the main impact factors on the transmission
performance. Due to the applications of channel-hopping patterns, the MAI and the jam-
ming attack can be efficiently reduced (Figs. 2, 3).

It is assumed that the access delay among the legitimate users tx is less than DT, which
refers to the quasi-synchronous multiple access. Since 7 follows the uniform distribu-
tion within [-DT, DT, 7y can be rewritten as tp = Ay T + px T , where the integer delay
Ak = [tx/T]and the normalized delay px = tx mod T . It is clear that A and pi satisfy
iid. uniform distribution within {|—D/T],|-D/T]+1,...,[D/T1 —1,[D/T1} and
[0,1), respectively. Thus, given a time delay 7 of the kth user, the MAI 1 l(k) (n) correspond-
ing to the nth hopping interval [#T, (n + 1) T) shown in (17) can be evaluated in two sub-
intervals: 11(41? fornT <t < nT + pxT and Il(f) fornT + pp T <t < (n+ 1)T. That is [37],

1P =10 + 10 ), (18)

where
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k k . .
1Y) = sy, s$Ir ®sine(oxb-) pi exp (; (o + ¢(l<>)),

10 ) = sl s ®sine(@r4 (1 — p)) (A — i) (19)

x exp (j(br (o + 1) + o).

In the above equation, 71 = n + Ay denotes the symbol interval index of the kth
interfering user (which is obtained from the delay ). ¢® denotes the random
phase of the MFSK signal. 6, = m® (1) — 1, and Oy = m® (71 + 1) — 1. The function

sinc(x) = sin(rx)/mx if x # 0 and otherwise sinc(x) = 1.
(k) (1)

o Sn ] can

be obtained. For the traditional and the generalized NHZ hopping patterns, when

By using the aforementioned hopping patterns, the specific value of k[s

|tx| < ZT (i.e., under quasi-synchronous scenarios), we have h[sg{),sﬁ,l)] = 0. For the
generalized NHZ hopping pattern when |tx| > ZT (i.e., under asynchronous scenar-
ios), the value of h[sélk),sﬁ,l)] is minimized compared to the traditional NHZ hopping
pattern, as shown in Table 2. For the proposed Prob-HP, the value of h[s;k),s,(ql)] is
also determined by the specific Hamming correlation property, as shown in Table 1.
Note that for proposed Prob-HP S shown in (11), we have Zi:o h[s;k),s,(ql)] < 6 when
|tx| < 5 (i.e., under quasi-synchronous scenarios).

As for the jamming attacks, we assume the jammer also emits the MFSK signals
by specially selecting the channels, where the rule of scanning channels of jammer is
uniformly hopped over the g intended channels (g is equal to the size of the channels
sets of legitimate user). Thus, the received jamming signal can be rewritten as

J'(t) = h[sg),sill)]sinc(pﬁ],)p] exp (j(anQF + (p(l))>

+ hlsY ), s sine (B (1 — pp) (1 — py) exp (j(m91+(m + 1)+ w(l))

where the parameters {o;,8_, 0+, 9} are same as those shown in (19), except that the
values are dependent on the status of jammer. From the above equation, the probabilities

of the events ofh[s;(l]),sﬁ,l)] = land h[sgll,sﬁ,l)] =1, i.e,, py1 and pjy, depend on the dis-
: : (VA0))
tributions of s;°, s,

the previous sections, the value of pj jo is obtained as follows.

, and stV With employing various hopping patterns mentioned in

+ Completely random hopping pattern: pj; = pja = 1/4.

+ Traditional NHZ hopping pattern: p;; = pj2 = 1/q since the each channel in NHZ
hopping pattern follows the uniform distribution.

+ Generalized NHZ hopping pattern: py; = pj2 = 1/q, of which reason is same as
the traditional one.

« DProbabilistic hopping pattern: the values of pj; and pj; are determined by the spe-
cific structure of the probabilistic hopping pattern.

The  detector of receiver computes the M  decision variables
|V;(n)|,{ =0,1,...,M — 1and chooses the index of the largest decision variable as the
estimate of the transmitted symbol, that is,
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m(n) = argmlax \¥;(n)|, 1=0,1,...,M —1. (1)

For the special case of M = 2, as |Wo(n)| > |W;(n)|, the output of the detector is “0”;
otherwise, it is “1” Based on (21), the BER of the wireless multi-user IoT system based
on the specific channel-hopping patterns can be evaluated by Monte Carlo simulations
later.

7 Simulations

In this section, we present the BER of wireless multi-user IoT networks employing the
various hopping patterns in the presence of jamming attacks via Monte Carlo simula-
tions. For the convenient comparisons, the parameters of the adopted channel-hopping
patterns are set to the same with each other. The examples of these channel-hopping
patterns are shown in the previous sections. Besides, the wireless channels are assumed
to be the flat Rayleigh fading with E{T®} = 1.

7.1 BERversus K

The BERs of the channel-hopping-based wireless multi-user IoT networks
for various number of legitimate users K are shown in Fig. 4. The traditional/
generalized NHZ hopping patterns are S;(¢q,M,L,Z) =S;(15,5,15,2) and
Sa(g, M, L, Z,Hy) = S»2(15,5,15,2,3) , respectively. In this simulation, the maximum
delay is set as D = 4 and the signal-to-jamming ratio SJR = 0dB. The curves agree
with the common behavior that the BER degrades with increasing K. For the case of
single user (K = 1), the probabilistic hopping pattern outperforms other patterns. For
the large K, its performance gets worse against the others. This phenomenon is due to
the fact that, with increasing K, MAI becomes the dominate factor for performance
degradations and the Hamming cross-correlation property of Prob-HP is the worst
one among these patterns, as shown in Tables 1 and 2. Besides, the BER of generalized

10°

Average BER

102

4FSK,D=4, Znh=2’ q=15, SUR=0dB

=—©— Prob. hopping pattern
— A Trad. NHZ
=%==Gen. NHZ

107
0 5 10 15 20 25

Average SNR per bit, dB

Fig. 4 The BERs of the channel-hopping-based wireless multi-node loT networks for various number of
legitimate users K
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NHZ pattern is slightly better than that of traditional NHZ pattern, due to the lower
value of Hamming correlation as shown in Table 2.

7.2 BER versus SJR for the single legitimate user

The BERs of the channel-hopping-based wireless multi-user IoT networks for various
SJRs with K = 1 are shown in Fig. 5. For the case when K = 1, the jamming attack is
the main impact on the performance. From this figure, the BER increases with the
decrease of SJR since the jamming power increases. Compared to the (generalized)
NHZ hopping patterns, the Prob-HP attains the best error rate. The reason lies in that
the Prob-HP has the lower usage probability with regard to the channels attacked by
the jammer, while the high usage probability for the other channels.

7.3 BER versus SJR for the multiple legitimate users

The BERs of the channel-hopping-based wireless multi-user 10T networks for vari-
ous SJRs with multiple legitimate users (K = 3) are shown in Fig. 5. In this figure, the
MALI and jamming attack are imposed into the wireless communication networks. For
the large value of SJR, e.g., SJR = 0dB, the curve of Prob-HP lies in the middle posi-
tion of traditional NHZ and generalized NHZ patterns. As increasing SJR, the jam-
ming attack becomes the main factor on the error rate other than MAI; thus, the BER
of Prob-HP is the lowest one among these hopping patterns.

From Figs. 4 and 6, we observe that the traditional/generalized NHZ hopping pat-
terns possess the unique advantage to combat the mutual interference contributed
from other legitimate users, but with poor capability to avoid the jamming attacks.
The Prob-HP behaves conversely, that is, it has the superiority in avoiding the jam-
ming attack but with the poor capability of anti-interference.

107
o
L
m
)
o
Y
g
<C SJR=-4dB
2L
10 SJR=-2dB
4FSK, D=4,7, =2, q=15, K=1 SJR=0dB
—O— Prob. hopping pattern
=O~= Trad. NHZ
=== Gen. NHZ
10-3 I I L L
0 5 10 15 20 25

Average SNR per bit, dB
Fig. 5 The BERs of the channel-hopping-based wireless multi-node loT networks for various SJRs with K = 1
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Fig. 6 The BERs of the channel-hopping-based wireless multi-node loT networks for various SJRs with
multiple legitimate users (K = 3)

8 Results and discussion

8.1 Results

In this paper, we have focused on the channel-hopping pattern-based multi-node IoT
networks in smart cities for reducing both the mutual interference and the external
jamming attacks. To achieve the goal, we have introduced several promising hop-
ping patterns, i.e., traditional NHZ and the generalized NHZ patterns as well as pro-
posed the new Prob-HP. The construction algorithm of Prob-HP was presented and
demonstrated by the step-to-step example. The critical properties of hopping pat-
terns, e.g., Hamming correlations and uniformity, were analyzed, which are impor-
tant to the capacity of combating interference and jamming attack. Observed from
the properties, the traditional/generalized NHZ hopping patterns have the quasi-
orthogonality of Hamming correlations, which imply that there are less channel hits
(even collision-free) for the multiple legitimate users access. For the Prob-HP, the
usage probabilities of channels match to the occurrence probabilities of jamming
attack on such channels. The Prob-HP possess merits for actively avoiding the jam-
ming attack.

As a case study, the multiple legitimate users in the [oT networks are assumed to
send the MFSK signals by using the proposed hopping patterns. The BER perfor-
mance of such networks in the presence of jamming attack has been investigated.
By the simulations, some interesting conclusions can be drawn. The traditional and
generalized NHZ hopping patterns have the lower BER in the case of the massive
legitimate users, but with poor capability to combat the jamming attack. The Prob-
HP has the opposite behaviors, that is, it has the superiority in the presence of strong
jamming attack but with relatively poor anti-MAI capability. These BER phenomena
can be also verified by the Hamming correlations and randomness properties of the
hopping patterns.
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8.2 Discussion

Time hopping/frequency hopping is the basic technique in IoT communication net-
works for suppressing denial-of-service attacks (e.g., the mutual interference and jamming
attacks) in the physical layer. The hopping pattern is the most critical component in TH/
FH systems. The traditional/generalized NHZ hopping patterns and Prob-HP discussed in
this paper can be conveniently deployed in IoT-based smart cities applications and provide
favorable merits to guarantee the transmission security and performance. However, it is
noted that, in the channel-hopping-based IoT networks, the number of nodes accommo-
dated in IoT networks is strictly subject to the number of channel resources. One of poten-
tial solutions is to combine the new multi-access scheme (for example, non-orthogonal
multi-access) into channel-hopping systems to support the massive connectivity. In addi-
tion, the performance of the IoT networks is investigated by semi-analysis and semi-simu-
lation methods in this paper, and the theoretical performance integrating with the security
policies in the upper layers with regard to the channel-hopping-based IoT networks still
remains open issue, which will be our future works.
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