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1  Introduction
In many wireless networks such as cellular network and Internet of Things (IoT), it 
is required to serve users with different Quality Of Service (QoS). Congestion control 
has been used in the traditional network to improve the network performance such as 
delay and throughput. In this work, we consider a two-user broadcast channel with het-
erogeneous traffic characteristics and security requirements. This setup can capture the 
downlink scenario by a base station that serves simultaneously two different users, one 
with bursty traffic and security requirements and another one with delay tolerant traffic 
without secrecy constraints. Furthermore, the user who has secrecy requirements, has 
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also full-duplex capability and it can transmit jamming signals to increase its secrecy in 
the cost of self-interference. The work explores the impact of congestion on the per-
formance of the broadcast channel with heterogeneous traffic with different secrecy 
requirements. The proposed system can be potentially used in applications such as 
secure offloading in mobile-edge computing scenarios, secure communication in vehicu-
lar networks, as well as secure downlink in cellular networks.

1.1 � Related works

Most of the existing works in congestion control ignore the security requirement of the 
users. Physical layer secrecy has emerged as a promising approach for security in wire-
less communications [2]. The work in [3] has been instrumental in the development of 
various results in physical layer secrecy. It considers the problem of secure communica-
tion in the presence of a passive eavesdropper, where the trade-off between the trans-
mission rate and equivocation at the eavesdropper has been explored. The result in [3] 
was subsequently extended for the broadcast channel [4] with a common and a private 
message. In [5], the physical layer security performance of a wireless ad hoc network is 
studied, where pairs of transmitters and receivers communicate, and the latter transmit 
a jamming signal to a number of eavesdroppers to facilitate secure communication. Vari-
ous other network setups under physical layer secrecy constraints have been studied in 
the literature [6–9].

However, these results assume that users always have data to send and in such sce-
narios, stable throughput or stability region is a more meaningful metric to measure 
the performance of the system rather than secrecy capacity or secrecy rate. The work in 
[10] characterizes the stability region of the broadcast channel under different decoding 
schemes when there is no secrecy constraint at the receivers. The impact of secrecy con-
straint on the stability region has also been explored in [11]. In [1], the average packet 
delay in a two-user broadcast channel for different decoding schemes has been charac-
terized with secrecy constraint at the receiver. In [12], the authors studied the problem 
of secure communication under different malicious attacks in the physical layer in a cog-
nitive radio network, and they used Q-learning to adjust the transmission power of the 
secondary user. In [13], the authors investigated the problem of security in Internet of 
Vehicles (IoV) networks by proposing an intelligent edge-chain enabled access control 
framework to hinder compromised IoV devices from having access to centralized cloud 
and improve communication issues caused due to mobility of the IoV devices.

In such modern and complex wireless communication systems, there are dependen-
cies among metrics. Therefore, the designer has to make a choice to favour one met-
ric over another, depending on the application. Multi-objective optimization focuses on 
optimizing multiple objective functions and showing the trade-off among the metrics 
[14, 15]. The multi-objective approaches are successfully used in designing communi-
cation systems. For instance, in [16], the authors used multi-objective optimization to 
study the trade-off between the spectrum selection and the resource management in a 
cognitive radio network. In [17], a multi-objective optimization problem was formulated 
for optimizing the power control and the QoS components in a CDMA wireless com-
munication system. The authors of [18] obtained a trade-off between the data rate and 
the transmission power in a cellular communication system.
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To the best of our knowledge, the effect of secrecy on the congestion is not well 
understood and needs to be explored. The performance of queue holding the confiden-
tial data can degrade due to congestion and it is important to understand the impact of 
congestion on the secrecy performance. To explore this, we consider a two-user broad-
cast channel where one of the receivers having full-duplex capability need to be served 
with confidential data that are of bursty nature. The main contributions of the paper are 
described below.

1.2 � Contribution

In this paper, we study a congestion-aware broadcast channel with random selection 
between two queues with different secrecy requirements under different decoding 
schemes at the receivers. The transmitter has two queues and it serves two users with 
different secrecy requirements: one queue has confidential data whereas the second 
queue has non-confidential data. The receiver to which confidential data needs to be 
served has full-duplex capability, and it transmits a jamming signal to hinder eavesdrop-
ping of its data at the other user. The queue holding the confidential can grow large due 
to congestion. Congestion occurs when the queue grows above a threshold. The contri-
butions are summarized as follows.

We consider two schemes, a congestion-agnostic randomized policy, and a conges-
tion-aware one for the selection of the packets that are transmitted by the source. When 
the source selects one packet from each queue, it applies superposition coding to trans-
mit the two packets with a single transmission. In this case, we consider two decoding 
schemes at the receivers’ side, treating interference as noise, and successive decoding. 
We then characterize the average queue size, and the average delay per packet. In addi-
tion, we characterize the throughput performance of the other user for both schemes. 
We numerically compare the impact of the transmission power and random access 
probability for packets intended for the legitimate user on the average packet delay 
for the sensitive traffic for different combinations of the decoding schemes. We show 
that congestion control at the queue holding confidential information can decrease 
the average delay per packet. Finally, we present the Pareto sets for the average packet 
delay for packets intended for the legitimate user and the throughput for the other user 
under congestion-aware policy for two decoding schemes, where we show the trade-off 
between them.

1.3 � Structure of the paper

The rest of this paper is organized as follows. In Sect. 2, we present the system model 
and assumptions for the precedent stated problem. In Sect. 3, we provide the analysis 
for the congestion-agnostic and congestion-aware policies. In Sect. 4, we formulate two 
multi-objective optimization problems, where we study the trade-off between two per-
formance metrics in case of congestion-aware policy. In Sect. 5, we provide numerical 
results, where we show the impact of different parameters on performance metrics for 
three different combinations of decoding schemes at the legitimate receiver and the 
eavesdropper. We also present the trade-off between the performance metrics with 
Pareto sets. In Sect. 6, we summarize our study.
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2 � System model
2.1 � Network model

We consider a two-user broadcast channel (BC), where a single source S is equipped with 
two queues Qi that contain traffic intended for two users (receivers) Di , where i = 1, 2 , as 
shown in Fig. 1. Here, Qi represents both the queue length of the queue that has pack-
ets for receiver Di , and the queue itself. Q1 stores packets intended for receiver D1 and 
they have to be kept confidential from receiver D2 . Queue Q2 has packets intended for 
receiver D2 . Time is assumed to be slotted. The confidential data is intended for the legit-
imate receiver and the non-confidential data is intended for the other receiver (Table 1).

We assume that the arrival process at queue Q1 is Bernoulli with mean �1 , so a packet 
arrives with probability �1 during a time slot. Queue Q2 is assumed saturated, i.e., it 
never empties, this captures a delay tolerant traffic scenario, where Pr(Q2 = 0) ≈ 0 ; thus 
it overestimates the interference that is caused to the other transmission.

When queue Q1 is non-empty, and queues Q1 and Q2 are selected with probabilities q1 
and q2 respectively, source S sends two messages in a single transmission using superpo-
sition coding, allocating power P1 and P2 for the packets from the first and the second 
queue respectively. The total power budget is Pmax , which means that P1 + P2 = Pmax . 
When Q1 is empty, source S sends with probability 1 the packet intended for receiver D2 , 
with a power P2.1 We assume that there is no packet dropping and Q1 has infinite size. 
Furthermore, packets will be re-transmitted until they are received by their intended 
destination. During one time slot, a bursty queue can be in one of the following states: 
empty state, non-empty and active state, non-empty and inactive state. By active state 
we mean that a packet is selected to be transmitted. When the queue is non-empty, but 
the source does not select a packet from that queue, then the queue is inactive. Packet 
transmissions occur at the beginning of the time slot, while packet arrivals happen at the 

Fig. 1  Two-user broadcast channel with secrecy constraints

1  In an extension of this work we will consider power control schemes adapting to the state of the queues.
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end of the time slot. We assume that the transmission of acknowledgments (ACKs) are 
instantaneous and error-free.

2.2 � Physical layer model

We assume that the legitimate receiver D1 has full-duplex capability. This means it can 
receive and transmit packets at the same time, when necessary. In this work, SNR/SINR 
based physical layer based secrecy is considered to capture the confidential aspects of 
data associated with users [3–9, 11]. The SNR or SINR based secrecy metric allows the 
decoding ability of the unauthorized users in decoding confidential data. The full-duplex 
ability of the receiver D1 can hinder the decoding of its intended message at receiver 
D2 by sending a jamming signal. The receiver D1 sends a jamming signal when Q1 > 0 , 
otherwise it is silent. The simultaneous transmission and reception at receiver D1 causes 
self-interference. We assume that D1 has imperfect self-interference cancellation, and 
the residual self-interference is modelled as a scalar g, where g ∈ [0, 1] . When g = 0 , we 
have perfect self-interference cancellation, while there is no cancellation at receiver D1 
when g = 1 [19, 20]. The self-interference reduces the probability of packet reception by 
the legitimate receiver.

We assume Rayleigh fading for the channel between S and receiver Di , and between D1 
and D2 as well. When queue Q1 is non-empty and active, and queue Q2 is active, source S 
sends the signal x[t] = x1[t] + x2[t] . Then, D1 and D2 receive the signals y1[t] and y2[t] 
respectively at time slot t, given by

where zi ( i = 1, 2 ) is additive white Gaussian noise with zero mean and unit variance, 
hi is the channel gain from S to Di , h12 is the channel gain from D1 to D2 , xi is the sig-
nal that the source S transmits to the receiver Di . xJ is the jamming signal, and g is the 

(1)
y1[t] = h1x[t] + gxJ [t] + z1[t],

y2[t] = h2x[t] + h12xJ [t] + z2[t],

Table 1  List of notations

Notation Definition

Q1 Queue holding the confidential information

Q2 Queue holding the non-confidential information

q1 Random access probability for packets in queue Q1

q2 Random access probability for packets in queue Q2

B Congestion limit for queue Q1

α Path loss exponent

γ1 SNR/SINR threshold for the legitimate receiver

γ2 SNR/SINR threshold for receiver D2

P1 Power transmission for the legitimate receiver

P2 Power transmission for receiver D2

PJ Jamming power

g Residual self-interference

d1 Distance between the source S and the legitimate receiver

d2 Distance between the source S and receiver D2

d12 Distance between the legitimate receiver and receiver D2

Pmax Total power budget
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self-interference cancellation coefficient. When queue Q1 is empty, or non-empty and 
non-active, the transmitted signal is x[t] = x2[t] . A receiver can decode its intended 
packet even when both queues are active, and two packets are transmitted in a time slot 
based on the received Signal-to-Interference and Noise Ratio (SINR)/Signal-to-Noise 
Ratio (SNR).

We consider two different decoding schemes at receivers D1 and D2 . Namely, treating 
interference as noise (TIN), and successive decoding (SD). When a receiver performs 
treating interference as noise, it decodes only the packet intended for it, while discard-
ing the other packet. Successive decoding is a decoding scheme, where the receiver 
decodes first the packet not intended for it and then cancels its effect; then it decodes 
the intended packet. We assume different combinations of decoding schemes for each 
receiver apart from the case where both receivers perform successive decoding, because 
this case is not feasible. The success probability that receiver D1 can successfully decode 
packets from queue Q1 , while receiver D2 cannot decode the packet (remains secret) is 
denoted by P(Ds

1/T ) , where T  denotes the set of active queues, and s indicates that a 
message is confidential. Furthermore, P(D2/T ) represents the success probability that 
the other user can successfully decode packets from queue Q2 . The aforementioned 
probabilities differ for each decoding scheme are omitted here due to space limitations 
but they can be found in [11]. The purpose of this work is to utilize these probabilities to 
study the effect of a congestion-aware scheme on throughput and delay for the considered 
setup under different secrecy requirements.

3 � Methods
In this section, we introduce two congestion policies for the two-user broadcast chan-
nel, the congestion agnostic and the congestion-aware policy and present the analysis for 
each of them.

3.1 � Congestion‑agnostic randomized policy

We provide the analysis for the throughput when the source randomly selects a packet 
from a non-empty queue as we discussed in the previous section (recall that Q2 is 
assumed to be saturated here). Thus, Q2 never empties and we have the following two 
cases. 

1.	 Q1 = 0 : In this case, the source transmits a packet from queue Q2 with probability 1. 
We denote the success probability for that transmission P(D2/2).

2.	 Q1 > 0 : In this case, the source selects a packet from each queue with probability 
q1q2 . Then, the success probability with secrecy requirement for D1 is P(Ds

1/1,2) , and 
the success probability for D2 is P(D2/1,2) . With probability q1(1− q2) , a packet is 
selected only from Q1 and the success probability is P(Ds

1/1) . With q2(1− q1) , the 
source transmits a packet only from Q2 .

Now, we can write the average service probability µ1 and the throughput µ2 as given 
below

(2)µ1 =q1q2P(D
s
1/1,2)+ q1(1− q2)P(D

s
1/1),
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Since the traffic at Q1 is bursty, the term µ1 denotes the service probability of that queue. 
If the queue is stable, �1 < µ1 , then the throughput is �1 , otherwise the throughput is µ1 . 
Note that the stability condition �1 < µ1 can be rewritten as

On the other hand, since Q2 is saturated, µ2 is the throughput.
Since Q1 can be seen as a Geo/Geo/1 queue with arrival probability �1 and service 

probability µ1 , we have that P(Q1 > 0) = �1
µ1

 . Thus, (3) after some calculations can be 
written as

Note that if Q1 is unstable, then the throughput for the D2 is given by

3.2 � Congestion‑aware randomized policy

In this section, we introduce a congestion-aware protocol that takes into account the 
queue size at Q1 . A similar protocol was introduced in [21, 22], but in a different sys-
tem setup. We consider a congestion limit B for queue Q1 , B affects the operation of 
the randomized policy described in the previous section as explained below.

•	 If Q1 = 0 : In this case, no packet from queue Q1 is sent, and the source transmits 
a packet from queue Q2 with probability 1. The saturated throughput is given by 
µ′
2 = P(D2/2).

•	 If 1 ≤ Q1 ≤ B : The source transmits a packet from queue Qi with a probability qi , 
where i = 1, 2 . The service probability for queue Q1 is given by (2). The saturated 
throughput is given by 

•	 When Q1 > B : The source transmits a packet only from queue Q1 with probability 
1. The service probability for queue Q1 is given by 

Given the probabilities of the above respective cases, the average service probability 
for Q1 , µ̄1 , is given by

where µ1 and µ′
1 are given by (2) and (8), respectively.

(3)
µ2 =q2(1− q1)P(Q1 > 0)P(D2/2)++q1q2P(Q1 > 0)P(D2/1,2)+ P(Q1 = 0)P(D2/2).

(4)q1 >
�1

q2P(D
s
1/1,2)+ (1− q2)P(D

s
1/1)

.

(5)µ2 = P(D2/2)−
[1− q2(1− q1)]P(D2/2)− q1q2P(D2/1,2)

q1q2P(D
s
1/1,2)+ q1(1− q2)P(D

s
1/1)

�1.

(6)µ2 = q2(1− q1)P(D2/2)+ q1q2P(D2/1,2).

(7)µ′′
2 = q1q2P(D2/1,2)+ q2(1− q1)P(D2/2).

(8)µ′
1 = P(Ds

1/1).

(9)µ̄1 =
P(1 ≤ Q1 ≤ B)µ1 + P(Q1 > B)µ′

1

P(1 ≤ Q1 ≤ B)+ P(Q1 > B)
,
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The average throughout seen at receiver D2 can be written as

where µ′′
2 is given by (7). As stated earlier in Sect. 2.2, the success probabilities P(Ds

1/T ) 
and P(D2/T ) , where T  consists of the set of active queues, are given in [11].

In order to fully characterize the average service probability and the throughput, we 
proceed by modeling the evolution of Q1 by a a discrete time Markov chain (DTMC) 
in order to calculate the probabilities P(Q1 = 0) , P(1 ≤ Q1 ≤ B) , and P(Q1 > B).

3.2.1 � Markov chain for the congestion control protocol

The DTMC that models the evolution of Q1 is depicted in Fig. 2. The number of the 
state denotes the amount of packets in the queue.

The steady-state distribution of the DTMC can be obtained by solving the flow-con-
servation equations along the lines of [22] and is given by

Thus, P(1 ≤ Q1 ≤ B) =
∑B

i=1 πi is given by

where µ1 is given by (2), µ′
1 is given by (8), and ξ =

�1(1−µ1)
(1−�1)µ1

.
After replacing (12) in (10), we obtain the expression for the throughput of D2 . The 

expression P(Q1 = 0) is given by (11) and

The average queue length under congestion control is E[Q1] =
∑∞

i=1 iπi , after some cal-
culations, we obtain

(10)µ2 = P(Q1 = 0)P(D2/2)+ P(1 ≤ Q1 ≤ B)µ′′
2,

(11)πi =































(µ1−�1)(µ
′
1−�1)

µ1µ
′
1−�1µ1−�1

�

�1(1−µ1)
(1−�1)µ1

�B

(µ′
1−µ1)

, i = 0,

�
i
1(1−µ1)

(1−�1)
iµi

1

π0, 1 ≤ i ≤ B,

�
B+1
1 (1−µ1)

B(1−µ′
1)

i−1

(1−�1)
B+iµB

1µ
′i
1

π0, i > B.

(12)P(1 ≤ Q1 ≤ B) =
�1

(

1− ξB
)

(µ′
1 − �1)

µ1µ
′
1 − �1µ1 − �1ξB(µ

′
1 − µ1)

(13)P(Q1 > B) = 1− P(Q1 = 0)− P(1 ≤ Q1 ≤ B).

Fig. 2  The Discrete Time Markov Chain (DTMC) that models the evolution of Q1 . The service probabilities µ1 
and µ′

1 are given by (2) and (8), respectively
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where N1 = �1(1− �1)µ1
µ′
1−�1

µ1−�1

[

BξB+1 − ξB(B+ 1)+ 1
]

,

and N2 = ξB�1(µ1 − �1)

[

B+
(1−�1)µ

′
1

µ′
1−�1

]

.

The average queue length for Q1 without the congestion-aware protocol is given by

3.2.2 � Delay Analysis for the legitimate user

Here, we characterize the delay performance of the legitimate user for the cases without 
congestion control and with congestion control as described earlier. The average delay 
per packet consists of the queueing delay, D̄Q1 , and the transmission delay, D̄T .

The average transmission delay that a packet from Q1 faces is given by

where µ̄1 is the probability of departure (or service probability) for the packet waiting in 
the head of the queue Q1 . For the case of congestion control, µ̄1 is given by (9).

In congestion control, the average queue length is given by (14). The average queueing 
delay in Q1 is given by

where E[Q1] is given by (14).
The average packet delay for receiver D1 is given by

Similarly, we obtain the average delay per packet for the simple randomized policy 
described in Sect. 3.1.

4 � Optimization problem
Here we consider the performance optimization problem for two-user broadcast 
channel from the viewpoint of multi-objective optimization. It is obviously desirable 
to have the average packet delay as small as possible and the average throughput for 
the eavesdropper as large as possible. However, these desires are in conflict because 
the two metrics, called as objective functions, depend on a join set of design param-
eters, referred to as decision variables. The multi-objective optimization allows for 
obtaining the so-called Pareto set. Every Pareto optimal solution, by definition, is 
not dominated by any other solution simultaneously in all objectives. The network 
designer can use the Pareto set for choosing specific parameter values which provides 
a trade-off between the objectives. We proceed now to formulating two bi-objective 

(14)E[Q1] =
N1 + N2

µ1µ
′
1 − �1µ1 − �1ξB(µ

′
1 − µ1)

,

(15)E[Q1] =
�1

µ1 − �1
(1− �1).

(16)D̄T =
1

µ̄1
,

(17)D̄Q1 =
E[Q1]

�1
,

(18)D̄1 = D̄Q1 + D̄T .
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optimization problems which are solved in a decentralized way by source S and 
receiver D1.

First, we consider a bi-objective optimization problem, where two metrics, the 
throughput of the eavesdropper and the average packet delay for packets intended for 
receiver D1 are jointly optimized. The throughput for the eavesdropper, given by (10), 
is defined as the service probability for queue Q2 when congestion control is used for 
queue Q1 , and it is desired to be maximized. The average packet delay for the legitimate 
receiver given by (18) is desired to be minimized. These two metrics are to be optimized 
by source S. Here the decision variables are P1 , P2 , q1 , and q2 . Since P1 + P2 = Pmax , they 
can be reduced to P1 , q1 , and q2 . The success probabilities in (18) and (10) can be found 
in [11]. The optimization problem is then defined as

where P(Q1 > B) is given by (13), Pcon is the upper threshold for P(Q1 > B) , P1 is the 
transmission power for packets transmitted from queue Q1 , Pmax is a power threshold 
for P1 , and qi is the probability that the source selects a packet from queue Qi , where 
i = 1, 2.

Next, we formulate a second bi-objective optimization problem, which is solved by 
receiver D1 . The objective functions are the same as in the previous formulation, but 
here we have only PJ as a decision variable, which is the jamming power that receiver D1 
uses to send the jamming signal to receiver D2 . The corresponding optimization prob-
lem is formulated as

where P′
max is a power threshold for PJ.

5 � Results and discussion
In this section, we evaluate numerically the analytical results presented in the previous 
sections. The metrics used to evaluate our proposed system are the average packet delay 
( D̄1 ), the saturated throughput ( µ2 ), and the secrecy loss tolerance defined in [1]. The 
secrecy loss tolerance metric describes the trade-off between throughput and secrecy. 
For the congestion-agnostic policy, it is given by

where µ̇1 = q1q2P(D1/1,2)+ q1(1− q2)P(D1/1), and µ1 is given by (2).
For the congestion-aware policy, the secrecy loss tolerance is given by

(19)

min
P1,q1,q2

(D̄1,−µ2)

s.t P(Q1 > B) ≤ Pcon,

Pmin ≤ P1 ≤ Pmax,

0 < q1 ≤ 1,

0 < q2 ≤ 1,

(20)
min
PJ

(D̄1,−µ2)

s.t 0 ≤ PJ ≤ P′
max,

(21)fag = 1−
µ1

µ̇1
,
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where µ̄1 is given by (9), and µ̂1 is given by

where  = q1q2P(D1/1,2)+ q1(1− q2)P(D1/1) , and  = P(D1/1).
We solve the optimization problems in (19) and (20) by using pymoo [23]. In the 

framework of pymoo, we used NSGA-II [24], a multiobjective genetic algorithm.
The parameters of our system are the following: �1 ∈ [0.1, 0.9] is the prob-

ability of a packet arrival in a time slot. α ∈ [2, 4] is the path loss exponent, where 
α = 2 corresponds to free space and α = 4 corresponds to lossy environments. 
γ1, γ2 ∈ [−10 db,+10 db] are the SINR thresholds for receivers D1 and D2 . d1 , d2 , d3 
∈ [0, 100m] are the distances between the source and each receiver, and the distance 
between the two receivers. g ∈ [0, 1] is the residual self-interference, where g = 0 , 
corresponds to perfect self-interference cancellation, and when g = 1 corresponds to 
no cancellation at receiver D1 ( β � −10 log g2 in dB). PJ ∈ [0, 23 dB] is the jamming 
power. B ∈ [1, 20] is the congestion threshold in packets. qi ∈ [0, 1] is the random 
access probability for packets, where i = 1 refers to confidential data, and i = 2 refers 
to non-confidential data. P1 ∈ [0, 23db] is the transmission power for confidential 
packets. The parameters for our results are presented in the caption of Figs. 3, 4, 5, 6, 
7 and 8.

In summary, the key points from the numerical results are the following.

•	 With the congestion-aware policy, P1 affects the secrecy performance more than 
�1 and q1 do. Function faw is unaffected by B in TIN-TIN and SD-TIN. In TIN-SD, 
higher B leads to less secrecy.

•	 The congestion-aware policy provides better delay performance in TIN-TIN and 
SD-TIN for large �1 , but for small �1 the two policies perform the same. IN TIN-

(22)faw = 1−
µ̄1

µ̂1
,

(23)

Fig. 3  (D̄1 , function faw ) vs. ( q1 , P1 ), under congestion-aware randomized policy in TIN-TIN. The rest of the 
parameters are the following: �1 = 0.1 , γ1 = −4.2 dB , γ2 = −6.4 dB , α = 2.2 , β = 41 dB , PJ = 23 dB , q2 = 0.4 , 
B = 6 packets, Pmax = 23 dB , d2 = 14.6m , and d12 = 10m . In TIN-TIN, d1 = 8.2m
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SD, the delay performance is better in the congestion-aware policy for any �1 . In 
the congestion-aware policy, D̄1 increases as B increases in TIN-TIN and SD-TIN 

Fig. 4  (D̄1 , function faw ) versus ( q1 , P1 ), under congestion-aware randomized policy in SD-TIN. The rest of the 
parameters are the following: �1 = 0.1 , γ1 = −4.2 dB , γ2 = −6.4 dB , α = 2.2 , β = 41 dB , PJ = 23 dB , q2 = 0.4 , 
B = 6 packets, Pmax = 23 dB , d2 = 14.6m , and d12 = 10m . In SD-TIN, d1 = 8.2m

Fig. 5  (D̄1 , function faw ) versus ( q1 , P1 ), under congestion-aware randomized policy in TIN-SD. The rest of the 
parameters are the following: �1 = 0.1 , γ1 = −4.2 dB , γ2 = −6.4 dB , α = 2.2 , β = 41 dB , PJ = 23 dB , q2 = 0.4 , 
B = 6 packets, Pmax = 23 dB , d2 = 14.6m , and d12 = 10m . In TIN-SD, d1 = 17.4m

Fig. 6  (µ2 , function faw ) versus ( q1 , P1 ), under congestion-aware randomized policy in TIN-TIN. The rest of the 
parameters are the following: �1 = 0.1 , γ1 = −4.2 dB , γ2 = −6.4 dB , α = 2.2 , β = 41 dB , PJ = 23 dB , q2 = 0.4 , 
B = 6 packets, Pmax = 23 dB , d2 = 14.6m , and d12 = 10m . In TIN-TIN, d1 = 8.2m
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for small B. For large B, D̄1 is constant in TIN-TIN and SD-TIN. In TIN-SD, D̄1 
keeps increasing as B increases.

•	 The throughput performance is noticeably better in congestion-aware policy for 
TIN-TIN and SD-TIN. In TIN-SD, the congestion-aware policy performs bet-
ter for small �1 , but for larger �1 , the congestion-agnostic policy achieves better 
results. The throughput performance remains unaffected when changing B in 
TIN-TIN and SD-TIN. In TIN-SD, µ2 decreases for large B.

•	 The secrecy is less in congestion-aware policy in TIN-TIN and SD-TIN for large �1 
and for any �1 in TIN-SD.

•	 We can achieve higher throughput performance and lower delay performance in 
SD-TIN as shown by the Pareto set for the optimization problem in (19) under 
congestion-aware policy.

To illustrate these findings, Figs.  3, 4, 5, 6, 7 and 8 present example results selected 
from a broader set of results. In particular, Figs. 3, 4 and 5 show how D̄1 and function 
faw change when we change P1 and q1 for three combinations of decoding schemes: 

Fig. 7  (µ2 , function faw ) versus ( q1 , P1 ), under congestion-aware randomized policy in SD-TIN. The rest of the 
parameters are the following: �1 = 0.1 , γ1 = −4.2 dB , γ2 = −6.4 dB , α = 2.2 , β = 41 dB , PJ = 23 dB , q2 = 0.4 , 
B = 6 packets, Pmax = 23 dB , d2 = 14.6m , and d12 = 10m . In SD-TIN, d1 = 8.2m

Fig. 8  (µ2 , function faw ) versus ( q1 , P1 ), under congestion-aware randomized policy in TIN-SD. The rest of the 
parameters are the following: �1 = 0.1 , γ1 = −4.2 dB , γ2 = −6.4 dB , α = 2.2 , β = 41 dB , PJ = 23 dB , q2 = 0.4 , 
B = 6 packets, Pmax = 23 dB , d2 = 14.6m , and d12 = 10m . In TIN-SD, d1 = 17.4m
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TIN-TIN, SD-TIN, and TIN-SD. Here, we set q2 = 0.4 and we change q1 in the range 
[0, 1]. We also change P1 in the range [0 dB, 23 dB] . The values of q1 and P1 that cause 
instability at queue Q1 are not shown in the figure. Thus, the source transmits pack-
ets from both queues with the aforementioned probabilities, according to the conges-
tion-aware randomized policy. We observe that D̄1 increases as q1 decreases, because 
the average queuing delay is higher since more packets remain in queue Q1 . We also 
see that D̄1 decreases as P1 increases in TIN-TIN and TIN-SD, because higher trans-
mission power leads to higher probability of successful packet reception. In SD-TIN, 
D̄1 decreases as P1 increases up to P1 = 20.5  dB, and then it starts increasing, due to 
delay imposed by the successive decoding for decoding the packets. The values of P1 
not shown in the figure cause instability of queue Q1 , as explained earlier. We note that 
function faw is affected more by P1 than q1 . Specifically, function faw increases when P1 
increases, meaning that higher P1 leads to less secrecy of the system since the signal is 
stronger and the probability that the other user receives the signal is higher. We also 
observe that function faw has the lowest value in SD-TIN, which means that we have 
more secrecy in this case. The reason is that the service probability is higher in SD-TIN, 
due to the proximity of receiver D1 to the source.

Figures 6, 7 and 8 depict how P1 and q1 affect µ2 and function faw for the cases of TIN-
TIN, SD-TIN, and TIN-SD. We observe that µ2 decreases as P1 increases, because µ1 is 
higher and receiver D1 transmits a jamming signal with higher probability. We see that 
µ2 has the lowest value in TIN-SD for the aforementioned reason. When q1 increases, 
µ2 also increases. This happens because µ2 depends on q1 as shown in (7) and (10). This 
means that µ2 increases when queue Q1 is non-empty, and both queues are selected with 
probabilities q1 and q2 respectively under the congestion-aware randomized policy. The 
values of P1 and q1 not shown in the figure lead to instability of queue Q1 , as described 
earlier. We also observe that function faw increases as P1 increases for the same afore-
mentioned reason as in Figs. 3, 4 and 5. Function faw has the lowest value in the case 
of SD-TIN (higher secrecy), because µ1 is higher due to better communication channel 
between the source and receiver D1.

In Table 2, we see how D̄1 , µ2 , and functions faw and fag are affected by �1 and P1 
under two congestion policies for the cases of TIN-TIN, SD-TIN, and TIN-SD. We 
observe that the congestion-aware policy is significantly effective for large �1 in all 
aforementioned cases. For small �1 , the delays for the two congestion policies are 
the same for TIN-TIN and SD-TIN. For TIN-SD, the delays are very close, but the 
congestion-aware policy has a better delay performance. The congestion-aware policy 
leads to more secrecy (low function faw ) when �1 is large in TIN-TIN, but for small 
�1 , the secrecy is the same for the two policies. As P1 increases, D̄1 decreases for both 
policies. The same observations apply for SD-TIN, but higher P1 leads to larger D̄1 for 
small q1 when no congestion-aware policy is used in SD-TIN. In TIN-SD, we see that 
the congestion-aware policy leads to more secrecy for small q1 , because µ̄1 is higher 
than µ1 . The congestion-aware policy results in higher µ2 compared with µ2 in the 
congestion-agnostic aware policy. When P1 increases, µ2 decreases in a significant 
volume. This happens because as P1 increases, more packets are successfully received 
by receiver D1 , which transmits a jamming signal with higher probability to receiver 
D2 to hinder successful confidential packet reception by the latter. As �1 increases in 
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TIN-TIN and SD-TIN, µ2 also decreases, because the probability of jamming is higher 
when receiver D1 receives more packets.

Table 3 presents the impact of P1 , B, and faw on D̄1 in TIN-TIN, SD-TIN, and TIN-
SD. As shown, B does not affect µ2 , neither function faw in TIN-TIN and SD-TIN. In 
TIN-SD, µ2 decreases as B increases when P1 is small. When P1 is large, µ2 increases 
as B increases, because large B implies that the congestion policy adapts much later. 
We also note that function faw increases as B increases. In TIN-TIN, SD-TIN and 
TIN-SD, D̄1 increases when B is small because the queuing delay increases. As B 
increases, D̄1 increases but it is stable in TIN-TIN and SD-TIN for large B, whereas D̄1 
increases as B increases in TIN-SD.

Figures 9, 10 and 11 show the Pareto set for the optimization problem in (19) for the 
cases of TIN-TIN, SD-TIN, and TIN-SD. In SD-TIN, −µ2 has the highest value and 
D̄1 has the minimum value compared to TIN-TIN and TIN-SD due to the topology 
requirement of the successive decoding. We also observe that TIN-SD has the worst 
performance since both −µ2 and D̄1 have the lowest value compared to TIN-TIN and 
SD-TIN for the aforementioned reason.

Table  4 presents the solution for the optimization problem in (20). It has only one 
solution for each combination of decoding schemes, namely, P∗

J = Pmax . Comparing 
the optimal values of D∗

1 , TIN-TIN has the lowest value of D∗
1 , whereas TIN-SD has the 

Table 2  Performance under different congestion policies

With congestion policy No congestion policy

Decoding �1 P1
(in dB)

D̄1

(in timeslots)
µ2

(in packets/
timeslot)

faw D̄1

(in timeslots)
µ2

(in packets/
timeslot)

fag

TIN-TIN 0.10 19.29 5.42 0.54 0.06 5.42 0.39 0.06

0.10 21.58 4.22 0.26 0.16 4.22 0.19 0.16

0.20 19.29 6.36 0.40 0.06 6.38 0.30 0.06

0.20 21.58 4.63 0.20 0.16 4.63 0.15 0.16

0.30 19.29 8.37 0.26 0.05 9.15 0.20 0.06

0.30 21.58 5.41 0.14 0.16 5.44 0.10 0.16

0.40 19.29 11.90 0.17 0.03 128.26 0.11 0.06

0.40 21.58 7.10 0.09 0.15 7.83 0.06 0.16

SD-TIN 0.10 19.29 4.43 0.56 0.05 4.43 0.41 0.05

0.10 21.58 5.44 0.25 0.17 5.44 0.18 0.17

0.20 19.29 4.91 0.44 0.05 4.91 0.33 0.05

0.20 21.58 6.38 0.17 0.17 6.41 0.13 0.17

0.30 19.29 5.86 0.32 0.05 5.92 0.25 0.05

0.30 21.58 8.37 0.10 0.16 9.23 0.07 0.17

0.40 19.29 8.03 0.21 0.04 9.38 0.17 0.05

0.40 21.58 11.60 0.05 0.12 166.05 0.02 0.17

TIN-SD 0.10 21.93 22.74 0.21 0.26 24.67 0.20 0.27

0.10 22.12 20.98 0.19 0.28 22.27 0.18 0.29

0.12 21.93 27.00 0.21 0.25 36.01 0.21 0.27

0.12 22.12 24.68 0.19 0.27 30.38 0.19 0.29

0.14 21.93 32.09 0.19 0.22 92.78 0.21 0.27

0.14 22.12 29.17 0.19 0.25 57.99 0.21 0.29
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Table 3  Performance in congestion-aware randomized policy when changing B and P1

Decoding B
(in packets)

P1
(in dB)

D̄1

(in timeslots)
µ2

(in packets/
timeslot)

faw

TIN-TIN 2 18.33 7.52 0.54 0.04

2 21.88 4.21 0.19 0.18

6 18.33 8.03 0.54 0.04

6 21.88 4.23 0.19 0.18

10 18.33 8.03 0.54 0.04

10 21.88 4.23 0.19 0.18

SD-TIN 2 18.33 4.90 0.61 0.03

2 21.88 6.53 0.17 0.19

6 18.33 4.95 0.61 0.03

6 21.88 6.85 0.17 0.19

10 18.33 4.95 0.61 0.03

10 21.88 6.85 0.17 0.19

TIN-SD 2 21.04 26.00 0.26 0.13

2 22.12 16.69 0.17 0.25

6 21.04 39.29 0.26 0.14

6 22.12 21.10 0.19 0.28

10 21.04 49.80 0.25 0.16

10 22.12 22.18 0.19 0.29

Table 4  Pareto optimal solution of the optimization problem in (20) for different decoding schemes

Decoding P∗J
(in dB)

D∗
1

(in timeslots)
−µ∗

2
(in 
packets/
timeslot)

TIN-TIN 23.00 4.24 − 0.15

SD-TIN 23.00 7.83 − 0.12

TIN-SD 23.00 21.81 − 0.20

Fig. 9  Pareto set for (19) in TIN-TIN. The rest of the parameters are the following: �1 = 0.1 , γ1 = −4.2 dB , 
γ2 = −6.4 dB , α = 2.2 , β = 41 dB , PJ = 23 dB , B = 6 packets, Pmax = 23 dB , d2 = 14.6m , and d12 = 10m . In 
TIN-TIN, d1 = 8.2m
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largest value of D∗
1 . Regarding −µ2 , SD-TIN has the lowest value, whereas TIN-SD has 

the largest value.

6 � Summary
Congestion can deteriorate the performance of communication networks leading to 
high packet delay. To address the problem of congestion in a two-user broadcast channel 
with contrasting traffic and security characteristics, we characterized the average packet 
delay for confidential traffic, and the throughput of the other user, and we proposed a 
congestion-aware randomized scheme. We showed that the proposed scheme can sig-
nificantly improve the performance for the legitimate user.
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